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Protocol Prying: Systematic Vulnerability Research in the Apple AirDrop
and Android Quick Share Proximity Transfer Protocols

Arash Ale Ebrahim Nils Ole Tippenhauer

CISPA Helmholtz Center for Information Security

Abstract
Apple AirDrop and Google/Samsung Quick Share are prox-
imity file-transfer protocols used by over five billion devices,
yet their application-layer security properties remain largely
unstudied because both stacks are proprietary and undocu-
mented. Both protocols are reachable from wireless prox-
imity without any prior pairing and process complex serial-
ized content (binary plists, CPIO archives, Protocol Buffers,
UKEY2 handshakes) inside privileged daemons, making them
attractive zero-click targets across multiple operating sys-
tems. We perform the first cross-platform reverse engineer-
ing and protocol-aware fuzzing study of both stacks. We re-
construct AirDrop’s seven-layer state machine and DVZip
adaptive compression from binary analysis, build AIRFUZZ,
a protocol-aware fuzzer that mutates pre-compression rep-
resentations, and complement it with targeted hand-written
analyses of Samsung’s Quick Share service and Google’s
Quick Share for Windows. We discover six vulnerabilities
(V1-V6): three pre-authentication issues in macOS/iOS Air-
Drop (V1: Swift fatalError DoS in the HTTP path router;
V2: unbounded XML plist recursion in Foundation, V3:
NULL deref in Network.framework’s HTTP/1.1 parser),
two protocol-layer flaws in Samsung Quick Share (V4: pre-
authentication OfflineFrame dispatch, V5: D2D encryption
bypass for three frame types), and a heap use-after-free in
Google Quick Share for Windows (V6) for which Google
awarded a bounty. We responsibly disclosed all findings, Ap-
ple, Samsung, and Google have acknowledged the reports.
For transparency and reproducibility, the AirFuzz artifacts are
publicly available on Zenodo: https://zenodo.org/recor
ds/20442029.

1 Introduction

Proximity-based file transfer is a fundamental feature of mod-
ern mobile and desktop operating systems. Apple’s AirDrop,
introduced in 2011, and Google’s Nearby Share (now Quick
Share), launched in 2020, collectively serve over five billion

active devices [2, 8]. These protocols enable ad hoc peer-to-
peer file transfer between nearby devices over a combination
of Bluetooth Low Energy (BLE) for discovery and Wi-Fi for
data transfer, without requiring shared network infrastructure.

From a security perspective, proximity transfer protocols
present a compelling attack surface [3, 10, 12, 16, 21]. The
attacker need only be within wireless range (typically 10–
30 m for AWDL/Wi-Fi Direct), and the initial protocol phases
(service discovery and connection establishment) require no
authentication. On Apple devices configured with “Everyone”
visibility, the entire Discover and Ask phases are reachable
without any user interaction or prior pairing. This creates a
zero-click, pre-authentication attack surface that extends from
the privileged sharingd daemon (which also manages Air-
Play, Handoff, Universal Clipboard, and Continuity Camera)
all the way down into the kernel: Beer’s iOS zero-click radio-
proximity exploit [3] demonstrated remote code execution
against the AWDL kernel driver itself, showing that the attack
surface is not limited to user-space sharing code.

Despite the ubiquity and security relevance of these proto-
cols, prior academic work has focused primarily on privacy
aspects of AirDrop’s contact discovery mechanism [11,15,17,
18] and the underlying AWDL link layer. The foundational
work of Stute et al. [18–20] reverse engineered AWDL it-
self, released the open-source OWL stack, and demonstrated
link-layer denial-of-service and man-in-the-middle attacks;
their results provide the wireless substrate on which our
application-layer analysis builds. In parallel, Project Zero [3]
weaponised the AWDL kernel attack surface against iOS.
A comprehensive security analysis of the application-layer
AirDrop protocol (binary property lists, DVZip compression,
CPIO archive extraction, and the HTTP-layer state machine in
sharingd) has not been published. Similarly, while Google’s
Quick Share has received attention following the SafeBreach
RCE chain in its Windows client [21], the Samsung Android
implementation’s security properties remain largely unexam-
ined.

In this paper, we bridge this gap with a systematic security
analysis of both Apple AirDrop and Android Quick Share.
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Our work makes the following contributions:

1. Application-layer reverse engineering of AirDrop.
Building on the AWDL link-layer work of Stute et al. [19,
20], we reverse engineer the complete application-layer
AirDrop stack on current macOS and iOS, documenting
seven protocol layers from AWDL up through DVZip/C-
PIO archive extraction. We reconstruct the receiver-side
state machine of sharingd, document the previously un-
published DVZip adaptive chunked compression format,
and catalogue 40+ protocol commands. Detailed offsets,
disassembly, and symbol lists for specific binary versions
are released as artifacts rather than reproduced inline.

2. Protocol-Aware Fuzzer. We develop AIRFUZZ, a
protocol-aware fuzzer with nine mutation layers (HTTP,
binary plist, DVZip, CPIO, DER, havoc, memcorrupt, and
field-level) and Frida-based coverage collection. We dis-
cuss why we did not use Frida Stalker, FPICKER [12,14],
or TINYINST/JACKALOPE [5–7] as our coverage engine;
in particular, we reproduce the Stalker breakage on arm64e
macOS/iOS (Section 4).

3. AirDrop Vulnerabilities. We discover two zero-click, and
one post-accept pre-authentication vulnerabilities: (V1) a
remote DoS via Swift fatalError in the HTTP path
router, (V2) a stack overflow in Foundation’s XML prop-
erty list parser and (V3) a NULL pointer dereference in
Network.framework.

4. Quick Share Vulnerabilities. We discover three vulner-
abilities in Quick Share: (V4) a pre-authentication frame
processing bypass that allows unauthenticated protocol
interaction before UKEY2 handshake completion, (V5) a
device-to-device (D2D) encryption bypass where 3 out
of 7 post-handshake frame types are processed without
the mandatory SecureMessage encryption wrapper in
Samsung’s Android implementation, and (V6) a critical
use-after-free via an endpoint collision race condition in
Google Quick Share for Windows which leads to remote-
code-execution (version 1.2.2472.1).

5. Cross-Platform Comparison. We provide the first cross-
platform security comparison of Apple and Google/Sam-
sung proximity transfer implementations, identifying
shared vulnerability patterns and divergent design deci-
sions across six total vulnerabilities spanning macOS, iOS,
Android, and Windows.

We responsibly disclosed all vulnerabilities to Apple Prod-
uct Security, Samsung Mobile Security, and the Google Vul-
nerability Reward Program. Apple acknowledged V1–V3 and
remediation is in progress; Samsung transferred V4–V5 to
Google; Google acknowledged V6 and awarded a bounty for
the Windows Quick Share use-after-free, with a CVE pending
assignment. Section 7.5 provides the full disclosure timeline
and vendor responses.

Vulnerability overview. Table 1 summarises the six vulner-
abilities, their target component, the precondition required to
reach them, and the observed impact. We use this table as a
roadmap throughout the paper.

2 Background

2.1 Apple AirDrop

AirDrop, introduced in OS X Lion (2011) and iOS 7 (2013),
enables peer-to-peer file transfer between Apple devices. It
relies on two wireless technologies: Bluetooth Low Energy
(BLE) for initial device discovery and wake-up, and Apple
Wireless Direct Link (AWDL) for the actual data transfer.
AWDL is a proprietary Wi-Fi-based protocol that creates an
ad-hoc mesh network on the awdl0 virtual interface using
IPv6 link-local addresses [19].

The AirDrop application logic is implemented in
sharingd, a privileged daemon that manages multiple Apple
continuity services. On the receiver side, sharingd listens on
TCP port 8770 over AWDL with TLS, serving an HTTP/1.1
API. The daemon is managed by launchd and automatically
restarts on crash, but with exponentially increasing throttle
delays after consecutive failures.
sharingd is a large, monolithic system daemon. On

iOS 18.1/26.3 (ARM64e), The binary has stripped only
one exported symbols (_main and __mh_execute_header)
are visible via standard tools. It dynamically loads the pri-
vate Sharing.framework (3.8 MB, 5,032 exported symbols),
which implements the core AirDrop protocol logic, and
links against approximately 30 system frameworks including
Foundation, Security, Network, CoreFoundation, and
libswift_Concurrency. The daemon manages not only Air-
Drop but also AirPlay, Handoff, Universal Clipboard, Conti-
nuity Camera, NameDrop, and SharePlay, meaning a crash
in any subsystem disrupts all Continuity services simultane-
ously.

AirDrop supports three visibility modes: Receiving Off (no
AWDL listener), Contacts Only (requires Apple ID certificate
chain verification), and Everyone for 10 Minutes (accepts
connections from any device). In “Everyone for 10 Minutes”
mode, the complete HTTP API is reachable without any form
of authentication. On iOS, Apple added a 10-minute auto-
timeout that reverts “Everyone” to “Contacts Only” , but this
mitigation does not protect against attacks during the window
of exposure, and does not apply to macOS.

2.2 Android Quick Share

Quick Share (formerly Nearby Share) is Google’s cross-
platform file-sharing feature for Android, Chrome OS, and
Windows. On Samsung devices, it is deeply integrated as
the default sharing mechanism, replacing Samsung’s earlier



Table 1: Overview of the six vulnerabilities (V1–V6). Precond.: “Everyone” = AirDrop in “Everyone for 10 minutes” visibility;
“Visible” = Quick Share visible to nearby devices; “On-path” = same-LAN attacker (V5 only); “Race” = concurrent connect/dis-
connect (V6). Impact: DoS = denial of service; PoP = protocol-state manipulation; UAF = potentially exploitable use-after-free.

ID Target Component Class Precondition Impact

V1 AirDrop Sharing.framework path router Fatal assert Everyone DoS
V2 AirDrop Foundation XML plist Stack overflow Everyone DoS
V3 AirDrop Network.framework HTTP/1.1 NULL pointer dereference Everyone DoS
V4 QuickShare Samsung GMS dispatcher Authentication bypass Visible PoP
V5 QuickShare Samsung D2D layer Crypto bypass On-path PoP
V6 QuickShare Win. endpoint mgmt UAF race Race RCE

“Nearby Share” implementation. Quick Share uses a combi-
nation of BLE, Wi-Fi Direct, Wi-Fi LAN, and may also use
WebRTC depending on the scenario.

Quick Share’s session traffic is largely structured as
Protobuf-serialized messages (e.g., the OfflineFrame fam-
ily), and is typically protected by an authenticated key-
exchange followed by encrypted transport. In particular,
reverse-engineering of the Quick Share for Windows imple-
mentation reports an initial UKEY2 handshake after which
subsequent OfflineFrame packets are encrypted. [22]

At a high level, the connection lifecycle can be described
in four phases: (1) Discovery / advertising, where nearby de-
vices become visible to each other using short-range radios
(commonly Bluetooth/BLE) and exchange ephemeral end-
point identifiers; (2) Bandwidth upgrade negotiation, where
the peers negotiate a higher-throughput out-of-band chan-
nel (e.g., Wi-Fi Direct or a temporary Wi-Fi hotspot / access
point) for bulk transfer; (3) Introduction & consent, where the
sender transmits file-introduction metadata and the receiver
is prompted to accept the transfer; and (4) Payload trans-
fer, where the file bytes are transmitted over the negotiated
high-bandwidth channel. [9, 21]

Samsung’s implementation extends the base Quick
Share with additional features including link shar-
ing with server-side URL preview generation, a fea-
ture not present in Google’s reference implementa-
tion. On the Samsung Galaxy S23 Ultra (our test
device), Quick Share runs as a system-level service
(com.samsung.android.nearby.discovery) with access
to network I/O, file system operations, and WebView
rendering for link previews.

Google’s Quick Share for Windows implementation han-
dles endpoint management, the lifecycle of connected peers
through a state machine that allocates and deallocates end-
point objects as devices connect and disconnect. During con-
current transfers involving multiple devices, these endpoint
objects can be subject to race conditions if connection and
disconnection events arrive simultaneously, a property we
exploit in v6 (Section 6.4).

2.3 Threat Model

We consider an attacker in wireless proximity to the target
device (within AWDL/Wi-Fi Direct range, typically 10-30
meters). The attacker has a commodity laptop with Wi-Fi
capability and requires no prior relationship with the target
(no pairing, no contact exchange, no shared network). The
target device has AirDrop or Quick Share enabled in a mode
that accepts connections (“Everyone” for AirDrop; default
visibility for Quick Share). We focus on zero-click attacks that
require no user interaction on the target device. For AirDrop,
this means exploiting the pre-authentication phases (Discover,
Ask routing) before the user acceptance prompt is displayed.

3 AirDrop Protocol Reverse Engineering

We reverse engineered the AirDrop protocol by static
and dynamic analysis of sharingd and the private
Sharing.framework on macOS 15.7.4 and on the latest
macOS 26.3 and iOS 18.1/26.3 releases. Throughout the pa-
per we describe findings at the protocol level; exact symbol
offsets and per-build disassembly listings are released as arti-
facts.

3.1 Protocol Stack Overview

Table 2 summarizes the seven-layer AirDrop protocol stack
we identified. Each layer introduces distinct serialization for-
mats and potential vulnerability surfaces.

3.2 Discovery and Connection Establishment

AirDrop device discovery uses DNS-SD (mDNS) over
AWDL, advertising service type _airdrop._tcp.local.
with ∼25 TXT keys; the flags field is a bitmask (e.g., 0x3FB)
encoding DVZip, pipelined uploads, mixed content types,
URL sharing, contact resolution, and BLE support. Upon
discovery, the sender opens a TLS connection to port 8770 on
the receiver’s IPv6 link-local address over AWDL, using self-
signed certificates with no hostname verification and no client
certificate. Any device within AWDL range can establish a



Table 2: AirDrop protocol stack. Each layer adds serialization complexity and attack surface.

# Layer Technology Key Attack Surface

7 Archive CPIO newc / BOM (Bill of Materials) Path traversal, symbolic-link attacks
6 Compression DVZip / gzip Chunk-length validation, decompression bombs
5 Encoding Binary property list (bplist) Type confusion, unbounded recursion
4 Transport HTTP/1.1 Path routing, request smuggling
3 Security TLS 1.2 / 1.3 Self-signed certificates, no client authentication
2 Network IPv6 link-local fe80:: addresses on the awdl0 interface
1 Link AWDL / BLE Wireless-proximity discovery

TLS connection and interact with the HTTP API regardless
of the receiver’s visibility mode.

3.3 HTTP API and State Machine
The AirDrop HTTP API exposes seven POST endpoints:

/Discover, /Hello, /Ask, /Upload,
/Exchange, /SharedIdentity, /Error

The receiver-side state machine is implemented in
SDAirDropConnection. Each TLS connection has three re-
quest slots—one each for Discover, Ask, and Upload—plus
control flags and a dispatch_semaphore_t that blocks the
request handler while the user-consent prompt is on screen. A
slot is NULL until the corresponding request arrives. Discover
is accepted only when all three slots are NULL and returns a
plist StatusCode of 100 (Everyone), 200 (contacts matched),
or 401 (Contacts-only, no match). Ask also requires all slots
NULL (a prior Discover slot is cleared first), stores the payload,
displays the consent prompt, and blocks on the semaphore
until accept/decline or a 15 s timeout. Upload requires the
Upload slot NULL and normally follows a successful Ask on
the same TLS connection; two TXT-record flags from discov-
ery are consulted—SupportsUPP (bit 0xb) permits Upload
without a prior Ask, and SupportsDVZip enables adaptive
compression. Upload data streams into memory while the
Ask prompt is displayed; the semaphore gates processing, not
reception.
A normal AirDrop transfer is therefore: Discover (optional)
→ Ask (same TLS connection) → Upload (same TLS con-
nection). The protocol requires Ask and Upload to share the
same TLS session; Upload on a separate connection is re-
jected. Figure 1 shows this exchange end-to-end.

3.3.1 Path Routing Vulnerability Surface

The HTTP path router lives in Sharing.framework (file
Network+SFAirDropMessage.swift in Apple’s source
layout) and dispatches incoming request paths via a Swift
switch statement over an SFAirDropMessagePath enum.
The default case calls fatalError("Unhandled Path
\(path)"), which the Swift compiler lowers to a trapping

Figure 1: End-to-end AirDrop exchange. Discover and Ask
are reachable pre-consent on the same TLS connection.
The receiver’s flags TXT record (e.g., 0x3FB, with bit
0xb = SupportsUPP) is consulted on Upload to decide
whether pipelined uploads are allowed.

instruction that aborts the process on any architecture. Any
unauthenticated client sending an HTTP request to an un-
recognised path triggers this trap; we exploit it as V1 (Sec-
tion 5.1).

3.4 Serialization Formats

Binary Property Lists. Discover and Ask request/re-
sponse bodies are serialized as Apple binary property lists
(bplist00), parsed by CFPropertyListCreateWithData
and type-checked as CFDictionary.

DVZip Adaptive Compression. Upload bodies use
DVZip (Content-Type: application/x-dvzip), an
Apple-proprietary adaptive chunked format we identified
through binary analysis: 4-byte big-endian chunk-length
headers wrap individual zlib (deflate) blocks, with adaptive



switching between gzip and DVZip mid-stream depending
on compressibility, and graceful fallback to plain gzip when
the receiver does not advertise SupportsDVZip.

CPIO Archives. The compressed payload contains a
CPIO “newc” archive (magic 070701) terminated by
TRAILER!!!. After decompression, sharingd extracts
files via Apple’s BOM (Bill of Materials) library us-
ing BOMCopierCopyWithOptions, with CPIO filenames
passed to BOMFSObjectNewFromPath—the surface for path-
traversal, symlink, and filename-based attacks.

3.5 Authentication and Identity

3.5.1 Protocol Keys (summary).

Through string extraction and cross-referencing with
disassembly we identified 40+ protocol commands
in AirDrop’s binary-property-list messages, grouped
into Discover keys (e.g., SenderComputerName,
SenderModelName, SenderRecordData—the DER-
encoded Apple ID certificate chain, SenderID,
TransferVersion), Ask keys (Files, FileType, FileName,
FileBomPath, ConvertMediaFormats), and capability flags
(SupportsDVZip, SupportsUPP, SupportsMixedTypes,
SupportsURLSharing, SupportsStreamZip). The com-
plete key list with descriptions is released as an artifact. The
three security-sensitive keys are SenderRecordData (parses
untrusted DER), FileBomPath (path-traversal surface,
mitigated by BOMCopierCopyWithOptions sandboxing),
and TransferVersion (gates DVZip and pipelined-upload
behaviour).

3.5.2 AirDrop Authentication Model

AirDrop’s authentication is layered. TLS uses self-signed
certificates and provides encryption only, not peer ver-
ification. Contact resolution parses the DER-encoded
Apple ID certificate chain in SenderRecordData via
SFAppleIDVerifyCertificateChain to decide whether
the sender is a known contact. Auto-accept is gated by
the canAutoAccept predicate, whose senderIsMe flag is
set only when SFAppleIDVerifyCertificateChain suc-
ceeds against the local user’s iCloud-bound certificate and
the resulting Apple ID matches the receiver’s; senderIsMe
is not a plist field controlled by the sender. User con-
sent is enforced by the Ask-phase UI prompt gated on a
dispatch_semaphore; all file delivery requires either user
acceptance or same-Apple-ID auto-accept. We tested 15+
bypass variants that manipulate plist-level fields purporting
to set senderIsMe or replace SenderRecordData; all were
rejected (Section 3.5.3).

3.5.3 Zero-Click Bypass Analysis

We systematically tested ten strategies to bypass the
user-acceptance requirement—direct Upload skipping
Ask, HTTP-pipelined atomic Ask+Upload, plist-field ma-
nipulation of SenderIsMe, forged SenderRecordData,
fifteen further Ask-field manipulations, notifica-
tion flooding, repurposing the Exchange/NameDrop
TransferType, Upload on a separate TLS session,
chunked-Upload interleaving, and forged TransferID.
All ten were rejected or timed out on iOS 18.1/26.3 and
macOS 15.7.4/26.3: the auto-accept decision is gated behind
SDAppleIDAuthenticateCertificateChainSync, which
verifies the sender’s Apple ID against a hardware-bound
chain that cannot be forged without access to the sender’s
iCloud credentials. V1 (Section 5.1) instead abuses the
unrecognised-path trap before any state transition occurs.

4 Fuzzing Methodology

4.1 Challenges
Fuzzing AirDrop presents four unique challenges compared
to traditional network protocol fuzzing:

1. AWDL transport: The target is only reachable over the
awdl0 interface via IPv6 link-local addresses, requiring
active AWDL participation (BLE advertising + Wi-Fi chan-
nel synchronization).

2. TLS requirement: All HTTP communication is over TLS
with self-signed certificates, requiring a proper TLS hand-
shake for each connection.

3. Multi-layer encoding: A valid Upload requires DVZip-
compressed CPIO archives containing binary plist
metadata-mutations at any single layer are likely rejected
by parsers at other layers.

4. State dependency: Upload requires a prior Ask on the
same TLS connection, and the Ask phase blocks on user
interaction (15-second timeout without our auto-accept
hook).

4.2 AIRFUZZ Architecture
We developed AIRFUZZ, a 12,300-line Python protocol-aware
fuzzer. Figure 2 shows its architecture.

Frida Auto-Accept Daemon. To remove the user-
interaction dependency, we deploy a Frida-based instrumen-
tation agent on the target machine. The agent hooks five
functions in sharingd three ObjC auto-accept predicates,
the native canAutoAccept at offset +0x041f10, and the
UNUserNotificationCenter notification suppressor, forc-
ing acceptance while leaving all other code paths unmodified.



TLS/AWDL ClientDVZIP Compressor

Frieda Auto-Accept Sharingd (target)

Mutation Engine
(9 layers)Seed Corpus

Feedback Edges
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Figure 2: AIRFUZZ architecture. Mutations are applied to seed inputs before DVZip compression; Frida hooks bypass the
user-acceptance prompt; coverage feedback guides mutation selection.

This enables fully automated fuzzing without user interac-
tion. The daemon monitors the target process and automati-
cally reattaches after crashes with configurable recovery using
launchctl bootout/bootstrap to reset launchd throttling.

Mutation Engine. AIRFUZZ implements nine mutation
layers spanning the protocol stack: HTTP (24 strate-
gies: path corruption, header smuggling, content-length mis-
match, chunked-encoding abuse, method fuzzing), binary
plist (12 strategies: type confusion, key deletion, oversized
strings, nested-container injection, cross-type substitution),
DVZip (chunk-length corruption, truncated/oversized chunks,
adaptive-mode confusion), CPIO (header corruption, path
traversal, symlink/device-node injection, deep path nesting),
DER (ASN.1 length overflows, zero-key injection), havoc
(random bit flips and byte insert/delete), memcorrupt (25
strategies: boundary values, arithmetic, dictionary ops, block
shuffling), and field-level mutations that target specific proto-
col keys while preserving overall structure.

Pre-Compression Mutation (Key Insight). Our initial
fuzzer (AF1–AF3) mutated the compressed DVZip output,
resulting in near-zero (<1%) server acceptance because even
single-byte mutations in the compressed stream corrupt the
zlib checksum. The critical design insight in v4 was to mutate
the raw CPIO archive before DVZip compression. This en-
sures that the compressed output has valid zlib framing while
carrying mutated content, increasing the acceptance rate to
over 90% and enabling meaningful exploration of the archive
extraction code paths.

4.3 Fuzzer Evolution

AIRFUZZ evolved through four versions (AF1–AF4) totalling
1.8K→12.3K LoC. AF1 (HTTP + plist only) and AF2 (added
DVZip/CPIO mutations) had <5% server acceptance but
AF2 still surfaced V1 within the first 200 test cases. AF3
added DER/havoc mutations, Frida auto-accept, and coverage-
guided feedback, discovering V2 and V3. AF4’s key change
was pre-compression mutation plus memcorrupt and field-
level strategies, raising acceptance above 90% and expanding
edge coverage from 120 to 950 edges into Foundation and
Network.framework.

4.4 Seed Corpus and Coverage

We constructed the seed corpus by capturing legitimate Air-
Drop transfers between two Apple devices, covering six sce-
narios: single image, multi-file, large file (500 MB), URL
sharing, contact card (VCF), and directory transfer. Using
Wireshark with TLS key logging, we extracted 162 seed tem-
plates in total: 70 for Discover, 45 Ask, plus 42 complete Up-
load payloads. We additionally generated synthetic seeds with
boundary values and maximum-length strings for 40+ proto-
col commands. Coverage is collected via Frida Interceptor
hooks on ∼100 manually selected functions across sharingd,
Sharing.framework, and system frameworks, achieving ap-
proximately 950 unique edges across 250K+ executions.

Choice of coverage instrumentation. Frida’s Stalker en-
gine in principle yields basic-block and edge coverage with-
out manual hook selection, and FPICKER [14] (an extension
of TOOTHPICKER [12]) wraps it for AFL++-style feedback.
We initially attempted this route and found that on our test
hosts (macOS 26.3 / Apple Silicon ARM64e and iOS 26.3 /
arm64e) Stalker reliably crashes the target once it begins
instrumenting an arm64e thread that executes inside system
frameworks: the target is killed with SIGKILL by the kernel,
consistent with arm64e codesigning / pointer-authentication
enforcement against Stalker’s in-process code rewrit-
ing. The Frida agent itself loads and runs fine, baseline
Interceptor hooks are stable, and Stalker.follow() on
Frida’s own injected thread also works; the failure is specific
to following arm64e threads that re-enter signed system code,
which is exactly where sharingd spends most of its time.
We reproduced this in isolation with Stalker.follow() on
the main thread of /usr/bin/osascript on macOS 26.3,
which kills the target on script load. For the same reason,
FPICKER’s LibAFL/Rust mode hits identical mitigations
and TINYINST/JACKALOPE [5, 6] (which performs out-of-
process binary rewriting and was used by Project Zero against
coreaudiod [7]) would require porting to AWDL-bound
sharingd and re-implementing the seven-layer AirDrop en-
coding stack as a TinyInst harness, which we leave to fu-
ture work. We therefore fall back to a smaller, hand-picked
set of Interceptor hooks placed at the input boundary of
each protocol layer (HTTP path router, plist scanner, DVZip
header, CPIO header, DER/SecureMessage parser). This loses



fine-grained edge coverage but is stable on arm64e, survives
launchd respawns, and is sufficient to discover V1–V3 and to
guide AF4’s pre-compression mutation strategy.

4.5 Crash Detection and Recovery

Crash detection is performed via SSH-based health monitor-
ing of the target machine. When sharingd crashes, launchd
restarts it automatically. Our fuzzer detects the restart (new
PID) and automatically:
1. Reattaches the Frida auto-accept daemon to the new pro-

cess.

2. Copies the triggering input to a crash corpus.

3. If launchd throttles restarts (consecutive crash count
≥ 4, resulting in exponentially increasing delays), uses
launchctl bootout/bootstrap to reset the throttle
state.

Crash reports (.ips files) are automatically collected from
the target’s DiagnosticReports directory for post-mortem
analysis.

5 AirDrop Vulnerabilities

We discovered two zero-click and one post-accept pre-
authentication vulnerabilities in AirDrop, summarised along-
side the Quick Share findings in Table 1 (Section 1). We detail
each AirDrop vulnerability below.

5.1 V1: Remote DoS via Unhandled HTTP
Path

Root Cause. The HTTP path router in
Sharing.framework (see Network+SFAirDropMes
sage.swift in Apple’s source layout) maps incoming
request paths to SFAirDropMessagePath enum values via
a Swift switch statement. Any path that does not match
a defined enum value falls into the default case, which
calls fatalError("Unhandled Path \(path)"). Unlike
Swift’s assertionFailure (compiled out in release builds),
fatalError is unconditionally fatal, so the process traps
and is terminated. The vulnerability is therefore a simple,
architecture-independent crash: any unauthenticated client
that POSTs to an unrecognised URI path forces sharingd
to abort. The impact is bounded to a denial of service (no
attacker-controlled register or memory state at the crash
point) and does not require deep protocol knowledge to reach.

Trigger. A single HTTP POST request with any un-
recognized URI path and a non-empty body, sent over
TLS to port 8770 on the AWDL interface (e.g., POST /X
HTTP/1.1\r\nContent-Length: 1\r\n\r\nA).

Impact. The crash kills sharingd, immediately disabling
AirDrop, AirPlay, Handoff, Universal Clipboard, and Continu-
ity Camera. While launchd restarts the daemon, an attacker
can send crash packets in a loop (approximately one every
two seconds) to create a persistent denial of service. During
active loop attack, 0 out of 6 legitimate AirDrop connection
attempts succeeded, all 10 attempts succeeded after stopping
the attack.

Affected Versions. Confirmed on macOS 15.7.3, iOS 18.x,
macOS 26.3, and iOS 26.3. The vulnerability is not present
on iOS 16.7.11, which returns HTTP 400 for unknown paths,
suggesting the fatalError was introduced during a Swift
port of the path router.

5.2 V2: Foundation XML Plist Stack Overflow
Root Cause. The XMLPlistScanner.scanDict() of
Foundation.framework uses recursive descent parsing with
no depth limit. Each recursion level consumes approximately
2,960 bytes of stack (0x60 bytes for register saves plus 0xb30
bytes for locals). On cooperative thread pools (stack size
∼512 KB), approximately 180–200 levels of nesting exhaust
the stack. The next recursive call attempts to write its pro-
logue (saved registers and locals) into the unmapped stack
guard page, raising a memory write fault that the kernel re-
ports as SIGBUS / KERN_PROTECTION_FAILURE. The fault
address is fully determined by the recursion (the bottom of
the cooperative-pool stack) and is not attacker-controlled; no
useful register or memory write primitive is exposed.

Trigger. An HTTP POST to /Discover with a ∼6 KB
XML property list containing ∼200 nested <dict> elements
(a <dict><key>a</key>... cascade terminated by match-
ing close tags).

Impact. This vulnerability affects not just sharingd,
but Foundation.framework itself. Any Apple applica-
tion that deserializes untrusted XML property lists via
PropertyListDecoder or PropertyListSerialization
is vulnerable. The attack surface spans macOS, iOS, watchOS,
tvOS, and visionOS. We reproduced the crash on all three
architectures Apple currently ships AirDrop on: Apple Sili-
con Mac (macOS 26.3, ARM64e), Intel Mac (macOS 15.7.4,
x86_64), and iPhone with PAC (iOS 26.3, arm64e). The
crash threshold varies slightly with cooperative-thread-pool
stack allocation (approximately 200 levels on macOS and
180 on iOS); PAC on arm64e does not change the outcome
because the fault originates from the recursive prologue itself
rather than a corrupted return pointer. Symbolicated crash
logs and reproduction artifacts for each platform are included
in the artifact under crash-notes/report-3-sigbus-xml
plist-recursion/.



5.3 V3: Network.framework NULL Pointer
Dereference

Root Cause. Within Network.framework, the HTTP/1.1
connection-setup path nw_protocol_http1_connect()
contains a NULL-pointer dereference reachable when the
framer is forced into an inconsistent state. The crash happens
at a fixed offset into a connection structure whose backing
object is nil, so the faulting address sits in the unmapped
low page; the precise struct-member offset shifts between
builds but the bug is identical across them.

Trigger. Crafted HTTP requests with one of: (a)
Transfer-Encoding: chunked with negative chunk sizes
(-1), (b) duplicate Content-Length headers with conflicting
values, or (c) Content-Length vastly exceeding the actual
body size.

Impact. SIGSEGV (KERN_INVALID_ADDRESS) on stan-
dard systems where the zero page is unmapped. This vul-
nerability is in Network.framework’s HTTP/1.1 parser, po-
tentially affecting other Apple applications that process un-
trusted HTTP traffic through the system networking stack,
though the specific trigger conditions (conflicting framing un-
der concurrent load) may limit practical reachability beyond
sharingd.

6 Quick Share Vulnerabilities

In addition to AirDrop, we analyzed Quick Share implemen-
tations across platforms. On a Samsung Galaxy S23 Ultra run-
ning Android 16 (firmware S918BXXS8EZA1, Quick Share
v13.8.01.11, GMS 26.05.34), we discovered two vulnerabili-
ties (V4, V5) in the Nearby Connections protocol layer under-
lying Samsung’s Quick Share service. We additionally ana-
lyzed Google Quick Share for Windows (version 1.0.2472.1),
discovering a critical use-after-free (v6) in the endpoint man-
agement subsystem.

6.1 Quick Share Protocol Analysis
To understand the attack surface, we reverse engineered the
Quick Share on Samsung Android by combining protobuf
definition extraction from the GMS APK, traffic captures
between two Samsung devices, and systematic probing of the
TCP listener.

Wire Format. Quick Share communicates over TCP using
a simple framing protocol: each message is preceded by a
4-byte big-endian length prefix, followed by a Protocol Buffer
payload. Application-level messages use the OfflineFrame
protobuf, which contains a V1Frame with a type enum
field that determines the message category. We identified

seven frame types in active use: CONNECTION_REQUEST (1),
CONNECTION_RESPONSE (2), PAYLOAD_TRANSFER (3),
BANDWIDTH_UPGRADE (4), KEEP_ALIVE (5),
DISCONNECTION (6), and PAIRED_KEY_ENCRYPTION (7). A
PAIRED_KEY_RESULT (8) type is also defined in the binary.

UKEY2 Handshake. After the initial
CONNECTION_REQUEST/CONNECTION_RESPONSE exchange
registers the endpoint, UKEY2 [21] performs mutual
authentication via an Elliptic-Curve Diffie-Hellman (ECDH)
key agreement on NIST P-256. The handshake proceeds in
three messages using the same 4-byte length-prefix framing
but with raw Ukey2Message protobufs (not wrapped in
OfflineFrame): ClientInit (client → server, containing a
SHA-512 commitment hash of the ClientFinished message,
a random nonce, and the selected cipher suite), ServerInit
(server → client, containing the server’s ephemeral P-256
public key, a random nonce, and the selected cipher suite),
and ClientFinished (client → server, revealing the client’s
ephemeral P-256 public key). This commit-then-reveal
scheme prevents an attacker from choosing a public key
that is a function of the peer’s key. Both parties then
derive a shared secret via ECDH and expand it using
HKDF-SHA256 with a protocol-specific salt (D2D_SALT, 32
bytes, hardcoded in GMS) to produce per-direction session
keys for AES-256-CBC encryption and HMAC-SHA256
authentication.

D2D Encryption Layer. After UKEY2 completes, all sub-
sequent frames are expected to use the D2D SecureMessage
wire format: the plaintext OfflineFrame protobuf is en-
crypted with AES-256-CBC (IV prepended), then an HMAC-
SHA256 tag is computed over the ciphertext. The encrypted
payload and tag are wrapped in a SecureMessage pro-
tobuf containing header_and_body (the encrypted frame)
and signature (the HMAC tag). On the receiver side, the
D2DConnectionContext class is responsible for unwrapping,
verifying, and decrypting SecureMessage envelopes before
passing the plaintext frame to the dispatcher. As we show in
V4 and V5, this decryption step is not enforced uniformly.
We detail the three discovered vulnerabilities below. Figure 3
shows the intended Quick Share connection flow that V4/V5
violate.

6.2 V4: Pre-Authentication Frame Processing
Bypass

Root Cause. The Nearby Connections protocol used by
Samsung Quick Share is designed to enforce a strict hand-
shake sequence: a ConnectionRequest registers the end-
point, then UKEY2 (ClientInit → ServerInit → ClientFin-
ished) establishes mutual authentication and derives D2D
encryption keys. Only after this four-step handshake should



Figure 3: Intended Quick Share connection flow. V4 sends
OfflineFrames above the dashed encryption boundary (be-
fore UKEY2 finishes), and V5 sends three OfflineFrame
types in plaintext below the boundary (after UKEY2 finishes),
in both cases bypassing the SecureMessage envelope.

the server process application-level OfflineFrame messages.
However, the PcpManager in Google Mobile Services (GMS)
begins dispatching OfflineFrame messages to handlers im-
mediately after Step 1 (ConnectionRequest), without waiting
for UKEY2 to complete. An unauthenticated attacker needs
only to send a single, fixed-format ConnectionRequest pro-
tobuf (requiring no secrets), after which the server parses, dis-
patches, and responds to KEEP_ALIVE, BANDWIDTH_UPGRADE,
and CONNECTION_RESPONSE frames, despite never having es-
tablished an authenticated or encrypted session.

Trigger. The attacker opens a TCP connection to the
Quick Share port (53601 in our tests), sends a valid
ConnectionRequest, and immediately follows it with an
OfflineFrame of any of the three affected types. No
UKEY2 handshake messages are required. The server re-
sponds within milliseconds: for KEEP_ALIVE, a 58-byte
UKEY2 error message ("Expected, but did not find
ClientInit message type") confirming the frame was
parsed and dispatched to the UKEY2 state machine; for
BANDWIDTH_UPGRADE and CONNECTION_RESPONSE, similar
error responses. We confirmed this at every stage of the con-
nection lifecycle across 5 independent trials each (100% re-
production rate).

Systematic Verification. To characterize the pre-
authentication attack surface, we tested frame processing at
each stage of the connection lifecycle (5 trials/stage). Without
any prior ConnectionRequest (CR) all frames are silently

dropped (negative control, 5/5); immediately after a single
CR—with no UKEY2 message exchanged—KEEP_ALIVE,
BANDWIDTH_UPGRADE, and CONNECTION_RESPONSE are all
dispatched and produce server responses (5/5 each); after
CR+ClientInit, KEEP_ALIVE is still processed (5/5); after
CR+ClientInit+ServerInit, the server transitions to a state
that expects only ClientFinished and drops non-handshake
frames (5/5); after the full handshake all frames are accepted
(positive control, 5/5). Stages 1–1c are the key finding—three
frame types are dispatched to handlers before any UKEY2
authentication.

Impact. This vulnerability (CWE-287, CWE-306) breaks
the fundamental assumption that no application-level interac-
tion occurs before cryptographic authentication: the attacker
drives the Quick Share protocol state machine without any
authentication; KEEP_ALIVE injection prevents connection
timeouts; and the dispatcher processes attacker-controlled
protobuf content before any integrity check, expanding the
pre-authentication surface to frame types designed to be post-
authentication only. Combined with V5, this lets a fully unau-
thenticated attacker inject and have processed all three af-
fected frame types without ever establishing encryption.

6.3 V5: Device-to-Device Encryption Bypass

Root Cause. After the UKEY2 handshake completes and
derives AES-256-CBC + HMAC-SHA256 session keys,
all subsequent OfflineFrame messages must be wrapped
in a D2D SecureMessage envelope that provides both
confidentiality and integrity. However, the frame dispatcher
in the EndpointChannelManager routes incoming frames
based on the V1Frame.type field before checking whether
the frame was received through the D2D decryption
pathway. As a result, 3 out of 7 post-handshake Offline-
Frame types are processed as raw (unencrypted) protobuf:
CONNECTION_RESPONSE (type 2), BANDWIDTH_UPGRADE
(type 4), and KEEP_ALIVE (type 5). The remain-
ing 4 types (PAYLOAD_TRANSFER, DISCONNECTION,
PAIRED_KEY_ENCRYPTION, PAIRED_KEY_RESULT) are
correctly rejected when sent without encryption, indicating
the encryption check is performed per-handler rather than at
the dispatcher level and three handlers simply omit it.

Trigger. The attacker completes a full UKEY2 handshake
with the target device over TCP (ConnectionRequest → Cli-
entInit → ServerInit → ClientFinished → ConnectionRe-
sponse), deriving D2D encryption keys. The attacker then
sends a raw OfflineFrame protobuf not wrapped in the manda-
tory SecureMessage for any of the three affected types. The
server processes the frame and responds:
• CONNECTION_RESPONSE: 104-byte response; the server ad-

vances its connection state machine to “accepted,” as con-
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Figure 4: V5 per-handler encryption enforcement. Four of
seven post-handshake OfflineFrame types are correctly re-
jected when unencrypted; the three red types are dispatched
and processed even when delivered as a raw, unwrapped pro-
tobuf, despite the active D2D session.

firmed by logcat: "Endpoint [id] has accepted the
connection".

• BANDWIDTH_UPGRADE: 29-byte response containing a
SAFE_TO_CLOSE event that echoes back the attacker-
supplied IP address and port number, proving the server
parsed attacker-controlled data from the unencrypted frame.

• KEEP_ALIVE: 16-byte response with ack=true, demon-
strating the KeepAlive handler has no encryption check
whatsoever.

We confirmed all three bypasses across 5 independent trials
with 100% reproduction rate on Samsung Galaxy S23 Ultra
running Quick Share v13.8.01.11 with GMS 26.05.34. Fig-
ure 4 highlights which post-handshake frame types cross the
SecureMessage boundary and which do not.

Impact. An on-path attacker on the same Wi-Fi net-
work can inject unencrypted control frames into an active
Quick Share session, defeating the D2D encryption layer:
unencrypted CONNECTION_RESPONSE forces a connection
into “accepted” state, potentially bypassing user consent;
KEEP_ALIVE injection prevents timeouts and keeps sessions
alive indefinitely; and unencrypted BANDWIDTH_UPGRADE
frames cause the server to process attacker-supplied IP/port
values, leaking endpoint state.

6.4 v6: Use-After-Free via Endpoint Collision
Race Condition

Root Cause. Google Quick Share for Windows (ver-
sion 1.0.2472.1) manages connected peers through dy-
namically allocated EndpointChannel objects in the
Nearby Connections library. We discovered a critical use-
after-free (UAF) in the OnEncryptionFailed callback,
triggered when EncryptionRunner::StartServer() in
encryption_runner.cc fails the UKEY2 handshake. The
vulnerability manifests when two connections arrive with
identical endpoint identifiers and nonce values: a collision
handler in base_pcp_handler.cc tears down the endpoint
(closing both channels and freeing the EndpointChannel
object), while a concurrent thread pool worker executes the
encryption failure callback that still holds a raw pointer
to the freed object. The stale pointer is subsequently
dereferenced for a vtable virtual function call, causing an
ACCESS_VIOLATION.

Notably, the source code at base_pcp_handler.cc
(line 814) contains a developer comment acknowl-
edging a previous bug in this exact code path:
"We had a bug here, caused by a race with
EncryptionRunner." The applied fix performs a
channel identity comparison (*endpoint_channel !=
*pending_connection_info.channel), but this compari-
son itself dereferences the freed pointer before comparing,
creating a new UAF.

Trigger. We developed a multi-phase Python reproducer
that rapidly cycles real ECDH handshakes against the Quick
Share TCP listener using a fixed endpoint identifier ("FZ"),
causing register/teardown task queue races. The reproducer
proceeds through six phases: sequential handshake cycling
(30 rounds), concurrent handshake storm (4 threads ×
15), interleaved collision during handshake (30 rounds),
heavy sustained cycling (100 handshakes), final storm
(6 threads × 20), and a combined attack phase. The crash
typically occurs when the collision handler logs "cleaned
up the collision with endpoint FZ by closing
both channels. Our nonces were identical” while
a concurrent worker in encryption_runner.cc attempts
to invoke a virtual method on the freed EndpointChannel.
The race window is wide (∼11+ seconds of task queue stall),
making reproduction reliable.

Crash Analysis. Under WinDbg with Page Heap enabled,
the crash manifests as a vtable dereference on a freed
EndpointChannel: mov rcx,[rdi+20h]; mov rax,[rcx]
(read freed vtable); call [rax+60h]. The exception occurs
at nearby_share!GetStringFeatureFlagDart+0xaa61e
(file offset 0x0116fb0e), with rcx pointing into a Page-
Heap guard page (MEM_RESERVE state), confirming the
object has been freed. The call stack originates from



ntdll!TppWorkerThread through the Nearby Connections
thread pool.

Impact. The crash primitive is a classic vtable-hijack pat-
tern and exploitation is plausible: (i) Control Flow Guard
is disabled in nearby_share.exe, so no indirect-call tar-
get validation is performed; (ii) without Page Heap, the
freed slot falls into the normal process heap and can be re-
claimed by a subsequent same-size-class allocation; (iii) the
attacker controls incoming heap-allocated connection data
that could reclaim the freed EndpointChannel; (iv) the wide
∼11 s race window provides ample time for heap spraying
between free and use. A standard exploitation path is fake-
vtable → ROP → VirtualProtect→ shellcode (the usual
DEP bypass for CFG-disabled binaries). We confirmed the
DoS impact but did not develop a full exploit.

Disclosure. We reported V4–V6 through Samsung Mo-
bile Security and the Google Vulnerability Reward Program
(VRP). Samsung transferred V4 and V5 to Google after de-
termining that the affected code paths originate in Google’s
Nearby/Quick Share components shipped to Samsung; those
reports are under investigation at the time of writing. Google’s
security team acknowledged the validity of V6 against Quick
Share for Windows version 1.0.2472.1 and awarded a bounty;
a CVE identifier is pending assignment. Section 7.5 sum-
marises the full disclosure status.

7 Discussion

7.1 Cross-Platform Comparison

Both protocols expose pre-authentication attack surfaces from
wireless proximity (AirDrop’s TLS listener accepts any con-
nection; Quick Share’s BLE/Wi-Fi-Direct discovery is sim-
ilarly open) and exhibit insufficient input validation at the
application layer—Apple in HTTP path handling and plist
parsing, Samsung in pre-authentication frame dispatching
and encryption enforcement, Google in endpoint lifecycle
management. The designs diverge in encoding (AirDrop’s
seven-layer HTTP→bplist→DVZip→CPIO stack vs. Quick
Share’s flatter Protocol Buffers) and in concurrency model
(AirDrop serializes via a dispatch semaphore, while Quick
Share’s multi-threaded endpoint manager admits the V6 use-
after-free). Each of V1–V6 instantiates a distinct root-cause
class—reachable assertion (V1), unbounded recursion (V2),
parser state confusion + NULL deref (V3), missing pre-
authentication frame check (V4), missing encryption enforce-
ment (V5), and concurrent endpoint UAF (V6)—suggesting
that proximity transfer protocols expose a broad spectrum
of bug classes rather than a single dominant failure mode.
The recurrence of assertion- and parser-class bugs in Apple’s
code indicates that defensive patterns suited to application

reliability (fatalError) become liabilities in network-facing
daemons; in Quick Share, V4 and V5 share a single root
cause—authentication and encryption checks delegated to in-
dividual frame handlers rather than enforced at the dispatcher.

7.2 Recommended Mitigations

For Apple AirDrop (V1–V3). Replace every
fatalError() and force-unwrap reachable from net-
work input with guard let and a graceful error return
(V1); enforce a maximum nesting depth in Foundation’s
XMLPlistScanner (e.g., 64 levels; legitimate AirDrop traffic
uses depth ≤ 4) together with a maximum HTTP body size
(V2); and validate HTTP framing strictly per RFC 9110 §8.6,
rejecting conflicting Content-Length headers, negative
chunk sizes, and oversized header values (V3).

For Quick Share (V4–V6). Reject all OfflineFrame types
except UKEY2 handshake messages until authentication com-
pletes (V4); decrypt and integrity-verify all post-handshake
frames at the dispatcher rather than per-handler (V5); and
protect both the endpoint map and endpoint objects with a
single lock and defer deallocation via reference counting or
epoch-based reclamation until all in-flight operations com-
plete (V6).

7.3 Broader Impact

The vulnerabilities affect a substantial device population:
Apple reports over 2.2 billion active devices [2] running
sharingd, and Google reports over 3 billion active Android
devices [8] with Quick Share as the default sharing mech-
anism on Samsung devices and available system-wide on
Android. Since V4 and V5 reside in Samsung’s Quick Share
service layer, further investigation is needed to determine
whether other Android OEMs that integrate Quick Share share
the same vulnerable code paths. While proximity limits the
attack radius to ∼10-30 m, high-density environments (air-
ports, transit, conferences) enable a single attacker to reach
hundreds of devices simultaneously.

7.4 Future Work

Promising directions include escalating V3’s NULL-pointer
dereference to code execution; verifying V4 and V5 on other
Android OEMs that integrate Quick Share, exploring LLM-
assisted decompilation to reduce the manual binary analy-
sis effort our AirDrop reverse engineering required, fuzzing
XNU’s IO80211AWDLPeer AWDL driver at the link layer,
and formally verifying the state machine in Figure ?? with
ProVerif or Tamarin.



7.5 Ethical Considerations and Responsible
Disclosure

All testing was performed exclusively on devices we own in
an isolated network environment with no bystander devices
in wireless range. All six vulnerabilities were reported to
the respective vendors through their coordinated disclosure
channels:

• Apple (V1–V3). Reported to Apple Product Security. All
three issues were acknowledged and are currently under
fix; no CVE identifiers have been assigned at the time of
writing.

• Samsung (V4–V5). Reported to Samsung Mobile Secu-
rity, who transferred the cases to Google after determining
that the affected code paths originate in Google’s Near-
by/Quick Share components shipped to Samsung.

• Google (V4–V6). Reported via Google’s Vulnerability Re-
ward Program. V6 (the Windows Quick Share use-after-
free) was acknowledged and Google awarded a bounty for
this report; a CVE identifier for V6 is pending assignment.
V4 and V5 remain under investigation.

We released AIRFUZZ, crash reproduction scripts, the Frida
auto-accept daemon, protocol documentation, and the seed
corpus for WOOT artifact evaluation on Zenodo: https:
//zenodo.org/records/20442029

7.6 Limitations
Our analysis has several limitations: sharingd is stripped, so
our symbolication relies on export tables, string references,
and function boundary heuristics; Frida-based coverage in-
strumentation may mask or trigger additional race conditions;
our Quick Share analysis focused on Samsung Android and
Google Windows, other OEMs may differ, and we achieved
code execution only once for V6, though V3 to V5 warrant
further investigation.

8 Related Work

AWDL and AirDrop Protocol Analysis. Stute et al. [18–
20] reverse engineered the AWDL link layer, released
the open-source OWL implementation, and demonstrated
denial-of-service and man-in-the-middle attacks at the wire-
less layer. Their work forms the substrate on which the
present paper’s application-layer analysis builds: where
OWL exposed AWDL itself, we focus on the HTTP/binary-
plist/DVZip/CPIO stack served over AWDL by sharingd.
Project Zero’s Beer [3] subsequently demonstrated a full iOS
zero-click radio-proximity exploit against the AWDL kernel
driver, showing that the AWDL surface extends below user
space; our V1-V3 add three new pre-authentication bugs on
the same wireless reach, but in the user-space sharing daemon
and its supporting frameworks.

AirDrop Privacy. Heinrich et al. [17] developed OpenDrop,
an open-source AirDrop implementation, and analyzed pri-
vacy issues in AirDrop’s contact discovery and authentication
design, showing that exchanged hash-based contact identifiers
can enable leakage of phone numbers and email addresses
to nearby adversaries. Public reporting has also discussed
how such weaknesses may be abused in practice; for example,
Bloomberg news [4] reported claims by Chinese authorities
about identifying AirDrop message sources. Martin et al. [15]
analyzed privacy properties of Apple’s broader Continuity
protocol family over BLE, demonstrating identifying and be-
havioral leakage in related always-on proximity services.

PrivateDrop. Heinrich et al. [11] proposed PrivateDrop, a
privacy-preserving mutual authentication design based on
Private Set Intersection (PSI) to replace AirDrop’s hash-
based contact verification. Apple later introduced an “Ev-
eryone” receive-mode time limit (first deployed in China with
iOS 16.1.1 and then rolled out more broadly) which mitigates
some abuse scenarios but does not adopt PSI-style mutual
verification [11].

Nearby Connections, Quick Share, and Nearby Share.
Antonioli et al. [1] reverse engineered and analyzed Google’s
Nearby Connections framework on Android, uncovering de-
sign and implementation weaknesses in proximity-based
device-to-device communication. More recently, Yair and
Cohen [21] analyzed Google’s Quick Share for Windows
and reported a remote code execution attack chain (includ-
ing CVE-2024-38271 and CVE-2024-38272) exploiting file-
handling and protocol-frame processing. Complementing
these vulnerability-centric analyses, Kleidermacher [13] de-
scribes Google’s security-driven design considerations for
enabling Android Quick Share interoperability with Apple’s
AirDrop. Our work differs in focus by examining Samsung’s
extended Android Quick Share implementation and by devel-
oping protocol-aware fuzzing tailored to multilayer proximity-
transfer stacks.

Mobile Daemon Fuzzing and Zero-Click Surfaces.
Protocol-aware fuzzing of mobile system components and
always-on daemons has been explored in several contexts.
Groß [10] demonstrated remote exploitation of the iPhone
via iMessage, highlighting the risk of zero-click attack sur-
faces in background services. Silvanovich [16] systemati-
cally analysed the fully remote attack surface of the iPhone,
cataloguing zero-click entry points across system services.
Closest to our fuzzing methodology, TOOTHPICKER [12]
fuzzed the iOS Bluetooth daemon over the BLE link layer
using Frida-based in-process feedback, and FPICKER [14]
extends that approach with AFL++-style mutation, Frida
Stalker coverage, and richer mode support; both target the
same class of always-on Apple daemons we analyse, and

https://zenodo.org/records/20442029
https://zenodo.org/records/20442029


we discuss why their Stalker-based coverage fails on cur-
rent arm64e macOS/iOS (Section 4). Project Zero’s binary-
instrumentation toolchain, TINYINST and JACKALOPE [5, 6],
was used to fuzz coreaudiod on macOS 15 [7]; port-
ing that out-of-process rewriting model to AWDL-attached
sharingd is left to future work. Our fuzzer therefore borrows
the protocol-aware, Frida-based posture of ToothPicker/f-
picker while replacing Stalker coverage with hand-selected
Interceptor hooks at each layer boundary of the AirDrop
stack.

9 Conclusion

We presented the first cross-platform security analysis of Ap-
ple AirDrop and Android Quick Share, the two dominant
proximity file-transfer protocols serving over five billion de-
vices. By reverse engineering AirDrop’s seven-layer proto-
col stack-including the undocumented DVZip compression
format and developing the AIRFUZZ protocol-aware fuzzer,
we discovered three pre-authentication vulnerabilities in Ap-
ple AirDrop (V1–V3): two zero-click and one post-accept.
Through complementary manual security assessment of An-
droid Quick Share, we found three additional vulnerabilities:
a pre-authentication frame-processing bypass (V4) and a D2D
encryption bypass (V5) in Samsung Quick Share, and a use-
after-free in Google Quick Share for Windows (V6). Our
findings show that proximity protocols are a structural vulner-
ability class: fatal assertions in network-facing code, missing
dispatcher-level authentication and encryption enforcement,
and unsynchronized concurrent endpoint management recur
across independently developed implementations. All six vul-
nerabilities have been responsibly disclosed; AIRFUZZ and
all reproduction artifacts released as open source.
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Abstract—As 3GPP systems have strengthened security at the
upper layers of the cellular stack, plaintext PHY and MAC layers
have remained relatively understudied, though interest in them
is growing. In this work, we explore lower-layer exploitation in
modern 5G, where recent releases have increased the number
of lower-layer control messages and procedures, creating new
opportunities for practical attacks. We present two practical
attacks and evaluate them in a controlled lab testbed. First,
we reproduce a SIB1 spoofing attack to study manipulations
of unprotected broadcast fields. By repeatedly changing a key
parameter, the UE is forced to refresh and reacquire system infor-
mation, keeping the radio interface active longer than necessary
and increasing battery consumption. Second, we demonstrate
a new Timing Advance (TA) manipulation attack during the
random access procedure. By injecting an attacker-chosen TA
offset in the random access response, the victim applies incorrect
uplink timing, which leads to uplink desynchronization, radio link
failures, and repeated reconnection loops that effectively cause
denial of service. Our experiments use commercial smartphones
and open-source 5G network software. Experimental results
in our testbed demonstrate that TA offsets exceeding a small
tolerance reliably trigger radio link failures in our testbed and
can keep devices stuck in repeated re-establishment attempts
as long as the rogue base station remains present. Overall, our
findings highlight that compact lower-layer control messages
can have a significant impact on availability and power, and
they motivate placing defenses for initial access and broadcast
procedures.

I. INTRODUCTION

Security analysis of upper layers of the cellular stack of
4G and 5G have been a field of research for a long time.
A lot of research works focus on the upper layers of the
cellular stack, including RRC and NAS [7], [8], [9], [10],
[11], [40], [41], [30]. Accordingly, the defense has been
studied thoroughly for those layers. Consequently, 3GPP has
strengthened the security of 5G increasing subscriber-identity
privacy via SUPI concealment (SUCI) and applies NAS se-
curity after the security mode procedure [1]. However, the
introduction of encryption mechanisms at control layers comes
at a cost of higher latency [31]. Hence, to facilitate faster
reconfiguration of the network many PHY/MAC procedures
in current 4G/5G systems are neither encrypted nor integrity
protected [6], [32]. This creates scope for adversaries to exploit

the users. However, prior works have predominantly focused
on vulnerabilities in 4G/5G upper-layer protocols and services,
such as core network functions, RRC/NAS signaling, and
network slicing, while comparatively fewer studies examine
low-layer (PHY/MAC) control procedures [33], [34]. A recent
work has explored this direction of exploiting the lower layers
of 4G/5G [32] motivating further exploration of this direction.

In this work, we present a systematic evaluation for un-
protected control-plane parameters in 5G NR, identifying
critical vulnerable fields across MAC and RRC layers that lack
integrity protection during initial access and broadcast proce-
dures. Building upon prior work [32] that speculated potential
vulnerabilities in Timing Advance Command manipulation
and performed SIB1 spoofing, we implement and empirically
validate these attacks through rogue gNodeB deployment com-
bining passive reconnaissance via downlink sniffing and ac-
tive manipulation using software-defined radio platforms. Our
systematic experimental evaluation demonstrates that Timing
Advance Command manipulation in Random Access Response
messages causes connected-mode denial-of-service through
uplink timing desynchronization and Radio Link Failure, while
SIB1 spoofing induces idle-mode battery drain through forced
system information re-acquisition cycles. Additionally, we
systematically explore Tracking Area Code modification and
SI window length toggling attacks to assess their practical
feasibility.

II. RELATED WORKS

Though security analyses of 3GPP networks have largely
centered on RRC and NAS layers where cryptographic pro-
tections exist, recent works have emphasized that the PHY
and MAC layers remain unprotected, enabling energy-efficient
spoofing, resource abuse, and passive privacy leakage. Ludant
et al. [32] demonstrate systematic exploitation of beamform-
ing, DCI, and MAC CE messages for sub-20 m localization,
induced jamming, HARQ desynchronization, and carrier ag-
gregation misuse in both 4G and 5G, motivating further lower
layer security analysis.

Multiple recent studies characterize and exploit similar low-
layer weaknesses. Shaik et al. and subsequent PHY/MAC
injection works on 4G LTE highlight the practicality of control
channel spoofing and adaptive overshadowing to degrade link
availability [10], [16]. In 5G, NR-specific telemetry and de-
coder tools further show the feasibility of capturing temporary
identifiers and unprotected scheduling procedures, expanding
the attack surface for MAC-layer abuse [35].
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Recent 4G/5G research also targets physical and MAC-layer
vulnerabilities in real deployments. Cao et al. specifically ex-
amine 5G MAC Control Elements, revealing that integrity-less
scheduling and mobility signaling can be tampered to force
misallocation or sustain energy-draining states [36]. Comple-
mentary surveys highlight jamming, spoofing, beam manipu-
lation, and ML-based detection challenges at the PHY/MAC
layers in 5G, LTE and wireless networks [37], [38], [39].
Finally, while prior work demonstrated generic PHY/MAC
spoofing including resource abuse and beam leakage, the TA
MAC CE injection threat was only discussed as a potential
vector for uplink timing desynchronization. In addition, there
is no work that experimentally evaluated additional unpro-
tected broadcast or scheduling fields. Our work moves beyond
speculation by providing the first empirical evidence that over
the air TA manipulation in 5G NR can break PHY timing
alignment, trigger RLF, and sustain RLC/RRC reconnection
loops, exposing a concrete and previously unvalidated low
layer vulnerability [32]. Building on their insights, we also
systematically analyze additional integrity-less broadcast and
scheduling fields through SIB1 spoofing to expand the known
4G/5G unprotected control-plane attack surface.

III. BACKGROUND

A. 5G NR

5G New Radio (NR) organizes the radio interface into three
main layers: L1 (PHY), L2 (which includes MAC, RLC and
PDCP), and L3 (RRC) [3, Sec. 4.4]. At a high level, PHY
(L1) handles the actual radio waveform (for example, syn-
chronization and transmission/reception on physical channels),
while MAC (part of L2) coordinates shared access to the
air interface by scheduling and multiplexing control/data over
time–frequency resources [2, Sec. 4.4]. RRC (L3) is the main
access-stratum control protocol between the UE and gNB;
it configures radio resources and bearers, supports mobility
and measurements, and manages key connection-level control
functions [6, Sec. 4.4]. Above these, the Non-Access Stratum
(NAS) is the UE-to-core control protocol (for example, with
the AMF), and its messages are carried through the RAN using
RRC signaling [3, Sec. 7.6].

A typical control-plane entry flow starts when the UE finds
a cell, synchronizes, reads broadcast system information, and
then runs Random Access to obtain uplink timing alignment
and initial uplink resources [3, Sec. 5.3.4, Sec. 9.2.6]. In
contention-based Random Access, the MAC layer coordinates
the key steps (preamble transmission, random access response
reception, scheduled uplink transmission, and contention reso-
lution) before declaring the procedure complete [2, Sec. 5.1].
Once access succeeds, the UE establishes an RRC connec-
tion to enable dedicated signaling (and subsequent security
activation and configuration) [6, Sec. 5.3.3]. With the RRC
connection in place, the UE can execute NAS procedures with
the core network, such as 5G registration [4, Sec. 5.5.1].

B. System Information Block

Following the broader role of system information in 5G NR,
we now focus on the primary broadcast block that governs UE
initial access behavior. The System Information Block Type
1 (SIB1) serves as the fundamental broadcast information
container in 5G NR networks, transmitted periodically on the
Physical Downlink Shared Channel to provide essential cell
access parameters to all UEs regardless of their connection
state. According to 3GPP TS 38.331 [6], SIB1 carries critical
configuration including PLMN identities, Tracking Area Code,
cell barring information, RACH configuration, and common
channel parameters required for initial cell selection and
access. UEs in RRC IDLE and RRC INACTIVE states con-
tinuously monitor SIB1 transmissions by decoding PDCCH
with SI-RNTI (System Information RNTI) to detect scheduling
grants for SIB1 on PDSCH, typically transmitted with a
periodicity of 160 milliseconds. Central to the change noti-
fication mechanism, SIB1 contains the valueTag field (a 5-bit
parameter ranging from 0 to 31) that acts as a version indicator
for system information content. When the network modifies
any system information parameters, it increments valueTag
(modulo 32) to signal UEs that cached system information has
become stale. The detection of a changed valueTag can be used
by the UE to judge whether stored SI remains valid to ensure
they operate with current network configuration. This mech-
anism enables efficient broadcast updates without requiring
dedicated signaling to individual UEs, but critically assumes
integrity of the value tag parameter to prevent unnecessary
acquisition cycles.

The Tracking Area Code (TAC) field: trackingAreaCode,
within SIB1’s cellAccessRelatedInfo specifies the 24-bit
tracking area identifier for mobility management. UEs com-
pare the received TAC against their registered tracking area;
mismatches trigger Tracking Area Update procedures to main-
tain location registration with the 5G Core AMF, enabling
efficient paging and mobility tracking across network coverage
areas. Additionally, the si-WindowLength parameter in SIB1’s
si-SchedulingInfo defines the time window duration dur-
ing which on-demand System Information messages (SIB2-
SIB9) are transmitted on PDSCH. UEs use this value to
calculate precise PDCCH monitoring occasions for SI-RNTI-
based scheduling grants, establishing deterministic timing for
acquiring cell-specific configuration beyond minimum SIB1
content.

C. Timing Advance Value

In 5G New Radio (NR) networks, the Timing Advance (TA)
mechanism maintains its critical role as a foundational syn-
chronization primitive at the Medium Access Control (MAC)
layer, ensuring temporal alignment of uplink transmissions
within the Orthogonal Frequency Division Multiple Access
(OFDMA) framework. The necessity of TA in 5G NR be-
comes even more pronounced compared to LTE due to the
introduction of flexible numerologies, higher frequency bands,
and stringent latency requirements.
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Fig. 1. RACH procedure for initial cell access

In the Random Access Channel (RACH) procedure specified
in 3GPP TS 38.321 [2] as shown in Figure 1, the UE transmits
Msg1 containing a randomly selected preamble sequence from
a configured set on the Physical Random Access Channel
(PRACH), similar to LTE but with enhanced preamble formats
supporting different cell sizes and subcarrier spacings. The
gNodeB (gNB) performs preamble detection through corre-
lation processing, identifying both the preamble index and
its timing offset relative to the expected PRACH reception
window. This timing offset directly reflects propagation delay
between UE and gNB, ranging from near-zero for small cells
to several hundred microseconds for macro deployments. The
gNB quantizes this measured offset into a Timing Advance
Command, where each TA unit in 5G NR corresponds to a
numerology-dependent time quantum to maintain consistent
physical timing resolution across numerologies.

The Random Access Response (RAR), transmitted as Msg2
in RACH, carries the computed TA command from gNB to
UE via a MAC Protocol Data Unit (PDU) on the Physical
Downlink Shared Channel (PDSCH). The MAC RAR payload
in 5G NR contains a 12-bit Timing Advance Command field
(expanded from LTE’s 11 bits) capable of representing values
from 0 to 3846, providing finer granularity and extended
range to accommodate diverse deployment scenarios from
dense urban small cells to rural macro cells spanning tens
of kilometers. Upon successful decoding of the RAR, iden-
tified by monitoring the Physical Downlink Control Channel
(PDCCH) for Downlink Control Information (DCI) format 1 0
scrambled with the Random Access Radio Network Temporary
Identifier (RA-RNTI) computed from the PRACH transmis-
sion occasion parameters including time-frequency resource
index, slot number, etc. The UE extracts the TA command
and adjusts its uplink timing parameter NTA. This adjustment
shifts the UE’s entire uplink transmission timing forward
by the specified amount, ensuring that subsequent uplink
transmissions, beginning with Msg3 (containing RRC Setup
Request in the procedure) and continuing through all Physical
Uplink Shared Channel (PUSCH) and Physical Uplink Control
Channel (PUCCH) transmissions, arrive at the gNB aligned to
slot boundaries within the tolerance provided by the cyclic
prefix.

According to 3GPP TS 33.501 [1], the 5G security archi-
tecture implements integrity protection and ciphering of user-
plane and control-plane data only after successful completion
of the primary authentication procedure in the 5G Core
Network, which necessarily occurs after RACH completion
since radio resource establishment and RRC connection setup
are prerequisites for authentication messaging. Consequently,
the Random Access procedure encompassing Msg1 through
Msg4 is executed without integrity protection, creating an
exploitable attack surface at the physical and MAC layers. This
design decision, inherited from previous cellular generations
and maintained due to bootstrapping constraints where UEs
lack established security context during initial network access,
allows adversaries to manipulate critical synchronization pa-
rameters without cryptographic verification.

IV. SYSTEMATIC ANALYSIS OF LOWER LAYER
PARAMETERS

We systematically selected parameters on PDSCH to ex-
plore based on their lack of integrity protection, direct control
over resource-intensive UE operations, and broadcast impact
scope, with part of the selection rationale motivated by [32] on
lower-layer desynchronization and mobility signaling attacks.
Table I lists the explored fields. We prioritize parameters that
are (i) pre-integrity, (ii) critical to broadcast/initial access, and
(iii) induce extra UE control procedures (e.g., SI reacquisi-
tion/mobility) or impact uplink timing. The valueTag of SIB1
triggers computationally expensive system information re-
acquisition affecting battery life, Tracking Area Code controls
mobility signaling to core network, SI window length gov-
erns scheduling calculations for on-demand broadcasts, and
Timing Advance Command manages uplink synchronization
at the PHY/MAC layer where misalignment causes radio link
failures. Together, these fields provide systematic coverage of
the unprotected control-plane attack surface.

A. Threat Model

We consider an adversary located within the radio coverage
region of a 4G/5G base station (BS). The adversary is assumed
to possess a Software Defined Radio (SDR) platform and
is capable of passively capturing RF I&Q sample streams
from nearby cellular cells. Furthermore, consistent with prior
work [12], [13], [14], [15], [32], we assume that the adversary
can decode unencrypted BS downlink channels, including but
not limited to synchronization and broadcast signals, system
information blocks, scheduling grants, and low layer control
headers. We name this decoder as sniffer. Finally, building
on capabilities demonstrated in the literature [16], [18], [17],
[32], the adversary is assumed to be able to synthesize and
inject valid 4G/5G waveforms over the air with fine-grained
temporal control, enabling targeted signal transmission at
attacker specified time instants. Our testbed evaluation uses a
rogue gNB/fake base station (FBS) to realize the required over-
the-air downlink injection capability in a controlled setting.
We do not evaluate “overshadowing” like [18] against a live
serving gNB in our experiment.



TABLE I
SELECTED UNPROTECTED CONTROL-PLANE PARAMETERS

Parameter Layer Message Role
Timing Advance (TA) Command MAC RAR Controls uplink timing synchronization by specifying trans-

mission advance to compensate propagation delay
valueTag RRC SIB1 Version indicator for system information content; increment

triggers complete SI re-acquisition
Tracking Area Code (TAC) RRC/NAS SIB1 cellAccessRelatedInfo Identifies tracking area for mobility management; mismatch

triggers Tracking Area Update to AMF
si-WindowLength RRC SIB1 si-SchedulingInfo Defines time window duration (5/10/15/20 ms) for scheduling

on-demand SI messages (SIB2-SIB9)

B. Root Causes of Vulnerability.

We leverage the absence of integrity protection as per 3GPP
TS 33.501 [1] in 5G broadcast and initial access procedures.
The UE continuously monitors SIB1 on PDSCH, as required
by 3GPP compliance, even if the actual configuration is
unchanged. Since SIB1 must be decoded before security con-
text establishment, it lacks cryptographic integrity protection,
enabling a rogue base station to modify parameters undetected
and trigger false change notifications. The same vulnerability
applies to Timing Advance (TA) extraction in the RAR, which
occurs prior to RRC security activation; the UE applies the
malicious TA to its physical layer uplink timing reference and
sends Msg3 on the granted PUSCH resource using the injected
offset, shifting all subsequent uplink transmissions, including
the RRC Setup Request. Persistent uplink desynchronization
can trigger RLF and reconnection loops.

C. SIB1 Spoofing Attack

Attack Overview. We systematically evaluate manipulation
of three unprotected SIB1 broadcast parameters—valueTag,
trackingAreaCode, and si-WindowLength. Our experiments
use a rogue gNodeB (fake base station) to perform con-
trolled over-the-air injection and to assess denial-of-service
and resource-exhaustion effects on UEs in RRC IDLE and
RRC INACTIVE states that monitor system information. UEs
in RRC CONNECTED typically do not reacquire SIB1 unless
explicitly triggered by the network (e.g., paging), so we focus
on idle/inactive states.

Initial SIB1 broadcasts from benign gNB

AttackerUE Base Station

UE receives SIB1 broadcast 
from the benign gNB

UE receives spoofed SIB1

Attacker extracts all the 
parameters using a sniffer

Rogue gNB broadcasts SIB1 with 
higher tx power and a manipulated 

parameter keeping rest identical

UE misinterprets 
manipulated SIB1 as 
legitimate broadcast

BS broadcasts 
SIB1

Connected with benign gNB

Fig. 2. SIB1 Spoofing

Attack Steps. We next describe the procedure for modifying
each selected field in the SIB1 message for analysis using the
SIB1 spoofing attack from [32] as shown in Figure 2.

valueTag Manipulation: After capturing legitimate SIB1 pa-
rameters via downlink sniffing from Primary and Secondary
Synchronization Signals and Physical Broadcast Channel, the
rogue gNB periodically increments the valueTag field (5-bit
value ranging 0-31) every 10 seconds while maintaining all
other SIB1 content unchanged. Upon detecting the modified
value tag through periodic SI-RNTI monitoring on Physical
Downlink Control Channel, the victim UE interprets this as
system information change notification and discard cached SI.
The UE then initiates complete system information acquisition
by continuously monitoring PDCCH Control Resource Set
zero for Downlink Control Information Format 1 0 with
CRC scrambled by SI-RNTI, performing blind decoding to
locate scheduling grants. Once detected, the UE decodes the
scheduled Physical Downlink Shared Channel transmission
containing SIB1, applies LDPC decoding for transport block
extraction, only to discover no meaningful parameter changes
beyond the incremented tag forcing repeated unnecessary
acquisition cycles.

Tracking Area Code Modification: The rogue gNB periodically
modifies the 24-bit Tracking Area Code field within SIB1’s
cellAccessRelatedInfo information element every 30 seconds
after initial Parameter harvesting via PDSCH decoding of
legitimate broadcasts, cycling through different TAC values
to simulate UE movement across tracking area boundaries.
According to 3GPP TS 24.501, a UE upon detection of TAC
mismatches between cached registration area and received
SIB1 while camping in RRC IDLE mode may trigger a regis-
tration update when the UE determines it is camping on a TA
not in its stored TAI list involving NAS Registration Request
messages encapsulated in RRC UplinkInformationTransfer and
transmitted via Physical Uplink Shared Channel to initiate N1
signaling with the Access and Mobility Management Func-
tion in 5G Core Network, potentially generating cascading
signaling storms as multiple victim UEs simultaneously re-
spond to broadcast TAC modifications with individual mobility
management transactions consuming core network processing
resources.

SI Window Length Toggling: The rogue gNB alternates the
si-WindowLength parameter in SIB1’s si-SchedulingInfo in-
formation element between enumerated values ms5, ms10,



and ms20 across periodic SIB1 transmissions on Physical
Downlink Shared Channel with 160 ms periodicity, disrupting
the deterministic scheduling framework defined in TS 38.331
Section 5.2.2.3 for on-demand System Information Blocks.
UEs calculate exact Physical Downlink Control Channel mon-
itoring occasions for additional SI messages (SIB2-SIB9)
based on the standard formula. When the window length
toggles between monitoring cycles for example from ms10
to ms20, the UEs applying previously cached values mis-
calculate SI-RNTI-scrambled PDCCH monitoring occasions
within Control Resource Sets, causing blind decoding attempts
in incorrect time-frequency resources while missing actual
SI transmission slots, forcing extended PDCCH monitoring
across multiple SI windows and potential system information
acquisition failures for cell-edge UEs with marginal Signal-to-
Interference-plus-Noise Ratio.
Expected Impact. Frequent modification of valueTag may
damage UE’s battery life because it systematically disrupts
the Discontinuous Reception power-saving mechanism that
enables energy-efficient idle-mode operation. Under normal
conditions, idle-mode UEs enter deep sleep states between
paging occasions, waking briefly to monitor paging channels
and periodically verify system information validity, achieving
duty cycles below 1 percent with receiver circuitry powered
down more than 99 percent of the time. The continuous value-
Tag modifications force UEs to remain in active receiver mode
for extended periods performing computationally intensive
operations. Alongside individual UE battery drain, the attack
may generate sustained Physical Downlink Control Channel
congestion as all victim UEs simultaneously attempt SI ac-
quisition following each value tag modification, competing for
limited PDCCH blind decoding capacity and potentially block-
ing detection of legitimate paging messages or other control
signaling. Tracking Area Code modification aims to trigger
mobility management signaling storms by forcing victim UEs
to initiate Tracking Area Update procedures upon detecting
TAC mismatches, causing each UE to transmit NAS Registra-
tion Request messages via Physical Uplink Shared Channel
to the Access and Mobility Management Function. When
multiple victim UEs simultaneously respond to broadcast
TAC changes, this might generate localized signaling load on
the serving AMF, though large-scale overload would require
coordinated attacks across multiple base stations given typical
AMF dimensioning for large subscriber populations. In an
overshadowing setting against a legitimate network, broadcast
TAC changes can increase NAS update attempts toward the
core; in our rogue gNB (standalone) evaluation, the effect is
primarily UE-side activity toward the rogue cell. SI window
length toggling may disrupt deterministic scheduling for on-
demand system information acquisition by causing UEs to
miscalculate Physical Downlink Control Channel monitoring
occasions when cached si-WindowLength values mismatch
current broadcasts. This might force extended PDCCH mon-
itoring across multiple windows, delay acquisition of critical
system information (SIB2 cell reselection parameters, SIB4
neighboring cell lists), and cause service disruption for cell-

edge UEs with marginal SINR where scheduling misalignment
compounds into complete SI acquisition failure.

D. TA Manipulation Attack

Attack Overview. In this attack we manipulate the Timing Ad-
vance (TA) value during the RACH procedure by an attacker-
chosen offset with the intention to cause denial of service
on the victim UE. Compared to a fake base station (FBS) or
rogue gNB that simply attracts UEs and provides no service,
TA manipulation breaks availability by desynchronizing uplink
timing via the (integrity-less) RAR TA field. In contrast to
inactive rogue gNBs, TA manipulation maintains a partially
functional connection: the UE completes RACH, believes it is
connected, and repeatedly attempts recovery. This can cause
failures after access appears to progress, leading to repeated
RLF/retry loops, rather than an immediate “no service” failure.

Attack Steps. Figure 3 demonstrates our attack. Our attack
methodology operates in two phases: passive reconnaissance
through downlink sniffing to harvest system parameters fol-
lowed by active manipulation via rogue gNB deployment repli-
cating legitimate cell configurations to attract victim UEs. In
the reconnaissance phase, the sniffer synchronizes to the target
cell by detecting and decoding the Primary Synchronization
Signal (PSS) and Secondary Synchronization Signal (SSS)
transmitted in every Synchronization Signal Block (SSB),
which occurs periodically with configurable periodicity. From
the detected Physical Cell Identity (PCI) encoded in PSS/SSS
and the Master Information Block (MIB) carried on the
Physical Broadcast Channel (PBCH) within each SSB, the
sniffer extracts critical system parameters including System
Frame Number (SFN), subcarrier spacing for common con-
trol channels, PDCCH configuration via ControlResourceSet
(CORESET) #0, and frequency location of initial downlink
bandwidth part. With successful SSB detection and MIB
decoding, the sniffer proceeds to decode System Information
Block 1 (SIB1) scheduled on PDSCH according to timing
and frequency allocation rules defined in 3GPP TS 38.213 [5].
SIB1 contains essential cell configuration parameters includ-
ing Public Land Mobile Network (PLMN) identities, cell
identity, Tracking Area Code, cell barring status, RACH
configuration parameters, common channel configurations, and
serving cell configuration for initial access. Of particular
importance for the attack, SIB1’s RACH-ConfigCommon
information element specifies critical Random Access pro-
cedure parameters: the set of available PRACH preamble
formats supporting different cell sizes and subcarrier spacings,
PRACH frequency and time resource allocation defining which
resource blocks and slots carry PRACH occasions, pream-
ble transmission power parameters specifying target received
power at gNB, power ramping parameters controlling power
increase across consecutive RACH attempts, and RA response
window configuration defining the duration during which UEs
monitor PDCCH for RAR following preamble transmission.
Additionally, the sniffer monitors PDCCH transmissions to
observe Downlink Control Information scheduling RAR mes-
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Connected with benign gNB

Fig. 3. TA Manipulation causes uplink de-synchronization and leads to Radio Link Failure (RLF)

sages. By decoding DCI format transmissions with CRC
scrambled by RA-RNTI values corresponding to observed
PRACH occasions, the sniffer can capture subsequent PDSCH
transmissions carrying RAR MAC PDUs. Analysis of these
legitimate RAR messages reveals typical Timing Advance
Command values employed by the target gNB for UEs at
various distances.

Armed with comprehensive system information and opera-
tional parameters extracted during reconnaissance, the adver-
sary transitions to the active attack phase by deploying a rogue
gNB. The adversary configures the rogue gNB with identi-
cal PLMN identities extracted from legitimate SIB1 during
reconnaissance, ensuring victims perceive it as belonging to
their home network or authorized roaming partners, avoiding
automatic rejection due to PLMN mismatch. Crucially, the
rogue gNB replicates all essential system parameters and
transmits with higher signal power with a shorter distance from
the UE than the benign gNB. This replication ensures that
victim UEs, upon selecting the rogue cell based on favorable
RSRP measurements, find expected system information en-
abling successful initial access procedures without triggering
protocol inconsistencies.

When a victim UE selects the rogue gNB and initiates
the Random Access procedure by transmitting a PRACH
preamble on Msg1, the rogue base station performs stan-
dard preamble detection to identify the transmitted preamble
index and measure its timing offset. This measured timing
offset represents the legitimate propagation delay requiring
compensation through timing advance. At this point, the
attack diverges from legitimate protocol operation through
injection of a manipulated timing offset into the Random
Access Response. The rogue gNB computes the manipu-
lated timing advance command by adding an offset to the
legitimate measured value. The magnitude and sign of this

offset determine attack severity and impact characteristics:
positive values cause premature UE transmission with uplink
signals arriving earlier than intended subframe boundaries,
while negative values induce delayed transmission with late-
arriving signals. The adversary selects offset values based on
attack objectives, balancing several considerations. Finally, the
manipulated timing advance value is encoded into the Random
Access Response MAC PDU structure defined in 3GPP TS
38.321 [2], which contains MAC subheader identifying the
RAR for the detected preamble index and MAC RAR payload
comprising the Timing Advance Command field, frequency
domain resource assignment for Msg3 uplink grant, time
domain resource assignment, Modulation and Coding Scheme
for Msg3, and Temporary C-RNTI assignment. The rogue gNB
assembles a properly formatted RAR with the manipulated
timing advance value while maintaining correct structure for
all other fields, ensuring the victim UE successfully decodes
and processes the message. The RAR is transmitted on PDSCH
in the time window specified by the RACH response window
parameter, scheduled by DCI format on PDCCH with CRC
scrambled by the appropriate RA-RNTI value computed from
the PRACH occasion parameters matching the victim’s Msg1
transmission.

From the victim UE’s perspective, the received RAR appears
entirely legitimate and indistinguishable from authentic net-
work responses. The RAR arrives within the expected response
window following PRACH transmission, carries appropriate
RA-RNTI scrambling matching the transmitted preamble oc-
casion, and contains correctly formatted MAC subheader and
payload fields passing all protocol validity checks.
Expected Impact. The physical layer consequences of timing
advance manipulation in 5G NR might be substantially severe.
A manipulated TA value may disrupt uplink transmission



alignment, potentially driving the UE into a persistent loss
of uplink synchronization. When the induced timing offset
exceeds the gNB’s tolerance for symbol boundary alignment,
repeated decoding failures on scheduled uplink channels (e.g.,
PUSCH or PUCCH) prevent successful reception of control
feedback and data. As a result, the gNB ceases uplink schedul-
ing, marking the UE as out of sync. The UE, observing consec-
utive HARQ feedback failures and the absence of valid uplink
grants, subsequently declare a Radio Link Failure (RLF). This
transitions the UE to RRC IDLE and initiates cell reselection
followed by a new RACH procedure. Under sustained TA
manipulation, the UE can reenter RRC CONNECTED only
to encounter recurring uplink timing misalignment, forming a
reconnection loop characterized by repeated RLF declarations
and RACH retries. Such loops amplify signaling overhead,
increase random access congestion, and degrade service con-
tinuity, effectively creating a denial of service (DoS) condition
through forced desynchronization and repeated connection
reestablishment.

V. EXPERIMENT AND EVALUATION

A. Evaluation Setup

Hardware: Our experimental testbed comprises software-
defined radio (SDR) devices utilizing USRP B210 hardware
platforms for both legitimate and rogue gNB implementations.
Each USRP B210 connects via USB 3.0 to dedicated laptop
systems with low-latency kernel configurations, equipped with
Intel Core Ultra 7 processors and 32GB RAM. For UE, we
used commercial off-the-shelf (COTS) smartphones including
OnePlus Nord 5G (Qualcomm Snapdragon 765G with X52
5G modem supporting FR1 bands n1/n3/n7/n28/n78/n78) and
Google Pixel 5 (Snapdragon 765G with identical modem
capabilities), both running Android Operating System without
custom radio interface modifications, representing realistic
victim devices operating according to 3GPP standard UE
behavior. The testbed operates in controlled indoor laboratory
environment with RF shielding to prevent interference with
commercial networks.

Software: The legitimate base station deployment consists
of integrated BS and Core network software components
executing on a single host machine running Ubuntu 22.04
LTS, implementing complete end-to-end network functionality
including Access and Mobility Management Function, Session
Management Function, and User Plane Function elements. In
contrast, the rogue base station operates in standalone mode
executing only Radio Access Network protocol stack without
core network connectivity, running on identical hardware spec-
ifications. Consequently, any NAS/control signaling impact on
a real core network is not exercised in our evaluation. The
base station software implementations utilize the open-source
srsRAN [28] codebase for physical layer and protocol stack
functionality, with the legitimate deployment using unmodified
release version while the rogue implementation incorporates
custom modifications to MAC layer Random Access Response
generation and System Information Block broadcasting proce-
dures as detailed in previous sections. The testbed evaluation

was conducted using one concurrently active UE. The setup
models simultaneous uplink timing behavior and generalizes
to multi-UE scenarios without altering the validity of the ex-
periment conditions. Real-time protocol monitoring and packet
inspection at the UE side utilizes Network Signal Guru (NSG)
application [42, ver. 4.7.10] with root privileges enabled
through Magisk framework, providing access to Qualcomm
diagnostic interface for capturing physical layer parameters,
RRC messages, MAC PDUs, and timing advance values during
Random Access procedures and connected mode operation.

B. Experimental Results

1) SIB1 Spoofing Attack Result: Our experimental vali-
dation of the SIB1 spoofing attack demonstrates increased
system-information reacquisition activity across both test UE
models under sustained valueTag manipulation. With the
rogue base station configured to increment valueTag every
10 seconds while maintaining constant transmission power 5
dB higher than the legitimate network to ensure victim cell
selection, both OnePlus Nord 5G and Google Pixel 5 devices
exhibited increased SI reacquisition activity, which is expected
to reduce standby time compared to baseline. Network Signal
Guru logs confirmed the attack mechanism, showing SIB1
acquisition events occurring at precise 10-second intervals
with valueTag values incrementing sequentially, while ac-
tual SIB1 content parameters including PLMN-IdentityInfo,
cellAccessRelatedInfo, and connEstFailureControl remained
constant across all acquisitions. This confirms the successful
demonstration of the attack in our testbed. In contrast, Track-
ing Area Code modification and SI window length toggling
attacks demonstrate limited practical impact in our testbed.
Despite successful TAC modification in broadcast SIB1 and
confirmed UE detection through Network Signal Guru logging
showing updated TAC values in decoded cellAccessRelated-
Info fields, commercial UEs (OnePlus Nord 5G and Pixel 5)
did not trigger expected Tracking Area Update procedures or
generate NAS signaling to the Core. Implementation-specific
optimizations may defer mobility updates until user-plane
traffic demand. Similarly, SI window length toggling between
ms5, ms10, and ms20 values produced no observable system
information acquisition failures or extended monitoring delays
in our testbed. These negative results suggest that while these
broadcast parameters lack integrity protection and remain
theoretically manipulable, their exploitation requires either
specific network topology conditions, edge-case propagation
scenarios (low SINR for SI window), or alternative attack
methodologies beyond simple parameter toggling to manifest
observable impact.

2) TA Manipulation Attack Result: Our experimental evalu-
ation of the Timing Advance (TA) manipulation attack demon-
strates severe disruption to UE connectivity under controlled
manipulation parameters. Upon activating the rogue BS with
manipulated Random Access Response transmission, both the
OnePlus Nord 5G and the Google Pixel 5 devices exhibited
Radio Link Failure within 30 to 60 seconds of initial RACH
procedure completion, with timing variations attributable to



UE-specific RLF detection thresholds and timer configura-
tions per 3GPP TS 38.331 [6]. We systematically evaluated
TA delta injection values ranging from 5 to 60 timing
advance units to characterize the empirically observed TA-
delta tolerance range (for the tested UEs). At TA delta ≤ 10,
both tested UE models maintained stable connectivity without
observable service degradation, indicating that this manipu-
lation magnitude remains within the combined tolerance of
cyclic prefix protection and UE receiver robustness margins.
However, increasing TA delta to values exceeding 20 units
consistently triggered Radio Link Failure for both device
models, with TA delta values of 30-60 units producing
reliable RLF within the observed window. The RLF triggering
mechanism follows the standard 3GPP procedure where persis-
tent uplink timing misalignment causes repeated PUSCH and
PUCCH decoding failures at the BS, resulting in accumulated
out-of-sync indications at the UE physical layer, subsequently
starting timer T310, and declaring Radio Link Failure upon
T310 expiration without synchronization recovery.

Following RLF declaration, both UE models initiated
RRC re-establishment procedures as specified in TS
38.331 [6, Sec. 5.3.7], attempting to recover the radio
connection by performing cell selection and transmitting
RRCReestablishmentRequest messages. However, due to
the rogue BS maintaining higher transmission power for
Synchronization Signal Blocks compared to the legitimate
network, the UEs consistently reselected the rogue cell
during the re-establishment procedure rather than reverting
to the legitimate BS as shown in Figure 3. Consequently,
subsequent RACH attempts during re-establishment again
received manipulated Random Access Response messages
with identical TA delta injection, perpetuating the timing
misalignment condition. This failure loop persisted for
the entire duration that the rogue gNB was active in our
testbed. We did not observe an automatic “escape” (e.g.,
cell blacklisting) within our observation window (more than
an hour) for both the UEs we experimented with; such
vendor-specific mitigation, if present, may bound persistence
and is left to future work. Network Signal Guru packet
captures confirmed this cyclic behavior, showing repeated
RRCReestablishmentRequest transmissions at intervals
corresponding to RLF detection periods, with each re-
establishment attempt receiving manipulated Timing Advance
Commands visible in MAC RAR subheader decoding. The
UEs remained trapped in this connection failure loop for the
entire duration of rogue BS operation, effectively denying
stable network connectivity despite successful completion of
individual RACH procedures, demonstrating the persistent
denial-of-service capability of the attack as long as the rogue
base station maintains transmission.

C. Limitations

Our evaluation uses two commercial UEs that share the
same baseband family; thus, the observed TA-offset tol-
erance ranges and time-to-RLF should be interpreted as

implementation-dependent and may vary across other mo-
dem vendors and firmware versions. For SIB1 spoofing, we
observed increased system-information reacquisition activity
compared to baseline; however, we do not report power/current
measurements and leave quantifying the resulting battery-life
reduction (hours or % under controlled power methodology)
to future work.

VI. CONCLUSION

Our TA manipulation attack empirically demonstrates that
small control-plane tweaks at the MAC/PHY boundary can
have an outsized impact on uplink alignment, pushing the UE
into desynchronization and recovery loops, while our repli-
cation of the System Information Block spoofing attack vali-
dates that broadcast parameter manipulation creates increased
control plane activity through forced system information re-
acquisition cycles. These results highlight that lower-layer
control messages, although compact and frequent, are security-
critical because they directly influence radio timing, access
stability, and power management. The absence of integrity
protection for both Random Access Response messages at the
MAC layer and broadcast System Information Blocks at the
RRC layer creates exploitable vulnerabilities affecting idle-
mode UEs, demonstrating that security gaps exist at the lower
layers.

Practical defense against these attacks requires combining
cryptographic protection with intelligent monitoring at both
UE and network sides. Integrity protection for Random Ac-
cess Response messages and broadcast SIB1, using keys
derived from UE credentials and access parameters, can al-
low UEs to reject manipulated TA commands and spoofed
system information before application. Complementary UE
and network-side monitoring—such as detecting inconsis-
tent TA-signal strength relationships, abnormal valueTag up-
date patterns, anomalous TA distributions, or synchronized
SIB1 re-acquisition patterns, and RF fingerprinting that an-
alyzes hardware-specific transmission characteristics—can re-
duce attack success rates while preserving normal 5G oper-
ation. Future work will quantify detection/false-positive rates
across vendor-diverse UEs and live networks, and prototype
lightweight authenticated RAR/SIB1 signaling with measured
overhead.

ETHICS CONSIDERATIONS

All experiments conducted in this study adhered to applica-
ble ethical guidelines. The evaluations were performed in an
controlled lab environment using only our own attacker and
victim devices. We further ensured physical and RF isolation
of the testbed, with no adjacent third-party systems present or
impacted during attack execution.
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SoK: The Constant Time Model

Billy Bob Brumley
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Abstract
Constant time programming patterns is the primary defense
against timing attacks on cryptographic implementations, yet
what “constant time” means varies across academia and in-
dustry. This work systematizes constant time models and their
evolution, identifies a recurring gap between what models pro-
tect and what specifications assume, and distills an offensive
methodology for discovering timing vulnerabilities that origi-
nate outside the cryptographic primitive boundary. Applying
this methodology, we locate a specification-level vulnerability
related to private key loading, and confirm the leak in both
OpenSSL and BoringSSL. Counterintuitively, BoringSSL’s
per-observation signal is several orders of magnitude stronger
than OpenSSL’s, despite an explicitly stricter threat model.

1 Introduction

Timing attacks on cryptographic implementations date to the
seminal work of Kocher [33], who demonstrated that secret-
dependent execution time in modular exponentiation leaks
private key material. The three decades since have produced a
rich body of work exploiting timing leaks across increasingly
sophisticated microarchitectures, from data cache attacks on
AES [11, 42] and RSA [44] to speculation attacks [32, 36]
and beyond, broadening timing attacks from strictly a cryp-
tography concept to a system security one.

The primary defense is constant time programming
paradigms, ensuring that execution flow and memory access
patterns are independent of secret data. In practice, what
“constant time” means varies considerably. Multiple mod-
els have emerged over the past two decades, each making
different trade-offs between security guarantees and practical
constraints such as performance, deployability, intellectual
property, and risk. The security implications of those trade-
offs are not always obvious.

An orthogonal problem is that constant time models typi-
cally focus on cryptographic primitives in isolation, or “crypto
in a vacuum.” Specifications that invoke these primitives (e.g.,

TLS, SSH, PKCS, X.509, etc.) routinely mandate operations
on secret data that are difficult or impossible to implement
in constant time. Historical examples include padding vali-
dation with error handling [17, 54], variable-length encoding
of secrets [40], and key persistence formats that leak through
encoding [51]. These specification-level vulnerabilities affect
multiple implementations independently, not due to shared
code but because they all must satisfy the same requirements
to achieve interoperability.

Exacerbating the situation, compilers and hardware can
silently undermine constant time programming patterns
in source code. Compiler optimizations have introduced
branches on secret data in Curve25519 [29] and ML-KEM
[9] implementations, while variable-time instructions such as
integer division affected a wide range of Kyber implemen-
tations [15]. These failures exist only in compiled binaries,
invisible to source-level analysis.

Contributions. This paper makes three contributions. First,
we systematize the evolution of constant time models (Sec-
tion 2) and compare their features, guarantees, and docu-
mented failures (Section 3), identifying gaps between what
models protect and what specifications assume. Second, we
distill an offensive methodology (Section 4) from a broad
analysis of specification-level vulnerability classes that pro-
vides a systematic framework for discovering constant time
violations that originate outside the cryptographic primitive
boundary. Third, we apply this methodology to EC private
key loading (Section 5), demonstrating that both OpenSSL
and BoringSSL accept non-conformant variable-length keys
and that BoringSSL’s per-observation signal is several orders
of magnitude stronger than OpenSSL’s, despite an explicitly
stricter threat model.

Outline. Section 2 introduces the constant time models and
traces their evolution. Section 3 compares these models and
identifies gaps in empirical validation, compiler optimization,
and at the protocol level. Section 4 develops our offensive
methodology through case studies of specification-level vul-
nerabilities. Section 5 applies the methodology empirically to
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EC private key loading. We conclude in Section 6.

2 Constant Time Models: A Brief History

The evolution of constant time models in cryptography re-
flects the symbiotic relationship between implementers fo-
cused on efficiency and attackers discovering increasingly
subtle leakage sources. What began as simple considerations
for embedded systems has evolved into a complex landscape
of threat models, each attempting to balance security guaran-
tees with practical requirements. Understanding this evolution
helps show why the traditional constant time model, despite
numerous attempts to relax its constraints over the years, re-
mains the gold standard for secure implementation.

2.1 The Program Counter Security Model
The earliest formal constant time considerations emerged in
the context of embedded systems and smart cards, where mi-
croarchitectures were relatively simple and lacked complexity
such as cache hierarchies and memory management units. At
this point, seminal work by Kocher [33] in 1996 had already
demonstrated the risk that timing attacks pose to implemen-
tations of various public key cryptosystems, and Quisquater
and Samyde [48] in 2001 on the physical channel side for
symmetric key cryptosystems on embedded devices.

The Program Counter Security Model proposed by Molnar
et al. [41] formalized the approach that was being deployed
in the embedded space at the time (2004–2005). The model
allows an attacker access to all values of the program counter
as the cryptography application executes. If this sequence
is fixed and constant, the implementation should resist tim-
ing attacks, because constant program counter values leads
to constant execution time in their model where all instruc-
tions have fixed latency. The authors admit this assumption
is unlikely to hold outside the embedded space: “This is not
true on some architectures, due to, among other things, cache
effects, data-dependent instruction timing, and speculation”
[41, Sec. 3].

The rationale for allowing table lookups in this model
was device driven. In processors without caches, accessing
any memory location required the same number of cycles. A
lookup table implementation of AES S-boxes, for instance,
appeared to offer constant-time execution since each table
access took identical time regardless of the index. A square-
and-multiply-always algorithm for modular exponentiation
(RSA, Diffie-Hellman, DSA, etc.) that calls a single multi-
plication function for both the square step and the multiply
step would not, in this model, allow attackers to distinguish
between calls with distinct operands (multiply) and calls with
identical operands (square). This model assumes that the pri-
mary observable characteristic was branching and execution
time at the instruction level, not the pattern of memory ad-
dresses (containing data, not code) being accessed.

However, this simplistic model failed to account for several
crucial factors, including, for example, the observation by
Kelsey et al. [30, Sec. 5]: “We believe attacks based on cache
hit ratio in large S-box ciphers . . . are possible.” This is not
a failure in the model design per se, as a major goal of the
model was to reflect industry practice at the time. As these
implementations were ported to more complex processors,
the security assumptions of the Program Counter Security
Model began to break down.

2.2 The Traditional Constant Time Model

The traditional constant time model emerged gradually
through the work of several researchers, rather than being de-
fined in a single seminal paper. The model took form through
a series of contributions that each highlighted different threats
not accounted for in the program counter model.

The 2002–2003 work by Page [43] on the theoretical side
and Tsunoo et al. [53] on the empirical side showed that
secret-dependent lookups from memory-resident tables in
DES implementations leads to key recovery attacks through
cache timings. This eventually fed into the 2004–2005 work
by Bernstein [11], a contribution on the offensive side with a
data cache-timing attack on AES, but also on the defensive
side with guidelines for implementers of cryptosystems. Bern-
stein warned from the data perspective: “Using secret data as
an array index is a recipe for disaster” [11, Sec. 1]. Even if
less relevant for AES with its largely straight-line structure,
Bernstein furthermore warned from the code perspective and
input-dependent branches: “Skipping an operation is faster
than doing it” [11, Sec. 9]. These two principles eventually
became the core pillars of the traditional constant time model.

In parallel work, Osvik et al. [42] introduced their
Prime+Probe and Evict+Time microarchitecture timing attack
techniques, applied to AES implementations and targeting
data caches. The authors give similar warnings as Bernstein
regarding table lookups and conditional branches, an example
of the latter being with RSA “when exponentiation is per-
formed using a precomputed table of small powers” [42, Sec.
6]. Indeed in more parallel work, Percival [44] carried out
such an attack on RSA, an L1 data cache-timing attack on
Intel HyperThreading architectures. Percival concludes with
similar mitigation strategies for cryptography applications:
“the code path and sequence of memory accesses are oblivious
to the data and key being used” [44, Sec. 7].

In summary, the combined results and recommendations
of Bernstein [11], Osvik et al. [42], and Percival [44] led
to the traditional constant time model as we know it today.
In this light, these recommendations culminate in the 2006
design of Curve25519, which Bernstein states “avoids all
input-dependent branches, all input-dependent array indices,
and other instructions with input-dependent timings” [12, Sec.
1]. Subsequent work supports the model and continues to
make it explicit. For example, the NaCl library has the design



goal of “No data flow from secrets to load addresses” and
“No data flow from secrets to branch conditions” [14, Sec. 3].

The traditional model thus operates under a simple but
powerful principle: the sequence of memory addresses ac-
cessed during cryptographic operations must be identical re-
gardless of secret values. This includes both data addresses
(no secret-dependent array indexing) and code addresses (no
secret-dependent conditional branches). From the offensive
perspective, model-wise the attacker sees all addresses ac-
cessed while the cryptography application executes, both data
and code. As we later discuss in Section 3, modern compilers
have become quite skilled in recognizing related constant-
time programming patterns and instead emitting branches
(see [29] from 2016 and [47, Sec. 2] for a wider 2025 survey),
and the model does not consider the latency of instructions be-
ing potentially operand dependent, both of which can violate
the guarantees of the traditional constant time model.

2.3 The Intel Scatter-Gather Model
Percival’s work resulted in CVE-2005-0109, where Intel con-
tributed a patch1 to OpenSSL (0.9.7h, October 2005) for hard-
ening against timing attacks in the case of modular expo-
nentiation. The case is non-trivial, since high-speed imple-
mentations of Diffie-Hellman, RSA, and DSA typically use a
square-and-multiply variant of modular exponentiation with
memory-resident table lookups, costly to accomplish in con-
stant time w.r.t. the traditional model. Intel introduced a new
software implementation strategy, leveraging “scatter-gather”
to transpose data across cache lines (scatter) then assemble the
data with a series of secret-dependent table lookups (gather)
that have lower than cache line granularity. Data cache attacks
at the time were only exploiting cache set access, with no pub-
lished method to determine access within a single cache line
(intra-cache-line access).

However, this approach flouts the traditional constant time
model and disregards previous advice explicitly disallowing
intra-cache-line lookups. All three of the seminal works that
led to the traditional constant time model warn against such
behavior. Percival calls it “dangerous at best” [44, Sec. 7].
Bernstein documents the related cache bank problem [11, Sec.
15], and Osvik et al. worry it “leaks information on memory
accesses with resolution better than [a cache line]” [42, Sec.
3.7].

Undeterred by academic advice, Brickell [20] (Intel) ex-
plicitly articulated the security model in an invited talk at
CHES 2011, stating that Intel recommends “No secret key or
data dependent: memory access (at coarser than cache line
granularity), code branching.” Yet Intel continued to develop
and push the scatter-gather technique, for example, 2012 work
by Gueron [23] (Intel) on efficient modular exponentiation.

To summarize the Intel model, the fundamental assumption
is that if all accesses fall within the same sequence of cache

1https://github.com/openssl/openssl/commit/ecb1445ce2df

lines, the cache behavior, and thus the timing, will be identical
regardless of the specific location accessed within those lines.
The scatter-gather technique organizes data so that all possible
accesses for a given operation map to the same sequence of
cache lines, ensuring uniform cache behavior. As techniques
to glean intra-cache-line timings via cache bank conflicts later
emerged [13, 59], these days the scatter-gather technique is
no longer en vogue and the Intel model is understood to be
significantly weaker than the traditional constant time model.

2.4 The OpenSSL Security Policy

The OpenSSL project has developed a pragmatic threat model
that focuses on the capabilities of attackers rather than prop-
erties of the source code. Prior to the Heartbleed vulnerability
in 2014 (CVE-2014-0160), OpenSSL had no explicit release
strategy or security policy. The catastrophic impact of Heart-
bleed, a simple out-of-bounds read that exposed sensitive data
from millions of servers, forced a fundamental reassessment
of the project’s approach to security [55].

Until 2019, OpenSSL would selectively issue CVEs for
various types of timing side channels (excluding physical at-
tacks such as power analysis [34], electromagnetic analysis
[48], fault injection [16], hardware faults [31], data remanence
[24], etc.), including those requiring colocation, such as the
CacheBleed attack [59] exploiting cache bank conflicts target-
ing “constant time” RSA in OpenSSL (CVE-2016-0702), a
Flush+Reload attack [58] on “constant time” P-256 arith-
metic [45] in OpenSSL (CVE-2016-7056), or Controlled
Channel attacks [57] on DSA and ECDSA [56] in OpenSSL
(CVE-2018-0734, CVE-2018-0735). However, the disclosure
process was subjective and based on undocumented aspects
such as perceived risk. This evolved further with the advent
of speculative execution attacks like Spectre [32] and Melt-
down [36] in 2018, leading to the current security policy2

that explicitly defines which attack classes warrant CVEs and
security bulletins.

The current policy attempts to strike a balance between
security and practicality. OpenSSL recognizes that all side
channel threats are important, but issuing CVEs requires sig-
nificant project resources and creates downstream burdens,
particularly for FIPS-certified versions that cannot be easily
modified. Their model therefore prioritizes attacks that can
be executed by less capable attackers, i.e., those that can be
mounted remotely or with limited access and resources. The
change in fact represented a major shift in the security pol-
icy of the project, since attacks requiring colocation are not
purely remote, therefore no longer captured by the model.
This excludes the vast majority of microarchitectural attacks
that require local spy processes, starting from the seminal
work by Percival [44].

2https://openssl-library.org/policies/general/security-
policy/
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To summarize, OpenSSL explicitly excludes certain attack
classes from warranting security bulletins and CVEs, includ-
ing same-physical-system side channels requiring colocation,
and physical side channels such as those mentioned above.
The model assumes the offensive role and focuses on how
attackers gather data and potentially exploit vulnerabilities.

3 Analysis: Constant Time Models Compared

The evolution of constant time models highlights the struggle
between theoretical security guarantees and practical imple-
mentation constraints. Each model makes different trade-offs,
and history has shown that deviations from the most conser-
vative approach consistently introduce vulnerabilities. Table 1
systematizes these features, guarantees, constraints, trade-offs,
deviations, and risks. This section consists of a discussion
centered around the contents of Table 1.

3.1 Model-Specific Analysis

Program Counter. This model assumes that instruction tim-
ing is predictable and data-independent. While largely suit-
able for simple embedded systems without caches, the model
immediately fails when applied to large classes of modern
processors. Three seminal attacks invalidated this model: (i)
the AES data cache attack by Osvik et al. [42], demonstrating
that data cache attacks could reveal the complete granular
memory access pattern to S-boxes through timing analysis;
(ii) the RSA data cache attack by Percival [44], a practical
attack on HyperThreading architectures leading to complete
private key recovery via highly granular L1 data cache tim-
ing data; (iii) the AES data cache attack by Bernstein [11], a
purely statistical attack focusing on threat models involving
remote attackers with only coarse timing data. The fundamen-
tal flaw in the model was defining table lookups with secret
indices as safe, an assumption that fails when applied to the
vast majority of COTS processors today that typically feature
several layers of cache memory. The model’s validation ap-
proach of analyzing PC sequences indeed allows verification
that no secret-dependent branches occur, yet fails to capture
the threat of secret-dependent data access.

Traditional. The main focus of the traditional constant time
model is on the source code itself. The model considers only a
single seemingly simple requirement: all addresses are public,
the consequence being that all code must ensure no branch-
ing on secrets and no data access using secret indices. These
features are typically accomplished with a combination of
side channel friendly algorithm selection and (now) well-
understood constant time programming paradigms. Regard-
less of its theoretical soundness, the traditional model faces
many practical challenges.

First, compiler optimizations can silently counteract con-
stant time programming patterns. Work by Kaufmann et al.

[29] demonstrated how constant time source code for
Curve25519 became variable time after compilation. These
implementations contain several multiplications with pub-
lic curve-related constants, and Microsoft’s MSVC 2015
toolchain expanded one such multiplication by a 32-bit con-
stant inside a subroutine using a branch on the sign of the
second operand, since the upper 32 bits of said constant are
known to be zero a priori. The authors outline a method
for complete private key recovery leveraging this leak, using
modest computation power.

Second, certain instructions have input-dependent timing.
An excellent example is early-termination multipliers on
ARM processors [22]. Multiplication unit designs in older
32-bit ARM chips leveraged smaller parallel multipliers that
would exit early when encountering leading zero bytes in one
of the operands. This meant the latency of a multiplication in-
struction would vary between 2–5 clock cycles, depending on
the number of leading zero bytes. A more recent example is
the KyberSlash attack [15]. Many Kyber implementations fea-
ture an integer division by a small public constant, and expect
the compiler to either replace that with a multiplication by a
constant or a small number of integer shifts and integer addi-
tions. Yet some compilers with appropriate optimization flags
would faithfully emit an integer division instruction, which
is notoriously variable time on Intel architectures. Kyber-
Slash was both timely and impactful, discovered around the
time of NIST standardization and applying to a large portion
of software implementations, including the reference imple-
mentation by the Kyber authors themselves. It continues to
resurface, e.g., CVE-2026-22705 in RustCrypto’s ML-DSA
implementation.

In summary, despite its age, the traditional constant time
model has stood the test of time and proves to be the de facto
standard for secure implementations.

Intel Scatter-Gather. Intel’s constant time model attempts to
balance security and performance. It is conceptually similar to
the traditional constant time model, yet allows data flow from
secrets to addresses at cache line granularity [20]. Put another
way, in the traditional model where all addresses are public, in
the Intel model all addresses sans the least significant log2(δ)
bits are public (where δ is the number of bytes in a cache line).
This relaxation was based on the assumption that accesses
within the same cache line would have fixed timing. At least
three works demonstrate concrete failure of the Intel model.

First, Bernstein and Schwabe [13] presented empirical data
that showed data-dependent timing variations by artificially
inducing cache bank conflicts. While the experiment in ques-
tion targeted strawman code and not actual cryptography code,
the fundamental microarchitectural effect was clear from the
empirical data.

The CacheBleed attack built on that proof-of-concept soon
thereafter [59]. The code targeted by CacheBleed was in fact
a contribution from Intel as a countermeasure in OpenSSL
to the attack by Percival [44]. This scatter-gather code used

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-22705


Table 1: Constant time models compared across rules, scope, validation, and documented failures. Every relaxation of the
traditional model has eventually been exploited.

Model Year Memory Access Rules Control Flow Rules Protocol-Layer Scope Validation Approach Why it Failed
Program Counter 2004–2005 Allows data flow from secrets to load ad-

dresses
No data flow from secrets to branch con-
ditions

Crypto primitives only Differential analysis of
PC sequences

Data cache timing attacks

Traditional CT 2004–2006 No data flow from secrets to load ad-
dresses

No data flow from secrets to branch con-
ditions

Crypto primitives only Static code analysis Compiler optimizations,
variable-time instructions

Intel Scatter-Gather 2005 Allows data flow from secrets to load ad-
dresses (within cache lines)

No data flow from secrets to branch con-
ditions

Crypto primitives only Microarchitectural as-
sumptions

Cache bank conflicts
(CacheBleed)

OpenSSL 2019 Context-dependent restrictions Context-dependent restrictions Protocol aware Threat modeling, em-
pirical data

Limited threat model
scope

BoringSSL 2025 Allows data flow from secrets to load ad-
dresses (variable-length inputs)

Allows data flow from secrets to branch
conditions (variable-length inputs)

Crypto primitives only Static code analysis,
formal methods

This work

secret-dependent table lookups within cache lines during mod-
ular exponentiation, which the CacheBleed attack exploited
due to timing variations caused by cache bank conflicts. The
authors were able to recover an RSA private key using a
modest number of signature queries.

Lastly, even secret-dependent control flow within a
cache line is not a secure strategy. The PortSmash attack
(CVE-2018-5407) exploited port contention in Simultaneous
Multithreading (SMT) architectures (such as Intel’s Hyper-
Threading) to leak control flow [5]. One of the experiments
the authors conducted targets code with multiple branches
within a single cache line, and PortSmash is still able to dis-
tinguish between the branch targets [5, Sec. 4].

In summary, cache bank conflicts prophetically invalidated
Intel’s constant time model for data, and port contention ac-
complished the same for code. The Intel model nevertheless
serves as an exemplary case study of why deviating from the
traditional constant time model carries significant risk.

OpenSSL. OpenSSL’s pragmatic, data-driven approach fo-
cuses on attacker capabilities and empirical data rather than
source code analysis. Hardware-based side channels and any
attack requiring co-location (e.g., most microarchitecture at-
tacks) are out of scope. With these restrictions, OpenSSL is
hoping to exclude local attackers from their model, yet retain
remote attackers. This model fails in predictable ways (e.g.,
the vast majority of cache attacks), yet also fails in surprising
ways, discussed below.

Weiser et al. [56] discovered several vulnerabilities in mul-
tiprecision integer arithmetic libraries used by cryptography
libraries. Their “V8” vulnerability applied to a division func-
tion as part of the extended Euclidean algorithm, their main
application being to DSA signing. The leak was due to data
structure resizing, and was limited to a single top-most bit of
the secret. Their “V9” vulnerability is in the same algorithm,
a conditional negation that leaks the top-most bit of a secret
inverse. These vulnerabilities are outside the scope of the
OpenSSL security policy because (i) they are unlikely to be
observable remotely; and (ii) it is unclear from the theory per-
spective how a remote attacker can effectively utilize such a
small leak. Hence, while the vulnerabilities are certainly valid
from the academic perspective, OpenSSL’s security policy
discards them.

A second example is the obscure key formats studied by
Pereida García et al. [46]. The code loading these keys ne-
glected to configure the private keys to ensure constant time
code paths within the library, which led to a single trace pri-
vate key recovery attack with local L1 data cache timings.
While that is clearly outside OpenSSL’s model, the same leak
revealed information about the top set bit of the private key,
potentially measurable in remote scenarios. Yet it is again
unclear from the theory perspective how a remote attacker
can effectively utilize such a small leak on fixed bits. Hence,
while this vulnerability is certainly valid from the academic
perspective, it is out of scope for OpenSSL’s security policy.

A third example is the LadderLeak attack by Aranha et al.
[8], capable of recovering ECDSA private keys with less
than one bit of nonce leakage per signature, but requiring
local cache timings to detect branch targets. Coupled with the
large data requirement of the attack (needing approximately
233 signatures for key recovery), LadderLeak falls outside
OpenSSL’s security policy, requiring local access and sig-
nificant data, time, and resources. Yet again, this attack is
certainly valid from the academic perspective.

A final and recent example is the SLasH-DSA attack by
Boy et al. [19], a fault attack on hash-based PQC as imple-
mented in OpenSSL 3.5. The authors utilize the RowHammer
technique [31] to induce memory read faults while query-
ing digital signatures. Hardware faults are indeed explic-
itly excluded in OpenSSL’s security policy, and furthermore
RowHammer requires local access. Yet again, this attack is
certainly valid from the academic perspective.

An interesting model-related case study is the OpenSSL
vulnerability linked to CVE-2025-27587, which led to con-
flict between OpenSSL and the wider security commu-
nity. The vulnerability leaks part of the ECDSA nonce in
OpenSSL’s implementation on PowerPC architectures, yet
the timing distributions are highly overlapping and it remains
unclear how to separate them. Furthermore, the experiment
data is with local timings, while remote timings exacerbate the
situation from the attacker perspective, increasing the statisti-
cal overlap. OpenSSL typically manages its own CVEs, but
in this case MITRE chose to issue its own against OpenSSL,
who disputed the vulnerability because it fell outside their
written security policy, for similar reasons as the LadderLeak
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attack.
In summary, OpenSSL’s model has the best and worst of

both worlds. On one hand, it flippantly excludes large classes
of attacks that the security community historically recognizes
as valid, i.e., requiring co-location and local execution. On the
other hand, their data-driven approach potentially scopes in
threats that are typically not captured in other models, where
“crypto in a vacuum” is the norm, source code analysis stops
at the low-level crypto, and vulnerabilities in callers to the
crypto are another layer’s problem, even if attackers care little
about such semantics. We elaborate in the next subsection.

BoringSSL. We defer this discussion to the end of the paper.

3.2 Constant Time Models: Gaps

Following the previous analysis surrounding Table 1, in this
subsection we expand the discussion to consider areas where
the models may not perform as expected. These issues are
pervasive, and represent a security concern for all of the mod-
els.

Protocol-layer leakage. A critical limitation of most constant
time models is their focus on cryptographic primitives and
low-level arithmetic in isolation, ignoring how these prim-
itives behave when integrated into protocols. This gap has
led to numerous attacks that bypass even high-assurance and
high-security cryptography implementations by exploiting
protocol-level leaks. While we expand later in Section 4, here
are a few seminal works that highlight this gap.

The Million Message Attack (MMA) by Bleichenbacher
[17] demonstrated that implementing RSA PKCS#1 v1.5
(RFC 2313 [27], 1998) carries significant security risk. Im-
plementations tend to leak whether decryptions produce valid
padding or not, either directly through error messages or in-
directly through timing. These leaks enable adaptive chosen
ciphertext attacks to decrypt without the private key. Manger
[39] subsequently showed that RSA-OAEP and PKCS#1 v2.0
(RFC 2437 [28], 1998), designed to resist MMA, remained
vulnerable to similar oracle attacks through timing leaks in
their more complex padding validation.

On the symmetric side, Vaudenay [54] targeted implemen-
tations of CBC mode for block ciphers with PKCS#7 padding,
where timing differences in padding validation expose the
plaintext. While Vaudenay described several different oracles,
the general area of padding oracles emerged only later, en-
compassing both the attacks by Bleichenbacher and Vaudenay
under the general umbrella that validating padding applied
to plaintext is a dubious security practice. The work extends
naturally to hardware implementations [10].

These seminal results reveal a fundamental class of vulnera-
bilities: protocols requiring conditional processing of padding
or error conditions create timing channels that propagate be-
yond the cryptographic primitive layer.

Empirical validation. Consulting the rightmost column of

Table 1, the failures across all models highlight the critical
importance of empirical validation, both through direct mea-
surement of execution latency on target hardware and through
analysis of compiled binaries. Even when source code fol-
lows constant-time programming practices, the underlying
hardware may still exhibit input-dependent timing variations,
and mainstream compilers actively undermine constant time
guarantees.

The tool dudect [49] takes a purely empirical approach,
which utilizes classical leakage detection methods. It exe-
cutes the target function with two classes of input data, col-
lects cycle-accurate timings, and applies statistical tests to
determine whether the resulting distributions are distinguish-
able. Because this approach requires no hardware model and
no source code annotations, any timing variation observable
on the target platform can in principle be detected, provided
the effect is large enough relative to measurement noise. How-
ever, the tool cannot pinpoint the source of a detected leak,
and subtle violations may require millions of measurements
to reach statistical significance.

Constant time violations can originate in the toolchain
rather than the hardware. The Clangover vulnerability
(CVE-2024-37880, Antoon Purnal) in the ML-KEM refer-
ence implementation demonstrates a case where the source
code used a constant-time conditional assignment, but modern
Clang compiled it into a conditional branch on secret data [9].
The vulnerability is particularly stealthy because source-level
analysis tools correctly report the code as constant-time, since
the violation exists only in the compiled binary. LLVM re-
cently implemented support for source code annotations that
preserve select constant-time properties through optimization
passes3, demonstrating that compiler designers are aware of
the issue, yet the narrow scope and opt-in nature make this
approach inherently fragile. Arranz-Olmos et al. [9] further
showed that popular decompilers compound the problem by
performing optimizations that eliminate constant time vio-
lations during analysis, causing decompile-then-analyze ap-
proaches to miss vulnerabilities that exist in deployed binaries.
In summary, this is a challenging compiler security gap since
developers write correct constant-time code, but the toolchain
silently transforms it into vulnerable binaries, and standard
analysis techniques fail to detect the resulting violations.

To approach this challenge, TIMECOP uses Valgrind’s
Memcheck infrastructure to detect potential constant-time vi-
olations through dynamic binary analysis. It marks secret data
as uninitialized via Valgrind client requests, causing Mem-
check to flag any secret-dependent branch conditions or mem-
ory accesses encountered during execution. Because this anal-
ysis operates on compiled binaries, it can detect violations
introduced by compiler optimizations that are not visible at
the source level. TIMECOP originated as prototype patches

3https://blog.trailofbits.com/2025/12/02/introducing-
constant-time-support-for-llvm-to-protect-cryptographic-
code/
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to the SUPERCOP benchmarking framework, with a leakage
model limited to branching and memory accesses. From the
other direction, patches to Valgrind added support for detect-
ing potential variable-time instructions operating on secret
data. Finally, the KyberSlash work [15] combines both ap-
proaches to allow the analysis to scale by scoping in more
ISAs, extending the list of potentially vulnerable instructions,
and enabling tests across a wide spectrum of implementations
and architectures.

In summary, the two approaches complement one another,
with dudect analyzing end-to-end timing behavior on real
hardware, while binary analysis tools like TIMECOP pinpoint
the location of the leak.

4 An Offensive Security Methodology

Most of the constant time models in Section 3 stop at the
crypto layer, yet the protocols using these primitives often
operate on secret data well beyond that boundary. Specifi-
cations, standards, and protocols are typically written with
correctness and interoperability as primary goals, not con-
stant time execution. They often require operations that create
natural timing channels, such as padding schemes with con-
ditional processing, error handling with different code paths,
and variable-length encodings. No implementation can satisfy
both the specification and constant time requirements, because
the specification itself mandates contradicting behavior.

This section explores those gaps through various case stud-
ies, culminating in an offensive methodology which identifies
standards whose flexibility or complexity creates said conflict,
then tests implementations for any leaks predicted by the anal-
ysis. We organize the case studies by the specification at fault,
not by the models from Table 1. Which constant time model
a given attack violates depends on the threat model, while
the specification does not. Each case below is an instance of
protocol-layer leakage.

4.1 Case Studies

Specifications have been a steady source of timing leaks since
(at least) the seminal attacks discussed in Section 3, with
new instances appearing across protocols and implementa-
tions in the decades since. Standards and specifications play
a significant role in proliferating these vulnerabilities, and
in this section we investigate that relationship through sev-
eral recurring cases (e.g., error handling, padding validation,
key persistence formats, encoding of secrets) where compli-
ant implementations undermine primitive-level constant time
guarantees with system-level violations.

Public key padding oracles. As previously discussed, the
way that PKCS#1 v1.5 (RFC 2313 [27]) specifies the han-
dling of malformed ciphertexts lends itself to vulnerability,
first exploited by Bleichenbacher [17] in 1998. Each fix has

produced a new variant, several of those which we now dis-
cuss.

Jager et al. [26] observed that the XML encryption stan-
dard specified its own error handling requirements for RSA
PKCS#1 v1.5, independently recreating the same class of
oracle in a completely different protocol (CVE-2011-2487).
This is despite the W3C having published the specification in
2002, four years after Bleichenbacher’s original disclosure.

Kupser et al. [35] subsequently automated the attack, find-
ing that several implementations (CVE-2015-0226, etc.) re-
mained vulnerable even after deploying mitigations. The au-
thors circumvent fixes via wrapping techniques that relocate
encrypted elements within the XML document tree to bypass
integrity checks.

The ROBOT attack [18] (CVE-2017-6168, etc.) demon-
strated that even the TLS 1.2 specification’s own countermea-
sure against Bleichenbacher was itself a source of new oracles.
The mitigation requires servers to generate a random premas-
ter secret on padding failure and continue the handshake. The
work highlights that ensuring the success and failure code-
paths are indistinguishable is indeed difficult to achieve in
constant time.

Ronen et al. [50] identified nine distinct attack vari-
ations across the TLS ecosystem, each exploiting differ-
ent leakage sources in implementations with mitigations
(CVE-2018-12404, etc.). Each fix to a specific Bleichen-
bacher variant introduced new, subtly different oracles ex-
ploited by the authors. This shows that when a specification is
fundamentally incompatible with constant time goals, patches
merely shift the leak.

Symmetric key padding oracles. The 2002 padding ora-
cle attack by Vaudenay [54], mentioned in Section 3, is the
symmetric key counterpart. The specification-level root cause
(protocols that require the receiver to act on plaintext prop-
erties before integrity can be verified) has proven equally
persistent, with instances across SSH, XML encryption, and
TLS.

Albrecht et al. [3] analyzed the SSH Binary Packet Pro-
tocol (BPP, RFC 4253 [38]), finding that it encrypts the
packet length field within the first CBC ciphertext block
(CVE-2008-5161, etc.). The receiver must decrypt this block
to see how many additional bytes to read. The specification
makes it impossible to authenticate the MAC before parsing
this field, a parallel to the (legacy) TLS MAC-then-encrypt
ordering. Observing how many bytes the server reads before
responding allows an attacker to infer the decrypted length
field, yielding a practical chosen-ciphertext attack enabled
through the standard.

Jager and Somorovsky [25] showed that the XML encryp-
tion specification’s use of CBC mode created a similar oracle,
exploiting the server’s error handling when decrypted plain-
text contained malformed character encodings. This vulner-
ability (CVE-2011-1096) originated from the XML parsing
layer rather than cryptographic padding validation.

https://tools.ietf.org/html/rfc2313
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Previously mentioned in the public key context, Jager et al.
[26] further showed that XML encryption combines the two
oracles on the symmetric key and public key sides. CBC
malleability allowed an attacker to test candidate RSA session
keys by observing whether the resulting symmetric decryption
produced valid plaintext, enabling Bleichenbacher attacks
without relying on error messages or timing from the RSA
layer itself.

The Lucky Thirteen attack [6] (CVE-2013-0169) extended
the CBC work to (pre 1.3) TLS with a timing attack on the
MAC computation itself. The number of hash iterations de-
pends on the data length after stripping padding (mandated
by the specification), leaking whether a modified ciphertext
contained valid padding through timing. The attack affected
virtually every TLS implementation because the leak origi-
nated in the specification’s ordering of operations, not in any
particular cryptographic primitive. Apecechea et al. [7] subse-
quently showed that cache-based timing attacks could amplify
these differences with local access.

Encoding leakage. Beyond padding validation and error han-
dling, specifications that define key persistence formats are
another source of timing leaks. Encodings such as hex and
base64 (required by any library that loads cryptographic mate-
rial from PEM files or similar formats) typically use a lookup
table indexed by the ASCII value of each input character,
easily leading to secret-dependent memory access, and fur-
thermore entirely outside the constant time cryptographic
primitive boundary.

Sieck et al. [51] demonstrated this concretely, showing that
base64 decoding in OpenSSL, mbedTLS (CVE-2021-24119),
Botan (CVE-2021-24115), Mozilla NSS, and GNU Nettle
used secret-dependent memory accesses when loading RSA
private keys from PEM files. Observing a single PEM key
loading event allowed partial recovery of RSA private key ma-
terial, leakage that no amount of constant time arithmetic
in the cryptographic primitive layer can mitigate. Subse-
quent work increased the leakage with finer spatial resolution
through advanced microarchitectural techniques [52].

Notably, BoringSSL had proactively addressed this leak in
2017 before either attack was published, implementing con-
stant time base64 decoding by replacing table lookups with
arithmetic range comparisons. Quoting the commit message:4

“PEM files sometimes carry private keys so, in principle, we’d
probably prefer not to leak the contents when we encode
or decode them.” BoringSSL chose to extend constant time
techniques to key decoding well before any published attack,
acknowledging that decoding can leak secret material and
applying meaningful mitigations beyond the cryptographic
primitive boundary.

Canonicalization leakage. Beyond character-level encoding,
some specifications also mandate canonical representations
for secret values. This might include stripping leading ze-

4https://boringssl.googlesource.com/boringssl/+/536036ab

ros, conditionally prepending sign bytes (e.g., for DER), or
enforcing a particular integer representation. Compliant im-
plementations would then perform variable-length processing
on secret data, potentially leaking the length of the secret
(confidential in many cases).

A good example is the SSH protocol (RFC 4253 [38], dis-
cussed earlier in the separate context of BPP), where the stan-
dard mandates that the Diffie-Hellman shared secret be rep-
resented as an MPINT. This data type is defined in RFC
4251 [37] with the explicit requirement that “unnecessary
leading bytes with the value 0 . . . MUST NOT be included.”
RFC 8731 [2] (which defines Curve25519 and Curve448 key
exchange for SSH) explicitly acknowledges this weakness
in its Security Considerations section: “The way the derived
MPINT binary secret string is encoded before it is hashed
(i.e., adding or removing zero bytes for encoding) raises the
potential for a side-channel attack.”

The Raccoon attack by Merget et al. [40] exploited sim-
ilar canonicalization in (pre 1.3) TLS, where DH(E) ci-
pher suites require stripping leading zeros from the pre-
master secret before key derivation. The attack affected sev-
eral security-critical libraries (CVE-2020-1968 in OpenSSL,
CVE-2020-12413 in Mozilla NSS, etc.), not due to shared
code, but because they implemented the same specification.
Subsequent work [4] demonstrated that microarchitectural
timings from local attackers could amplify the leakage, ex-
tending it to CMS and S/MIME contexts. The Raccoon au-
thors confirmed that SSH suffers from the same specification-
level flaw (discussed previously), but could not exploit it due
to SSH’s strict use of fresh keys per session [40, Sec. 8]. Ex-
ploitability depends on the protocol context, even when the
underlying specification-level vulnerability is identical.

4.2 The Offensive Methodology
In each of the previous case studies, the specification requires
an operation on secrets that is inherently difficult to realize in
constant time. Implementations that comply for interoperabil-
ity leak in ways that no amount of constant time arithmetic or
programming paradigms in the cryptographic primitive layer
can prevent. We now distill this into a methodology.
Step 1: Identify specs with problematic operations. Locate
operations a specification requires on secret data that conflict
with constant time goals. For example, padding schemes with
conditional processing (PKCS#1 v1.5), error conditions that
mandate distinguishable responses (CBC), variable-length en-
codings (ASN.1, DER, PEM), canonicalization of keys (byte
stripping), etc.
Step 2: Analyze implementation strategies. Investigate how
systems handle these problematic operations. For example,
they might knowingly tolerate the leak, deploy countermea-
sures that might expose corner cases, or compromise on com-
patibility to achieve better timing attack resistance. Imple-
mentation strategies may also vary across architectures and
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compiler toolchains, so the same code can exhibit different
leakage characteristics depending on the target platform.
Step 3: Confirm the analysis. Run experiments against these
implementations to confirm or refute the predicted leak. The
systematization in Section 3 suggests that multiple analysis
techniques apply in tandem. The scope, validation, and failure
considerations in Table 1 highlight static methods, dynamic
analysis, and targeted timing measurements as examples of
analytical methods. Casting a wide net allows leveraging a
fuller spectrum of evidence, from more formal techniques all
the way through empirical timings.

In summary, different implementations of the same speci-
fication tend to leak in similar ways, not because they share
code, but because they share the specification. Diverse analy-
sis methods complement one another, and our methodology is
sound largely due to inheriting more of the strengths of these
methods and less of the inherent limitations. We validate our
methodology in the remainder of this paper.

5 Analysis: Private Key Loading

Applying said methodology, this case study examines how a
seemingly minor specification detail, the encoding of ellip-
tic curve private keys, creates systematic timing leaks across
implementations. By tracing the evolution from early stan-
dards through modern implementations, we demonstrate how
specification-level decisions made decades ago continue to
create meaningful timing leaks today.

5.1 Elliptic Curve Cryptography Standards
The encoding of elliptic curve private keys dates to the Stan-
dards for Efficient Cryptography Group’s specification SEC 1
[1], published in 2000, which defined the ECPrivateKey syn-
tax with the private key encoded as a fixed-length octet string
derived from the Integer-to-Octet-String-Primitive (I2OSP).
RFC 5915 [21] later echoed this requirement, specifying that
the privateKey field must be of length ⌈log2(n)/8⌉ bytes,
where n is a public constant (the curve order). For example,
with the NIST standard curves P-256, P-384, and P-521, this
mandates exactly 32 bytes, 48 bytes, and 66 bytes, respec-
tively, regardless of the numeric value of the scalar, and any
private key with a small value must be zero-padded to the
full length. This fixed-length requirement happens to enable
constant-time processing, as decoders can unconditionally
read a publicly known number of bytes and convert them to
an internal BIGNUM representation using fixed-width opera-
tions.

In practice, implementations are not always so rigid. The
privateKey field is a DER-encoded OCTET STRING, but
the value it carries is semantically an integer, and internally
many implementations will convert it to a BIGNUM. DER en-
coding of INTEGER values requires minimal-length represen-
tation, and per X.690 rules, the output must use the smallest

number of octets needed, canonicalization that strips leading
zero bytes. While OCTET STRING and INTEGER are dis-
tinct ASN.1 types with different encoding rules, the boundary
might blur in practice. BIGNUM libraries often strip leading
zeros on import regardless of the source type, in which case
subsequent serialization routines naturally produce minimal-
length output. Ecosystem-wise, the result would be a pop-
ulation of existing keys with private key fields shorter than
the specification mandates, encoding the effective (bit, byte)
length of the private key (secret integer scalar) directly in the
serialized representation. Implementations could choose to
reject these non-conformant keys, yet lessons from padding
oracle attacks tell us this is more difficult to do securely than
it might seem.

Applying the Section 4 methodology, the first step is to con-
firm that the target implementations accept non-conformant
keys at all. We generated P-384 private keys with effective bit
lengths ranging from 128 to 384 in multiples of 8, encoding
each as a truncated (leading-zeros-stripped) octet string within
an otherwise valid ECPrivateKey structure. Both OpenSSL
and BoringSSL accept every such key without error, confirm-
ing that the threat surface exists and justifying deeper analysis
of the loading paths.

In summary, this suggests canonicalization leakage (pre-
viously discussed in Section 4), where a specification de-
fines a fixed-length format, but implementations that tolerate
variable-length inputs potentially introduce vulnerabilities
outside the cryptographic primitive boundary.

5.2 Implementation Analysis

Having confirmed that both implementations accept variable-
length keys, we now examine their respective loading paths
to understand where secret-dependent processing occurs. We
also discuss adversarial scenarios and the high level impact
to security.

OpenSSL. EC private key loading follows the
path d2i_ECPrivateKey → EC_KEY_oct2priv →
ossl_ec_key_simple_oct2priv. Two operations process
the variable-length private key material. First, OpenSSL’s
ASN.1 runtime (d2i_EC_PRIVATEKEY) decodes the DER
structure, populating an ASN1_OCTET_STRING whose
length field reflects the encoded size of the private key.
For a non-conformant key this is shorter than the curve
order, and the parser performs correspondingly less work.
Second, ossl_ec_key_simple_oct2priv passes that
variable-length buffer and its length directly to BN_bin2bn to
construct a BIGNUM holding the private key, which is not a
constant-time function. It processes exactly the number of
bytes present, so the amount of work varies with the encoded
length of the private key.

BoringSSL. BoringSSL’s loading path is architecturally simi-
lar. The function ec_key_parse_private_key handles both

https://tools.ietf.org/html/rfc5915


ASN.1 parsing and key construction in a single routine, us-
ing BoringSSL’s CBS (“crypto byte string”) interface for
DER decoding. As with OpenSSL, two operations process
the variable-length private key material. First, CBS_get_asn1
extracts the OCTET STRING from the DER structure, parsing
a TLV whose length field encodes the size of the private key
material. For a non-conformant key, this length is shorter than
the curve order, and the parser performs correspondingly less
work. Second, the extracted bytes are passed to BN_bin2bn
to construct a BIGNUM holding the private key, which as in
OpenSSL processes exactly the number of bytes present with
no padding to a fixed width. Both leakage points (the ASN.1
length parsing and the BIGNUM conversion) operate on the
actual encoded length rather than the expected (public) curve
order length.

Security implications. Some services amortize the cost of
key loading using daemons that load keys once at startup and
serve from memory. Others load per connection, a good exam-
ple being the classical Unix service dispatcher inetd (“internet
service daemon”) where (typically) each incoming connec-
tion spawns a fresh process that parses its keys before serving
the request. In the latter case, an adversary can force an ar-
bitrary number of key load observations simply by opening
connections.

For this leak, increasing samples does not provide new
information in an unbounded way. The leak reveals fixed
information, the byte length of the encoded scalar, which
is a property of the long-term private key, not the session.
Additional queries only increase confidence. To give a worked
example, probabilistically 1/256 keys will be a single byte
shorter than a full-length key, and in that case it leaks 8 bits
(“the top byte is zero”). So while this leak indeed leads to an
information-theoretic reduction in confidentiality, it cannot
be used to extract a growing fraction of the fixed secret.

The utility of the leak from the adversarial perspective is
also dubious. Continuing the worked example, any cryptana-
lytic attack that benefits from a short fixed scalar can simply
assume one and proceed, without any leak or side channel.
Such an attack succeeds 1/256 of the time. While the leak is
real and any model violations are real, we are not aware of
any exploit, and see little to no practical relevance in the leak.

5.3 Results
We constructed a harness that loads each PEM-encoded key
file into memory once, then repeatedly parses it from an in-
memory buffer. The timed region brackets a single call to
PEM_read_bio_PrivateKey (PEM base64 decoding, DER
parsing, and key object construction), with no disk I/O in the
measurement path. The harness runs on a quad-core Intel i5-
7500T at 2.70GHz with frequency scaling disabled, equipped
with 16GB of DDR and running Debian 12.13 “bookworm.”
This CPU does not feature HyperThreading. It loads each key
1,000 times, each load timed in CPU clock cycles. We linked

Table 2: Statistical comparison of key load timing leakage for
OpenSSL, BoringSSL (unpatched and hedged), NIST curve
P-384. MI and permutation z-scores characterize the channel;
Cohen’s d and Bayesian sample counts characterize the adver-
sary’s decision problem under a 255/256 prior for full-length
keys.

Metric OpenSSL BoringSSL BoringSSL
(stock) (stock) (patched)

MI, 33-class (bits) 0.0031 0.6104 0.0055
MI permutation z-score 249 57,861 434
Cohen’s d, binary 0.098 1.11 0.008
Binary MI (bits) 0.0003 0.037 0.0006
Binary MI z-score 151 19,021 250
Samples to P > 0.5 ≈1,000 ≈10 ≈100,000
Samples to P > 0.999 ≈10,000 ≈50 ≈1,000,000

the same harness against both OpenSSL and BoringSSL, us-
ing a corpus of P-384 keys at 33 distinct bit lengths (128 to
384, multiples of 8) with equal sample counts per class. This
uniform distribution is artificial (a randomly generated P-384
scalar has probability roughly 255/256 of occupying the full
48 bytes), but allows characterizing the timing distribution by
class.

Figure 1 shows the empirical CDFs of loading time grouped
by encoded byte length. The OpenSSL distributions (left)
overlap almost entirely, with no visually discernible sepa-
ration. The BoringSSL distributions (center) separate vis-
ibly, with a staircase structure suggesting leakage at byte
granularity. Table 2 summarizes the statistical comparison
across three complementary metrics. The mutual information
I(bitlength; timing) across all 33 classes measures how much
key-length information a single timing observation reveals.
OpenSSL leaks 0.0031 bits of key-length information per tim-
ing observation; BoringSSL leaks 0.6104 bits, approximately
200× more. To test the null hypothesis and establish a noise
baseline, we shuffled class labels and recomputed MI over
100 rounds; the observed MI for all configurations exceeds
this baseline, confirming the signal is genuine, though the
magnitude differs significantly.

The 33-class MI characterizes the channel, but the adver-
sary’s task is rather to decide if a key is full length or not.
Partitioning into 384-bit keys versus all shorter encodings,
Cohen’s d (where values near zero indicate overlap and values
above one indicate separation) is 0.098 for OpenSSL, mean-
ing the distributions are nearly indistinguishable, and 1.11 for
BoringSSL, meaning the distributions barely overlap. This
interpretation is consistent with the binary MI permutation
z-score (standard deviations above the null hypothesis), which
are 151 for OpenSSL and 19,021 for BoringSSL. All reject
the null hypothesis, but by this metric the BoringSSL leak is
two orders of magnitude stronger than that of OpenSSL.

For a randomly generated P-384 key, the probability of the
scalar having full byte length is 255/256, a somewhat low
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Figure 1: Empirical CDFs of EC private key loading time (P-384) grouped by effective byte length. OpenSSL (left): distributions
overlap almost entirely. BoringSSL unpatched (center): distributions separate visibly, with a staircase structure at byte granularity.
BoringSSL patched (right): with the hedge, distributions overlap, similar to OpenSSL.

probability for observing a truncated key. Nevertheless, this
true a priori probability reflects the adversary’s actual decision
problem. For OpenSSL, the adversary requires approximately
1,000 observations to reach a posterior probability P > 0.5,
and 10,000 for P > 0.999. For BoringSSL, averaging roughly
10 observations yields P > 0.5, and 50 for P > 0.999, two
orders of magnitude less effort than OpenSSL.

5.4 Disclosure, Defense, and Discussion

We shared our findings with the BoringSSL security team5.
The remainder of this section discusses their response, a sim-
ple hedge that we prototyped, and the corresponding empirical
results.

What BoringSSL could’ve done. The leakage in BoringSSL
spans the entire decode stack, where PEM base64 decoding,
DER parsing, and BIGNUM conversion all process variable-
length input proportional to the encoded key size. Achieving
constant-time behavior across these layers would require in-
vasive changes to the serialization infrastructure, which the
implementation currently does not pursue.

As an alternative, we implement a timing hedge internal
to PEM_read_bio_PrivateKey. On each call, it spins up a
second thread and runs the real parse concurrently with that
of a fixed, full-length private key, and returns only after both
complete (post-join). The observed time is therefore domi-
nated by the slower parse, which (in practice) will approach
the time of a full-length parse. We acknowledge this strategy
violates most of the models in Table 1, yet the goal of this
experiment is to raise the cost for adversaries, not to eliminate
all potential leakage.

We then gathered a third dataset from the methodology
in Section 5.3 against this patched BoringSSL version. The

5https://marc.info/?l=oss-security&m=176046647932425

hedged BoringSSL distributions (Figure 1, right) overlap,
visually similar to OpenSSL. Regarding information-theoretic
metrics (Table 2), 33-class MI drops from 0.61 to 0.005 bits
(a 110× reduction, versus 0.003 for OpenSSL), and binary
MI from 0.037 to 0.0006 (versus 0.0003 for OpenSSL). On
the adversary’s decision problem (short versus full) the hedge
improves further. Cohen’s d drops from 1.11 to 0.008, below
OpenSSL’s 0.098, and the adversary now requires roughly
100,000 observations to reach P > 0.5 and 1,000,000 for
P > 0.999, notably four orders of magnitude more effort than
against unpatched BoringSSL and two orders of magnitude
more than even OpenSSL. Permutation testing for the null
hypothesis still detects a signal across all datasets, yet our
patched BoringSSL is harder to target than OpenSSL across
every Bayesian metric.

What BoringSSL did. During disclosure, BoringSSL ac-
knowledged the leak but declined to react with any code
changes. On one hand, rejecting these malformed keys has
unknown consequences since the key landscape is not well
understood, which is a valid concern from an ecosystem and
business perspective. Compounding this, in their view non-
conformant keys fall outside their constant time boundary,
which they subsequently clarified means constant time only
for fixed-width inputs (see the bottom row of Table 1). The
leak therefore falls outside their model by construction, and
for variable-width inputs it follows that any mitigation that
continues to accept malformed keys would also fail to satisfy
the traditional constant time model. On the other hand, our
data in Table 2 offers an adversary-driven perspective on the
vulnerability. Even our simple hedge that clearly still violates
the traditional constant time model increases the adversary’s
cost by four orders of magnitude, and it does so while target-
ing only the OpenSSL model, the weakest of all in Table 1.
Counterintuitively, BoringSSL aims at considerably higher
security in their model, yet the leak is measurably stronger

https://marc.info/?l=oss-security&m=176046647932425


than in OpenSSL, which applies a significantly weaker model.
In 1772, Voltaire wrote6 “le mieux est l’ennemi du bien” or
the best is the enemy of the good. Four orders of magnitude
is a quantitative, objective improvement, and we claim that
practical hedges have a useful place in security hardening,
over arguments about model semantics.

6 Conclusion

This work systematizes the evolution of cryptographic con-
stant time models in security-critical libraries, from early
embedded-era assumptions through modern project-specific
policies. The historical pattern is consistent, showing every re-
laxation of the traditional model has eventually been exploited.
The traditional model’s strength is its simplicity, where all ad-
dresses are public, making fewer assumptions about hardware
behavior than any of the alternatives.

The gap between what constant time models protect and
what specifications assume is a recurring source of vulnerabil-
ities. Padding oracles, encoding leakage, and canonicalization
issues all originate in specifications that mandate operations
on secrets that are difficult or impossible to realize in constant
time. The methodology we distill from these case studies
provides a systematic framework for exploring this gap.

Applying the methodology to EC private key loading il-
lustrates the limits of threat model strength as a proxy for
implementation security. BoringSSL’s constant time model
is explicitly stronger than OpenSSL’s, in that it aims to
protect against local and microarchitectural attackers, while
OpenSSL’s security policy excludes colocation attacks en-
tirely. Yet on this specific leak, our data from the adversarial
perspective demonstrates that OpenSSL is empirically more
resistant.

We close with the following joke posted to rec.humor.funny
by Wolfgang Sohrt in 1989.

An engineer, a physicist and a mathematician have
to build a fence around a flock of sheep, using as
little material as possible.

The engineer forms the flock into a circular shape
and constructs a fence around it.

The physicist builds a fence with an infinite diame-
ter and pulls it together until it fits around the flock.

The mathematician thinks for a while, then builds a
fence around himself and defines himself as being
outside.

A strong threat model on paper means little if the bound-
aries are drawn too narrowly. Specifications exist in the wild,
non-conformant inputs exist in the wild, and attackers do
not respect scope declarations. Empirical measurement, not

6Voltaire, “La Bégueule” (1772)

model coverage, is the final arbiter of whether an implemen-
tation is vulnerable to timing attacks.
Availability. In support of Open Science and to ensure repro-
ducibility, we released7 our tooling from the data procurement
methodology in Section 5.3 as a freely available research arti-
fact for the benefit of the community. The artifact can be used
to reproduce at least Figure 1 (left, center).
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Abstract. Modern data centers increasingly rely on large-scale GPU clusters and
on-site renewable energy resources, resulting in a tightly coupled cyberphysical sys-
tem between computing workloads and power-electronic-dominated grids. In this
paper, we reveal Bit2Watt, a previously unexplored vulnerability in which an adver-
sary manipulates GPU workloads to induce controlled, high-frequency power mod-
ulations that destabilize local power infrastructure and propagate back to disrupt
computing services. Unlike traditional attacks that compromise grid-side devices
or communication channels, Bit2Watt operates entirely within the cyber layer as a
legal tenant, which could amplify fluctuations, harmonic distortion, and damping
degradation, particularly in high-DER-penetration scenarios. This risk is difficult
to detect under routine cloud- and facility-side monitoring because Bit2Watt ex-
ploits legitimate workload execution paths and concentrates much of its distinctive
behavior in high-frequency components that are weakly captured by common teleme-
try. We validate Bit2Watt through impedance-based analysis, power system simula-
tions, and real-world experiments on GPUs and grid-connected PV inverters. Under
the synchronized worst-case aggregation model studied in the paper, manipulating
1,000 GPUs in a 1-MW local power system with 90% DERs raises current THD to
46.8% and results in a damping ratio of -0.27. We further show that the resulting
power-quality degradation can stress data-center power-delivery equipment, trigger
protection mechanisms, and, in extreme simulated cases, induce cascading failures
in transmission-scale systems. In addition, we analyze a plausible Watt2Bit feed-
back path, including denial-of-service risks and covert information exfiltration via
EMI side channels. This work exposes a vulnerability at the intersection of modern
computing and renewable-integrated power systems, highlighting the urgent need for
cross-layer defenses that jointly consider workload scheduling and power electronics.
Keywords: Cyber-physical security · Systemic vulnerability · Electric power net-
works · Computing infrastructure · GPU power modulation

1 Introduction
Modern digital infrastructure is increasingly built upon the deep integration of large-

scale computing systems and electrical power networks. The rapid proliferation of GPU-
accelerated workloadsdriven by artificial intelligence and high-performance computing
(HPC)has dramatically increased both the magnitude and volatility of the power demand
in data centers, which varies at sub-millisecond timescales. In parallel, power networks
worldwide are transforming toward high penetration of inverter-control-based distributed
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2 Bit2Watt

energy resources (DERs), such as photovoltaics (PVs). As a result, modern data cen-
ters and renewable-integrated grids together constitute a networked cyberphysical system,
in which cyber-level workload scheduling directly drives physical-layer actuation through
power-electronic interfaces and fast control loops.

While prior research [SCB22, SMP18, DUW17, NNQAG18, JFK17, ZL25, SZ21] has
independently highlighted the security issues in power systems and computing systems,
existing cyberphysical threat models largely overlook adversaries who do not compromise
sensing, control or communication infrastructure, but instead exploit legitimate cyber-
level control inputs to induce cyberphysical security issues. Modern cloud platforms pow-
ered by data centers allow untrusted but fully legitimate tenants to control thousands of
GPUs through official software, raising a critical question: can purely computational
actions, executed as legitimate workloads, be weaponized to destabilize power
infrastructure? This question motivates our study, as such risks would bypass con-
ventional perimeter defenses by operating entirely within legitimate access privileges and
exploiting the intrinsic cyberphysical coupling of next-generation infrastructures.

Addressing this question is promising yet challenging. First, revealing the principle of
how to induce power fluctuation through GPU tasks is a challenge. Second, it remains
challenging to rigorously analyze how computation-induced power modulations propagate
and interact with the dynamics of power infrastructure. To overcome the challenges, we
first propose two kinds of task-based power modulation methods in the cyber domain
by leveraging the phase-driven power behavior of GPUs and using only legitimate user-
level workloads. We then establish an impedance-based analytical model that captures
the interaction between GPU clusters, utility grid and the frequency-shaped dynamics of
inverter-based DERs in the physical domain.

In this paper, we conduct a systematic risk analysis of these two tightly coupled infras-
tructures, aiming to uncover the risk of how adversaries could induce disruptions to power
infrastructure through the computing infrastructurereferred to as the Bit2Watt risk. We
further highlight that the Bit2Watt risk may potentially give rise to a self-reinforcing
feedback loop, thereby amplifying the overall impact and triggering what we term the
Watt2Bit risk, including denial-of-service (DoS) risks and exfiltration risks. The Bit2Watt
risk exhibits a high degree of covertness, as it operates strictly within authorized workload
execution paths, thereby circumventing contemporary cloud-side monitoring frameworks,
creating a critical security blind spot regarding the cyber-physical ramifications induced
by malicious workload orchestration.

Our results indicate that GPU loads can reach modulation frequencies exceeding 6,000
Hz, compared with only a few hertz observed in conventional household loads such as
air conditioners. Such high-frequency modulations can substantially induce voltage excur-
sions, harmonic distortion, and damping degradation. In particular, within a 1-MW local
power grid comprising 90% DERs, manipulating just 1,000 GPUs results in a total har-
monic distortion (THD) of 46.8%, implying that nearly half of the current is expended on
non-productive work and dissipated as heatapproximately 20% more than under attack-
free conditions. This not only threatens the availability of the computing equipment but
also produces a negative damping ratio of -0.27, introducing an unstable mode into the
system. Once the protections are triggered and computing loads are shed, it can trigger
cascading failures, potentially leading to blackouts exceeding 80% in large-scale power
systems.

1.1 Contributions
First, this paper formalizes Bit2Watt as a new class of workload-driven cyberphysical

threat, where computational processes are leveraged as controllable excitation sources that
can interact with power system dynamics. Unlike prior observations of workload-induced
power variability, the proposed framework characterizes how such fluctuations can be
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systematically structured in frequency and temporal patterns, enabling persistent and
targeted perturbations to power infrastructures. This establishes a previously unexplored
mechanism that links computing workload orchestration with grid-level dynamic responses,
providing a principled foundation for analyzing cyberphysical risks at the interface of
digital computation and physical energy systems.

Second, this paper develops two distinct power modulation techniques: synthetic work-
load modulation attack (SWMA) and LLM training modulation attack (LTMA), leverag-
ing user-level GPU programming capabilities without requiring elevated privileges. SWMA
achieves high-frequency power modulations (up to 6,000 Hz) via persistent CUDA kernels,
while LTMA embeds modulation logic within standard deep learning pipelines, effectively
camouflaging malicious power signatures as legitimate computational noise.

Third, this paper provides a rigorous impedance-based analysis of how GPU power
modulation interacts with inverter-dominated grids. The study quantifies the impact of
high-frequency GPU power modulations on power quality and system damping, offering
a principled approach to understanding system vulnerabilities.

Fourth, this paper extends the impact beyond grid-side disruption by analyzing the
Watt2Bit risk. We show that attack-induced electrical stress can create DoS conditions
through protection trips and workload interruption, and further demonstrate that the
same mechanism may also enable covert information exfiltration via EMI side channels.

Fifth, this paper conducts simulation studies and real-world experiments across both
the cyber computing and physical power layers. Quantitative validations are provided
to illustrate the intrinsic vulnerabilities of GPU workloads and their external impact on
power system stability.

1.2 Related Work
Power characteristics of data centers. Empirical measurements of the instan-

taneous power draw of an 8-GPU NVIDIA H100 HGX node were provided during the
training of models, and it was shown that the power draw of the GPU fluctuated sharply
during different phases [LNC+24]. To meet the growing power demand of modern data
centers, efforts have been made to incorporate more renewable energy sources (RESs) in
the power supply architecture of the data center. To cope with the intermittent nature of
the RES and improve the efficiency of RES utilization, dynamic request dispatching and
task scheduling of the GPUs are proposed for searching for suitable computing nodes and
determining the start and finish time [ZWW11, LWZ+16, Kwo20], while [VGGQ22] used
the reinforcement learning based method. Techno-economic analysis and optimal sizing
methodology were proposed to quantify the trade-off between power dependency and the
financial cost [GBO23].

Interaction between grid operations and data centers. It is found that optimally
placed dispatchable computing loads, for instance, next to wind farms, can facilitate con-
sumption of stranded power and thus enable better scaling to high renewable portfolio
standard (RPS) [KYZC16]. Microsoft, OpenAI and NVIDIA jointly proposed the chal-
lenge arising from the frequency spectrum of the power swings during different GPU tasks
[CWH+25]. They also developed innovative solutions from the perspective of the software,
GPU power smoothing and rack-level energy storage. Another recent study explored the
interplay between AI workload transients and data center power electronics, revealing
that conventional CPU-oriented power architectures may fail to support the rapid load
variations of AI accelerators [LL25]. Conversely, the power quality of the electrical grid
can also affect the normal operation of GPUs in data centers. It was proved that the
fluctuating power supply could influence the performance of the GPUs [NG23].

Cyber and physical attacks on modern power and computing infrastructure.
Cyberphysical attacks on power infrastructure have traditionally targeted central control
systems and edge devices. Prior studies show that power system operations can be dis-
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Figure 1: Instantaneous power draw of a single NVIDIA Volta V100 GPU [SWB+21].

rupted through false data injection and GPS spoofing targeting control and monitoring
layers [MBA+23]. Moreover, frequency disturbances and cascading failures can be induced
via large-scale botnets, including computer botnets [DUW17] and appliance-based botnets
[SCB22, SMP18]. The rapid proliferation of electric vehicles (EVs) further expands the
attack surface, enabling distributed load manipulation attacks that threaten grid stability
[WL23, GKMA22]. In computing systems, attacks primarily target the cyber domain,
with side-channel attacks being a prominent example. In particular, GPUs and heteroge-
neous computing platforms have been shown to leak sensitive information through shared
resources and execution-dependent power signatures [NNQAG18, JFK17, ZL25, SZ21].

In conclusion, existing studies have extensively analyzed GPU power characteristics
and cyber-domain attacks, but largely overlook how workload-induced power variations
can be exploited to impact power grid operation. This missing cross-domain perspective
motivates our work, which reveals a new cyberphysical attack surface arising from the
tight coupling between computing infrastructures and power systems.

2 Background
2.1 Rise of Large Data Centers

Data centers host large-scale CPU and GPU clusters for AI and cloud computing, re-
quiring stable power supply. Their aggregated demand is both substantial and highly
dynamic, making them not only critical loads but also potential sources of stress to the
power grid.

1. Huge electricity demand. Data center deployment has rapidly expanded in
recent years, with major hubs in regions such as Virginia, California, and Texas. Other
spatial distribution in the U.S. is presented in the appendix. Global data center electricity
consumption exceeded 400 TWh in 2024 (about 2% of total demand) and is projected to
double by 2030 [LC25]. In data-center-dense regions like Virginia, this share already
exceeds 25% [KZ24]. At the device level, as shown in Figure 1, during compute-intensive
phases, a single V100 GPU can exhibit a power draw of nearly 170 W, approaching its
hardware thermal design power (TDP). Large facilities may host over 105 GPUs [DPO25],
resulting in total power demand on the order of 20-50 MW, accounting for about one-tenth
of Berlins total peak electrical load in 2024 [Ber25].

2. Drastic power ramps. In contrast to traditional CPU workloads that typically
display smooth and predictable power consumption with lower peak-to-average ratios,
GPUs demonstrate extreme power volatility. During data-loading phases, GPUs may
consume only a fraction of the peak power, whereas during compute-intensive phases, the
power demand can surge dramatically. The transitions between GPU workload stages
often occur within milliseconds, leading to sudden spikes or drops in power demand. As
illustrated in Figure 1, the rate of change of power (RoCoP), ∆P/∆t, is measured at
nearly 1 kW/s for an individual V100 GPU and extrapolates to more than 1000 MW/s
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Figure 2: Typical power supply architecture in modern data centers.

for the aggregate data center load.

2.2 Power Supply Architecture in Data Centers
In recent years, the power supply architecture of data centers has undergone a profound

transformation driven by the increasing integration of DERs. This shift is reflected not
only in design standards such as TIA-942-C, but also in the widespread deployment of
renewable-integrated power architectures in real-world data center projects. For instance,
Meta Platforms has entered into multiple agreements with renewable energy developer
Invenergy to procure approximately 791 MW of solar and wind power for data center
operations. Similar renewable energy integration initiatives have also been undertaken by
NVIDIA and other major technology companies [Reu25, Bee25].

To guarantee high availability and fault tolerance, modern hyperscale data centers uni-
versally employ a redundant power distribution architecture (typically a 2N topology),
where critical IT workloads are sustained by two independent and symmetrical power
feeds. Without loss of generality, Figure 2 presents the single-line diagram of one such
power path since the redundant path shares an identical topological structure. As il-
lustrated, energy from the upstream grid with high DER penetration enters the AC
uninterruptible power supply (UPS) system through voltage transformation and power
conversion. Subsequently, the power is routed through power distribution units (PDUs),
which facilitate circuit protection and granular monitoring, before reaching the GPU cab-
inets. Finally, dedicated switching power supplies (SPSs) execute the terminal conversion
stage to provide regulated DC power to the GPUs.

Within this power architecture, the extensive integration of the DERs, UPS, PDUs
and SPSs marks a transition toward a converter-dominated system governed by sophisti-
cated control strategies. However, this high degree of power electronization and control
complexity inherently introduces significant vulnerabilities, which will be discussed later.

2.3 Modern Power Grid
Modern power grids are increasingly dominated by inverter-based resources (IBRs) such

as PV and energy storage systems. Unlike synchronous generators, their dynamics are
governed by multi-loop cascaded power-electronic control rather than physical inertia,
resulting in more complex system responses. A typical PV inverter adopts a hierarchical
control architecture consisting of three cascaded loops: Phase-Locked Loop (PLL) control,
voltage control, and current control, as illustrated in Figure 5.

The PLL loop provides synchronization by estimating the grid phase angle (θ = θ0 +
ωt) and aligning the inverter with the PCC (point of common coupling) voltage Vpcc.
By transforming three-phase voltages from the abc frame to the rotating dq frame, AC
tracking is converted into a DC regulation problem. The resulting vd and vq correspond
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Figure 3: Overview of the Bit2Watt risk. It has a four-stage cycle. It begins with the
malicious workload design, i.e., malicious Bit. After the malicious Bit is deployed on
the cloud platform, it induces high RoCoP and disrupts the local power grid. Power
distortions in turn interrupt the computing devices via overheating and triggering the
shedding protection, forming Watt2Bit. Finally, a vicious circle is established.

to active and reactive voltage components. Due to the trigonometric transformations, the
PLL exhibits inherent nonlinearity.

The outer DC-bus voltage control loop maintains the energy balance between the input
power from the PV source and the output AC power. The controller operates as an outer
control loop that regulates the DC bus voltage by adjusting the active power exchanged
with the grid. Based on the measured DC-bus voltage deviation from its reference value,
the controller generates an active current reference for the inner current control loop.

The current control loop is the innermost and fastest layer of a grid-connected DER
inverter, directly governing how the inverter injects current into the grid. It ensures that
the inverter output current follows the reference commands generated by the outer control
loops, thereby stabilizing the invertergrid interaction.

3 Threat Model

We consider a legitimate but malicious tenant operating GPU workloads in a shared
computing environment (e.g., a data center connected to a DER-rich grid). The attacker
requires no privileged access and instead exploits standard workload-level controls (e.g.,
scheduling and GPU utilization) to modulate computational intensity over time.

By coordinating high-power workloads and their startstop timing, the attacker can
induce fast and repetitive power variations at the facility level. This capability can be
amplified with access to a large number of GPUs (e.g., enterprise-scale accounts).

The attackers objective is to inject high-frequency power fluctuations into the data
centers electrical interface. These disturbances propagate through power-electronic con-
verters and interact with DER control loops, potentially degrading voltage/current regu-
lations and introducing harmonics. Such effects may further feed back to the computing
infrastructure (Watt2Bit), forming a closed-loop cyberphysical risk.

4 Understanding the Bit2Watt Risk

4.1 Overview

Figure 3 illustrates the four-stage execution cycle of the Bit2Watt vulnerability, reveal-
ing a closed-loop cyber-physical risk between computing workloads and power infrastruc-
ture. To understand the Bit2Watt risk, we first elaborate on: 1) how to induce power
fluctuation through GPU tasks and 2) how the power fluctuation affects the power infras-
tructure, and we validate these principles with simulations and real-world experiments.
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4.2 How to induce power fluctuation through GPU tasks?
4.2.1 Principle and Design

The instantaneous GPU power draw is tightly coupled with the computational workload
running on streaming multiprocessors (SMs), tensor cores, memory controllers, and the
associated on-chip clock generators. When computational intensity increases, the GPU
automatically raises frequency and current to deliver higher performance, resulting in a
rapid increase in dynamic power consumption. Conversely, when workload demand drops,
the GPU transitions toward energy-saving states.

This behavior provides a software-accessible mechanism for power modulation without
requiring privileged access. By controlling GPU workloads, an attacker can induce os-
cillations between high- and low-power phases. In this subsection, we design two attack
methods based solely on user-level GPU programming capabilities.

1. Synthetic Workload Modulation Attack (SWMA). The attacker uploads a
purpose-built CUDA program consisting of two internal execution modes: 1) active mode,
which executes high-intensity tensor-core or FP32 FMA loops with large global-memory
access, saturating SM occupancy and maximizing power consumption; 2) passive mode,
in which the kernel performs negligible computation and quickly enters an idle state.

The implementation of SWMA relies on a GPU kernel and a CPU controller. The GPU
kernel features two internal execution modes, while the CPU controller communicates with
the kernel via a unified-memory control flag allocated using cudaMallocManaged, enabling
real-time modulation of the kernel’s execution mode. Once the kernel is launched, it
enters a continuous polling loop in which each thread block monitors the control flag
and instantly transitions to the corresponding execution mode upon detecting a change.
Meanwhile, a CPU-side controller periodically updates the flag according to a predefined
switching schedule. The controller itself runs entirely in user space and therefore requires
no privileged access to GPU hardware or system firmware.

2. LLM Training Modulation Attack (LTMA). This approach exploits the in-
trinsic compute variability within Large Language Model (LLM) training to induce power
modulations without designing an additional synthetic workload. Instead of launching a
GPU kernel, the adversary embeds modulation logic directly into the training pipeline of
an LLM. Modern distributed training frameworks (e.g., PyTorch, DeepSpeed, Megatron-
LM) execute complex sequences of compute-heavy primitivessuch as tensor-core GEMM
kernels, fused attention kernels, and backpropagation primitiveswhose instantaneous in-
tensity and invocation patterns strongly influence GPU power draw.

In this design, the training script functions as the modulation controller. The control is
achieved by dynamically manipulating hyperparameters or inserting auxiliary operations
at specific time intervals. During the high-load phases, the training script intentionally
increases instantaneous compute demand through legitimate mechanisms. The lowload
phase can be produced through modifications that temporarily lighten the computations
without compromising training correctness.

This attack requires no elevated privileges: cloud tenants ordinarily possess full con-
trol over their training scripts, batch schedules, and dataflow definitions. Therefore, the
modulation is implemented entirely in user-space within the training framework, blend-
ing seamlessly into normal training behavior and leaving no externally visible synthetic
kernels.

Comparison. The SWMA could offer precise control over frequency and duty cycle
through the host-side modulation logic, and support higher-frequency switching. However,
its reliance on a custom CUDA kernel and device-level polling might reduce the conceal-
ment. LTMA operates entirely within standard Python-level training pipelines, making
it far easier to implement and far more difficult for the cloud provider to distinguish from
legitimate training noise. Its control accuracy is inherently constrained by the iteration
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Figure 4: Concatenated results of different power modulation methods on RTX 3090. The
first four attacks are SWMA and the last is a 2000 Hz LTMA.

rate of the training loop.

4.2.2 Feasibility Analysis

Availability. Modern hyperscale cloud platforms, including AWS, Google Cloud, Al-
ibaba Cloud, Huawei Cloud, and Azure, provide tenants with on-demand, elastic access to
powerful HPC infrastructure. This pervasive availability of rentable GPU-accelerated com-
pute has dramatically lowered the barrier for running large-scale AI and data-intensive
workloads. These corporations expose unified SDKs, REST APIs, and CLI tools that
enable tenants to automate job submissions, upload containerized training tasks, and
precisely control startstop timing.

Spatial aggregation. Existing schedulers use topology-aware placement, which strate-
gically maps distributed tasksparticularly large-scale AI trainingto physically adjacent
GPU nodes within the same rack to exploit high-bandwidth interconnects like NVLink
and InfiniBand. This feature inadvertently facilitates the physical aggregation of electrical
demand, thereby avoiding the geographical dispersion of power fluctuations from different
GPUs, which would otherwise dilute their aggregate impact.

Temporal synchronization. Adversaries could utilize user-space busy-waiting loops
on high-resolution timestamps, thereby reducing the non-deterministic scheduling jitter
of the operating system. In HPC or dedicated GPU clusters, this synchronization can
be achieved via Precision Time Protocol (PTP), whereas in public clouds it is typically
provided implicitly by provider-managed clock services. Nevertheless, achieving perfectly
aligned power transitions between high-power and low-power phases across all GPUs is
still a challenge.

Cost. An adversary can readily acquire legitimate access to these resources by obtaining
valid tenant accounts or credentials, operating under the guise of a normal user. The com-
petitive pricing of high-performance GPU rentalranging from $0.39/hour to $2.99/hour
[GPU25c, GPU25b]further lowers the financial threshold for mounting an attack. Al-
though these costs are typically quoted per hour, a synchronized attack often requires an
execution time of only a few minutes to degrade the power quality and stability, signifi-
cantly reducing the actual cost and time commitment for the adversary.

4.2.3 Validation

Experiment setup. The data were captured on modified in-lab workstations running
Docker, equipped with INTEL(R) XEON(R) SILVER 4510 processor and 128 GB of
SK Hynix HMCG78AEBRA107N DDR5 RDIMM memory, configured as eight 16 GB
DIMMs operating at 4400 MT/s. The LTMA is realized through the training process of
GPT-2. Power data are measured using an NI USB-6421 data acquisition system (DAQ)
in conjunction with a LabVIEW-based data acquisition application. The DAQ senses the
current and voltage signals from the GPU-side auxiliary +12 V supply lines.
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Table 1: Power modulation results of representative GPUs

GPU Arch. Year TDP
SWMA LTMA

Freq. Amp. Ctrl. Freq. Amp. Ctrl.
(W) (Hz) (W) (Hz) (W)

RTX 2080 Turing 2018 185 1,500 103 ✓ 1,200 134 ×
RTX 3080 Ampere 2020 320 2,000 157 ✓ 1,800 225 ×
RTX 3090 Ampere 2020 350 5,000 204 ✓ 2,000 265 ×
RTX 4090 Ada Lovelace 2022 450 6,000 248 ✓ 3,000 355 ×
Tesla V100 Volta 2017 250 3,000 124 ✓ 2,000 210 ×
A100 Ampere 2020 250 5,000 135 ✓ 3,000 215 ×

† Arch.: architecture; Freq.: frequency; Amp.: amplitude; Ctrl.: controllability.

Figure 5: Typical power supply system of the local data center with integration of DERs.

Result analysis. Table 1 summarizes the power modulation capability of representa-
tive NVIDIA GPUs across both consumer-grade and data-center architectures. Across all
tested GPUs, SWMA achieves higher modulation frequencies than LTMA, with spectral
components ranging from 1.5 kHz to 6 kHz. This is enabled by fine-grained workload
scheduling and kernel-level execution dynamics. In contrast, LTMA exhibits lower mod-
ulation frequencies (1.23 kHz) but with larger modulation amplitudes. The time-series
power profiles under different modulation strategies are concatenated and illustrated in
Figure 4. Taking the 5,000 Hz SWMA as an example, when the modulation frequency
exceeds this level, the fluctuation amplitude can no longer reach 204 W. This limitation
is attributed to the finite dynamic response of GPU power management and voltage reg-
ulation, which cannot fully track rapid workload transitions.

From a controllability perspective, SWMA allows explicit and precise tuning of the
modulation frequency via workload scheduling, whereas LTMA lacks such direct control.
In LTMA, both frequency and amplitude are implicitly determined by training dynam-
ics (e.g., batch processing, optimizer updates, and synchronization), making them task-
dependent and less predictable.

The observed extreme modulation frequency of up to 6,000 Hz suggests that such loads
have the potential to excite high-frequency resonance modes in DER systems, which are
usually not considered in conventional stability analyses.

4.3 How the power fluctuation affects the power infrastructure?
4.3.1 Fundamental Model

To capture the interaction mechanism, we adopt an impedance-based model using
Thévenin and Norton equivalents for the cascaded power supply system [Sun11]. The
system consists of three components connected at the PCC: the main grid, the converter-
based DERs, and the GPU cluster, as shown in Fig. 5.
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The main grid is represented by a Thévenin equivalent, i.e., an ideal voltage source Vg

with an equivalent impedance Zg. The DER is modeled as a controlled current source with
an output impedance Zder shaped by its internal control loops. The GPU cluster behaves
as a near constant-power load (CPL) at the PCC due to multi-stage power-electronic
regulation [GPU25a]. CPL represents an intrinsic short-term electrical behavior, distinct
from longer-term power fluctuation. Therefore, the GPU cluster is modeled as a workload-
controlled current sink −Ils in parallel with a CPL impedance Zl, where the negative sign
of the controlled current indicates power absorption from the PCC rather than current
injection into the grid.

In the subsequent subsections, we first clarify the mechanism by which GPUs respond to
workload-dependent power demand, where workload-induced power fluctuations are man-
ifested as current fluctuations and interact with the DER and grid impedance. We then
analyze the internal vulnerabilities that make the system sensitive to such fluctuations.
Finally, we explain the potential impacts caused by these fluctuations.

4.3.2 Power Adjustment Mechanism of GPU Clusters

At the board level, the single GPU’s internal voltage regulator module (VRM) maintains
a constant core voltage (Vcore) within its control bandwidth (typically tens of kHz), forcing
the power demand to be supplied primarily through rapid current adjustments. At the
system level, upstream power conditioning stages regulate the intermediate DC bus voltage
by modulating the AC-side current. This energy-balancing mechanism propagates the
GPU’s power variations to the grid interface in the form of current fluctuations.

4.3.3 Internal Vulnerability Analysis

1. The negative incremental resistance of the GPU clusters: The defining
characteristic of the CPL is its negative incremental resistance (NIR), as small changes
in voltage (∆v) result in inverse changes in current (∆i) to maintain constant power
(P = V · I). The impedance of the load Zl in Figure 5 is approximated by a negative
real part: Zl(s) ≈ −V 2

l /Pl. NIR could amplify disturbances through a positive feedback
mechanism. With grid impedance Zg, the PCC voltage is Vpcc = Vg − Ig · Zg. If Vpcc

drops due to the increase of Igpu = Il + Ils, the CPL further increases I to maintain
P , which further decreases the voltage across Zg, worsening the fluctuation, and vice
versa. Meanwhile, the negative resistance could reduce the system damping, potentially
degrading stability margins.

2. Control-induced frequency response of the DER output impedance: Un-
like synchronous generators, DERs have negligible physical inertia, so their voltage and
frequency responses rely mainly on control dynamics. It results in a complex characteristic
frequency response Zder(s) and exhibits resonant behavior, where disturbances at certain
frequencies can be amplified, leading to voltage and current distortions and oscillations.

Although modern systems employ control and protection mechanisms like virtual inertia
emulation and over-current/voltage protection schemes, they are often limited by practical
constraints, such as communication delays, measurement errors, parameter uncertainty,
and insufficient coordination under high DER penetration. High-frequency fluctuations
induced by GPU clusters can exceed their response bandwidth, making these mechanisms
ineffective and exposing system vulnerabilities.

4.3.4 Validation

In this subsection, we validate the above mentioned internal vulnerabilities, respectively.
1. Validation of the CPL and NIR of the GPU clusters: We conduct real-

world voltage and current measurement experiments on a GPU cluster testbed shown
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in Fig. 6(a). Abrupt voltage perturbations are intentionally introduced by adjusting
the transformer, and the corresponding root-mean-square (RMS) voltage and current are
simultaneously measured at the electrical interface of the platform.

Experiment setup. The tested GPU cluster is hosted in a dedicated server room with
standard industrial cooling infrastructure and is powered by a three-phase AC UPS (En-
vicool ER010L). The cluster comprises three GPU racks with approximately 100 GPUs,
including NVIDIA A100, V100, and RTX-series. Power for the entire room is supplied
through the distribution box in Figure 6(a). Therefore, measurements taken at the dis-
tribution box capture the collective electrical behavior of the GPU cluster and serve as
a representative interface for this small-scale deployment. The measuring tools include
the current probe ETA5301M, the voltage probe TR1005B and the oscilloscope RIGOL
MSO8064. Signals are sampled at a rate of 10 MSa/s.

Result analysis. To mitigate incidental effects and improve statistical robustness, we
applied abrupt voltage perturbations in ten independent trials, including five voltage sag
events (approximately 225 V → 195 V) and five voltage swell events (approximately 195
V → 225 V). The normalized statistical I-V and P -V trajectory results are depicted in
Figure 6(b).

As illustrated, the RMS current exhibits an inverse dependence on the RMS voltage,
with measured samples closely distributed around the theoretical CPL reference curve
(I ∝ 1/V ). The power consumption data (green scatter points) remain tightly concen-
trated around the nominal baseline (green reference line). The mean error of the power
measurements is only 0.0151, with a standard deviation of σ = 0.0123. In other words,
voltage steps exceeding 10% induce power variations of merely 1%, providing empirical
evidence of short-term constant-power behavior and NIR characteristics.

The slight dispersion and occasional outliers observed in the data points can be at-
tributed to the composite nature of the data center. In addition to the primary GPU
computational loads, the system inevitably incorporates non-CPL auxiliary components,
such as resistive lighting elements and frequency-controlled cooling fans. These loads
introduce a minor constant-impedance behavior, accounting for the measured variances.
Specifically, points in the shaded dispersion band (±1σ) reflect the inherent power vari-
ability.

2. Validation of the frequency response of the DER output impedance: We
scan the impedance frequency response using the perturbation injection method, by inject-
ing small-amplitude sinusoidal current perturbations at selected frequencies and extracting
the corresponding output voltage components via FFT-based spectral analysis.

Experiment setup. As shown in Figure 7(a), the tested devices include the inverter
(TI C2000 inverter development kit) [Ins14], and a programmable solar panel emula-
tor (TEWERDTPV1000) to emulate its upstream solar panels. We use the SIGLENT
SDG6032X-E signal generator to generate signals from 1 Hz to 10 kHz, use amplifier
HPA-25W-272+ to amplify it to 25 W, and couple the signal into the circuit with the elec-
tromagnetic coupler EM5011. The data are acquired with the current probe ETA5301M,
voltage probe TR1005B and the oscilloscope RIGOL MSO8064.

Result analysis. As shown in Fig. 7(b), the DER output impedance exhibits a
frequency-dependent profile with resonant peaks at specific high frequencies, indicating in-
creased sensitivity to high-frequency perturbations, i.e., “out-of-band” vulnerabilities. As
a result, GPU-induced current fluctuations may amplify harmonic components, leading
to power quality degradation and oscillations.

Fig. 7(b) also illustrates the interaction between the DER and grid impedance. Ac-
cording to the Middlebrook criterion, system stability depends on the ratio between grid
impedance Zg and the equivalent load impedance Zdl = Zl ∥ Zder, with stability main-
tained when

|Tm(jω)| =
∣∣∣∣ Zg(jω)
Zdl(jω)

∣∣∣∣ < 1. (1)
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Figure 6: Validation of the CPL and NIR of the GPU clusters.
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Figure 7: Validation of the frequency response of the DER output impedance.

The phase margin is defined as PM = 180◦ − |∠Tm(jωc)|, where ωc is the crossover fre-
quency that satisfies |Tm| = 1, i.e., |Zg(jωc)| = |Zdl(jωc)|. As DER penetration increases,
the system transitions toward a weak grid, significantly reducing the stability margin
(e.g., from ∼ 60◦ to ∼ 10◦). The negative incremental resistance of GPU clusters further
reduces the remaining margin, exacerbating instability.

4.3.5 Impact Analysis of the External Fluctuation

1. Power quality. The impact on power quality includes voltage excursions and
harmonics. Due to the extremely fast power ramps of GPU clusters, the current at the
PCC must change rapidly to maintain power balance. In regulated systems where voltage
variations are tightly constrained, these fast current transients propagate through the
network impedance Zg and result in noticeable voltage disturbances: ∆V (t) = Zg · ∆I(t).

Beyond voltage excursions, the high-frequency current variations dI/dt induced by GPU
power ramps generate harmonic components that propagate through the network and
degrade power quality. When these components align with resonant frequencies of DER
control loops or grid elements (e.g., LCL filters), they can be significantly amplified.

2. System instability. In practical conditions, there are plenty of nonlinear elements
that cannot be ignored when the system suffers from attacks, such as amplitude limiting,
time delay, dead zone, saturation and complex power electronic switching and control (e.g.,
PLL) in DERs. The high-frequency power modulations from GPU clusters fundamentally
alter the systems nonlinear operating regime. Let the nonlinear system be represented as
ẋ = f(x, µ), where x denotes the system state vector, and µ is the disturbance (in this
case it is the power fluctuation of the GPU clusters).

Typically, it operates around an equilibrium x0, whose stability is determined by the
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Table 2: Electrical parameters of the Simulink model.
Block / stage Value / description

PV array Nseries = 100, Nparallel = 47; per-module Pm = 214.97 W.
PV-side boost filter Input shunt capacitor C = 4.7 mF, ESR = 1 mΩ; boost inductor L = 20 mH,

R = 1 mΩ; output RC branch C = 4.7 mF, ESR = 1 mΩ.
Grid source 400 V, 50 Hz; source resistance = 10−5 Ω; short-circuit level = 100 MVA.
Feeder line Length = 5 km; r = [0.01273, 0.3864] Ω, l = [0.9337, 4.1264] mH, c = [12, 12] nF.
Bridges Ron = 1 mΩ; snubber resistance = 100 kΩ; snubber capacitance = ∞.
UPS output filter Per-phase RL filter with R = 0.05 Ω and L = 2 mH.

Table 3: DER, UPS and SPS control settings in the Simulink model.
Loop / block Value / description

PV DC/DC duty control PI Controller with Kp = 0.001, Ki = 0.01; fs = 5 kHz.
PLL PI regulator Kp = 10, Ki = 5 × 104; q-axis voltage error as the locking signal
PV inverter dq outer loop Voltage PI Controller: Kp = 0.1, Ki = 100; V ∗

P V,d = 285 V, V ∗
P V,q = 0 V.

PV inverter dq inner loop Current PI Controller with Kp = 30, Ki = 200.
UPS rectifier outer loop DC-bus voltage PI Controller with Kp = 5, Ki = 0.001; V ∗

ref = 500 V.
UPS rectifier inner dq loop Current PI Controller with Kp = 1, Ki = 0.1; reference i∗

q = 0.
UPS DC/DC loop DC-bus voltage PI Controller with Kp = 0.002, Ki = 0.05; reference

V ∗
rectiDC = 850 V; fs = 20 kHz.

UPS inverter outer loop Voltage PI Controller with Kp = 0.01, Ki = 12; reference V ∗
Q = 0.

UPS inverter inner loop Current PI Controller with Kp = 1.0, Ki = 120.
SPS rectifier outer loop DC-bus voltage PI Controller with Kp = 0.18, Ki = 6.0; V ∗

ref = 500 V.
SPS rectifier inner loop Current PI Controller with Kp = 1.2, Ki = 20.0; reference i∗

q = 0.

Jacobian matrix J = ∂f
∂x |x0,µ0 . Under the GPU-induced power modulations, the effective

operating point of the system shifts, modifying the Jacobian matrix J(µ) and dominant
eigenvalues λ1,2(µ) = α ± jβ(µ). A critical transition is triggered when µ reaches a
threshold µc satisfying the Hopf bifurcation conditions: α(µc) = 0, β(µc) = ωosc ̸= 0
and dα

dµ |µc > 0. Physically, this reflects the reduction of effective damping due to the
interaction between GPU-induced load dynamics and DER control loops.

4.4 Watt2Bit Risk

The above analysis focuses on the impact of GPU power manipulation on power systems.
A critical yet overlooked question arises: can the induced power disturbances, in turn, affect
the computing domain? The answer is yes and we call it the Watt2Bit risk.

DoS. The cyberphysical interaction does not terminate at the power system boundary,
but forms a closed-loop cyberphysical vulnerability. Due to the nonlinear switching mode
of the power supply in data centers, the mechanisms behind the Watt2Bit can be complex
and various; here we illustrate it via harmonic distortions. High-frequency harmonics
can lead to elevated resistive losses and increased thermal stress within power conversion
stages due to increased RMS current and the frequency-dependent rise in equivalent series
resistance (ESR). This may trigger protection mechanisms (e.g., over-temperature or over-
current), interrupting GPU operation and causing denial of service (DoS). Consequently,
watt-level electrical disturbances propagate into bit-level computational disruptions.

Exfiltration. The attack may also act as an side-channel exfiltration vector. In par-
ticular, an adversary could encode bits by modulating either the attack frequency or the
attack amplitude, thereby inducing distinguishable patterns in the measured power/EMI
traces. A receiver observing these side-channel emissions could then demodulate the cor-
responding spectral or amplitude features to recover the transmitted symbols.
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Figure 8: System topologies used in the simulation.

5 Experiments
We assess the impact of Bit2Watt on local power infrastructure and investigate the

scale at which the GPU power manipulation leads to tangible physical effects. We begin
with simulation-based analysis to characterize the system-level response across different
attack configurations. Guided by the results, we conduct real-world experiments on a
locally deployed power system to corroborate simulation findings and confirm the physical
realizability.

5.1 Simulation Evaluation
GPU load aggregation setup. We adopt the NVIDIA RTX 3090 as the reference

GPU model, and simulate a local power system with an aggregate load of 1 MW, of which
approximately one quarter consists of the victim GPU loads and the remaining three
quarters comprise background loads such as household appliances. This composition is
motivated by electricity consumption patterns in Virginia, which hosts the worlds highest
concentration of data centers [KZ24]. The simulation information can be found in Figure
8, Table 2 and Table 3.

To evaluate the worst-case impact on the grid, the GPU units are aggregated under
a synchronized assumption, where all units operate with identical modulation frequency
and phase. In Simulink, this aggregated behavior is emulated by a controlled current
source driven by a MATLAB Function block, defined as

IGPU(t) = − min
(

PGPU(t)
max(|VSPS|, 80)

, 10
)

A,

where PGPU(t) = 50+200 sin(2πfatt t) kW, and VSPS denotes the local DC voltage used for
scaling the load current. Device-level heterogeneity, phase dispersion, and communication
delays across individual GPU units are not explicitly modeled and thus the reported
results provide a conservative bound on realistic system behavior.

Result analysis. The simulation results in Figures 9(a), 9(b), and 9(c) collectively
demonstrate that coordinated GPU power manipulation can simultaneously induce the
voltage excursion, harmonics, and instability of a local power system, with these effects
being significantly exacerbated by high levels of DER penetration. Taking a 50% DER
penetration level as an example, manipulating only 500, 400, and 900 GPUs is sufficient
to degrade voltage quality, increase current harmonic distortion, and compromise system
stability beyond the thresholds specified by relevant standards [Ass18, Int11].

Figures 9(d) and 9(e) show the current waveforms and harmonic spectra under 50%
DER penetration with 1,000 GPUs manipulated. GPU power modulation induces severe
current distortion, producing a sharp, peaky waveform with a high crest factor that in-
creasingly deviates from the nominal sinusoid as the attack frequency rises. In contrast,
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(a) Voltage excursion

                                  

                                              

                                               

                                               

                                                

                                                

                                                

                                                 

                                                 

                                                 

                          
                

 
 
 
  
 
 
 
  
 
  
 
 
  
 
 

  

  

  

  

  

  

  

  

  

 

  

  

  

  

  

  

  

  

(b) Harmonics (Current THD)

             

                                        

                                         

                                         

                                         

                                          

                                          

                                          

                                          

                                           

                          
                

 
 
 
  
 
 
 
  
 
  
 
 
  
 
 

  

  

  

  

  

  

  

  

  

    

    

 

   

   

   

   

   

   

   

(c) Instability (Damping ratio)

         

             

 
 
  

 
  
 
 
 
  

 
  
 
 
 

    

  

    

 

   

 

   
                                                                                      

(d) Current waveforms under different attacks
                                

              

    

  
  

    

  
  

   

 
 
  

 
  
 
 
 
  

 
 
 
  
 
 
 

                      
                      

(e) Harmonic spectrum under different attacks
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Figure 9: Impact of Bit2Watt risks on a 1-MW local power system. The red lines in (a)
(b) (c) mark the standard-specified thresholds, separating values above and below them.

low-frequency disturbances analogous to air-conditioner loads (blue dotted lines) produce
negligible effects. Physically, the observed pulsating current reflects the GPU clusters
rapid power ramps, which draw short, pulse-like currents during fast load transitions.

In Figure 9(e), a distribution of high-order harmonics is observed and a persistent
cluster of high-frequency components extends across the spectrum, contributing to the
substantial rise in total harmonic distortion (THD). Under a 90% DER penetration level,
the calculated THD reaches an extreme value of 46.80% when 1000 GPUs are manipulated.
Even at a lower penetration of 10%, the THD remains as high as 19.60%, both of which
substantially exceed the 13% guideline recommended by IEC 61000-3-12 [Int11].

More critically, at 90% DER penetration, the damping ratio drops from 0.46 with 200
manipulated GPUs to 0.27 with 1,000 GPUs, marking a transition from a well-damped
to an unstable regime. This instability emerges as the NIR induced by coordinated GPU
power modulation progressively overwhelms the inherent damping of the grid and inverter
controls. A critical threshold appears at approximately 800 manipulated GPUs under
80% DER penetration, beyond which the damping ratio becomes negative and the system
enters an oscillatory regime.

Based on the Simulink results, we further examine area oscillations using the IEEE
118-bus system (Figure 8(b)). Under attacks, the system exhibits oscillatory behavior
driven by GPU-induced power variations. As the damping ratio crosses zero, the response
transitions from stable to oscillatory. As shown in Fig. 9(f), this leads to frequency
bifurcation, where the network splits into two coherent frequency clusters. The resulting
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Figure 10: Results of the hardware experiments.

loss of synchronism indicates transient grid partitioning, which may trigger widespread
protection actions and potentially lead to a black-start condition.

5.2 Real-world Experiments
Experiment setup. We build a local power grid testbed that emulates a small-scale,

inverter-dominated distribution system, as illustrated in Figure 10(a). The system consists
of a power grid simulator that provides a 220 V AC supply, a PV simulator, a grid-
tied PV inverter, an energy storage battery, and a diverse set of electrical loads. These
loads include typical household appliances (e.g., water heaters, bulbs) as well as three
workstations with six GPUs. The total power demand of the testbed is approximately 8
kW, with roughly 40% supplied by the PV units, resulting in a mixed gridDER operating
condition. Electrical measurements are collected and analyzed using a handheld power
quality analyzer (VICTOR 5000M) and KEYSIGHT EXA Signal Analyzer N9010B.

The prototype power supply chain of the workstations consists of GPUSPSPDUUPS
PCC, as shown in Figure 10(b). The setup includes two ThinkStation PX units powered by
dedicated SPS modules (Delta DPS-1850CB A, 1850 W), and one Dell T5820 powered by
an SPS module (Dell H950EF-00, 950 W). These loads are aggregated at the PDU, where
additional equipment is connected to emulate background disturbance loads. The PDU
is implemented using an energy monitoring device (DELIXI DDS606), circuit breakers
(DELIXI HDBE-63), and power strips. An AC UPS (SHANKE C3KS), equipped with
eight 12 V battery cells connected in series, interfaces the system with the PCC.

Ethical Considerations. All experiments were conducted in controlled environments.
No attacks were performed on production systems, and no vulnerabilities in specific com-
mercial products are disclosed.

Result analysis. Figures 10(c), 10(d), and 10(e) compare current waveforms and
harmonic spectra across the cascaded power delivery chain under normal and attack con-
ditions. At all stages, the attack significantly increases the current magnitude. The THD
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Figure 11: Spectral attenuation and reshaping across the power delivery chain.

at the SPS and PDU stages decreases, mainly due to the increased fundamental current
and the low-pass filtering effect of the SPS. However, low-order harmonics (e.g., 3rd and
5th) sharply increase at the UPS stage. This indicates that intermediate stages not only
attenuate high-frequency components but also reshape the disturbance through control
dynamics, ultimately projecting the distortion onto the upstream grid.

5.2.1 Signal Propagation through Intermediate Power Electronics

In this section, we quantify how the attack-induced spectral increment propagates across
intermediate stages. For each stage s and frequency f , we define ∆s(f) := Matk

s (f) −
Mbase

s (f), where Matk
s (f) and Mbase

s (f) denote the spectral magnitudes (in dB) at stage
s under attack and attack-free conditions, respectively. Figure 11(a) shows the stage-
induced variation of this increment, i.e., Γs(f) := ∆s(f) − ∆s−1(f), where s − 1 denotes
the preceding stage. Hence, Γs(f) > 0 indicates that stage s enhances the attack-induced
spectral increment at frequency f , whereas Γs(f) < 0 indicates attenuation.

Figure 11(a) reveals a clear frequency-dependent behavior. The SPS stage introduces
the strongest high-frequency attenuation, indicating that a large portion of the high-
frequency modulation is absorbed locally. This is consistent with the SPS internal struc-
ture, where DC-bus capacitors and local power-conditioning circuits provide strong buffer-
ing and smoothing effects against fast fluctuations. In contrast, low-frequency components
below approximately 300 Hz are mildly enhanced. The PDU stage has a relatively weak
impact, consistent with its largely passive role.

The UPS stage exhibits mixed behavior, with attenuation at high frequencies but en-
hancement in the low-frequency range (200–700 Hz), indicating a reshaping effect. The
complex UPS control system plays a decisive role here. Unlike the unidirectional reg-
ulation and straightforward control logic of an SPS, the UPS utilizes tightly coupled,
cascaded feedback loops to synchronize the input rectifier with the output inverter. As
shown in Figure 11(b), the attack induces pronounced low-frequency oscillations on the
UPS DC bus voltage, increasing the ripple ratio from 0.45% to 2.82%, which exceeds
the suggested limit [ABB15]. This is because rapid GPU power transients disrupt the
nominal constant-power mode of the UPS and force it into current-limiting mode. It
indicates that, although high-frequency components are suppressed upstream, the energy
is converted into UPS DC-bus-level power fluctuations, which in turn distort the input
current waveform.

Overall, the results support an attenuation-and-reshaping mechanism: the attack-induced
spectral increment is selectively suppressed at high frequencies and reshaped at some
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Figure 12: Cascading results in the 9241-bus European transmission network and associ-
ated chaotic effects.

lower-frequency components along the intermediate power electronics.

5.3 Discussions
5.3.1 From Local to Wide-Area Power Infrastructure

We extend the analysis from individual data-center interfaces to a large-scale transmis-
sion network with simulations on a modified 9241-bus European transmission network
representative of modern DER-rich grids [FPCW13]. As shown in Figure 12(a), a local-
ized disturbance (accounting for only 2% of the total system load) triggers a cascade over
13 stages. Both the number of tripped lines and load loss increase sharply in the early
stages, indicating a fast propagation phase, followed by a slower saturation regime. In
total, 1,238 transmission lines are disconnected, leading to severe network fragmentation
and a final load loss of approximately 81%. These results demonstrate that disturbances
originating at localized interfaces, when coupled with protection actions, can propagate
through interconnected networks and result in large-scale cascading failures.

5.3.2 Influence of Noisy Environments and Chaotic Effects

The Bit2Watt attack may be degraded by environmental noise, which affects the syn-
chronization of distributed GPUs, as timing jitter directly determines the efficacy of con-
structive power-wave superposition. We model the asynchronization ∆τi of each victim
GPU as a Gaussian random variable, i.e., ∆τi ∼ N (0, σ2

τ ), capturing the combined effects
of network latency and OS scheduling jitter. Such perturbations reduce the aggregated
attack amplitude due to imperfect phase alignment. For a 2 kHz modulation, when
στ < 50 µs, the reduction in attack amplitude is limited, although the waveform gradu-
ally transitions from a square-like shape to a more sinusoidal profile. When στ = 100 µs,
the attack amplitude decreases by approximately 20%. The corresponding waveforms
are shown in the appendix. The robustness of the attack decreases as the frequency in-
creases. However, this loss in aggregation efficiency caused by asynchronization can be
compensated by increasing the number of victim devices, owing to the scaling effect of
large populations.

Beyond external noise, the power-electronic-dominated system exhibits strong nonlinear
dynamics that may lead to bifurcations and chaotic effects. In such regimes, the system
can appear non-deterministic in practice and become sensitive under certain settings. To
quantify the abruptness of failure propagation, we introduce a cascading progression rate,
defined as the ratio between total load loss and the number of cascading rounds, which
correlates with the temporal evolution of the cascade. Lower abruptness implies a slower
progression, providing operators with more time for mitigation. As shown in Figure
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Figure 13: Frequency as a function of inertia and damping. The frequency values are
color-coded, with cool colors representing low values and hot colors indicating high values.
Black indicates that the grid becomes destabilized under this combination.

12(b), both the total load loss and the propagation abruptness exhibit sharp extrema
when the number of tampered GPUs reaches 300/MW, indicating strong sensitivity to the
initial attack configuration. The cascading process also shows irregular and unpredictable
line disconnections, reflecting chaos-like behavior near the stability boundary. A similar
sensitivity is observed with respect to attack timing, which alters the initial system states
(e.g., voltage magnitudes and phase angles). Under such conditions, the system may
exhibit pseudo-stable behavior, such as bounded oscillations (Fig. 9(f)) that appear stable
but do not converge to an equilibrium. This variability highlights a double-edged effect of
the underlying nonlinear dynamics: near transition boundaries, small perturbations can
trigger disproportionately large instability, while the same complexity limits the attackers
ability to optimize attack strategies based on partial system knowledge.

5.3.3 Influence of System Parameters: Inertia and Damping

Inertia fundamentally governs the systems immediate frequency response by determin-
ing how rapidly frequency deviates following a disturbance, a role that becomes increas-
ingly critical as high DER penetration displaces synchronous generation. Damping dic-
tates the systems ability to attenuate post-disturbance oscillations and restore stable
operation.

To examine their relative influence, we conduct simulations on the IEEE 118-bus system
using 100 different inertiadamping combinations. Figure 13 shows the peak and steady-
state frequency following the attack. Increasing either inertia or damping improves fre-
quency stability. Notably, damping exhibits a stronger stabilizing effect than inertia. As
illustrated in Figure 13(a), the peak frequency deviation decreases more rapidly along
the damping axis than along the inertia axis. This indicates that, under GPU power
manipulations, system stability is more sensitive to damping degradation than to inertia
reduction, highlighting the critical role of damping in inverter-dominated power systems.

5.3.4 Detectability and Stealth Analysis

To evaluate the detectability and stealth under realistic monitoring, we conduct the
quantitative study summarized in Table 4 and Figure 14. Table 4 reviews representa-
tive cloud- and facility-side monitoring interfaces, including NVML, RAPL, Intel Power
Gadget, BMC/IPMI, and rack-level PDU telemetry. These interfaces are primarily de-
signed for operational monitoring and logging rather than adversarial detection, and they
typically expose coarse-grained, temporally averaged statistics instead of high-bandwidth
instantaneous waveforms. Figure 14(a) corroborates this observation empirically: the
Bit2Watt signature is progressively smoothed from GPU-side telemetry to CPU-, server-,
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Table 4: Typical power monitoring tools related to Bit2Watt.

Tool Scope Achieved Sampling
Frequency

Related Data Access
Method

AIDA64 GPU, CPU 10 Hz Power, voltage, current User-level software
NVML GPU 450 Hz Power, utilization, temperature nvidia-smi command
RAPL CPU 1 kHz Cumulative energy powercap/intel-rapl

Intel Power
Gadget 3.6 CPU 10 Hz Package power, frequency,

temperature User-level GUI

BMC Server level 1 kHz Power, voltage, current ipmitool command
PDU Rack level 1 Hz Power, energy, voltage, current User-level GUI
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Figure 14: Detectability and stealth evaluation.

and rack-level monitoring. Since no established detector specifically targets this attack
class, we implement a lightweight logistic-regression baseline and evaluate four settings:
power-only monitoring, power combined with NVML runtime features, power combined
with NVML and CUPTI features, and EMI side channel sensing from the power line and
VRM. As shown in Figure 14(b), coarse cloud/facility-side telemetry provides only lim-
ited detectability, and LTMA is consistently harder to detect than SWMA under the same
detector family. In contrast, dedicated physical-side sensing substantially improves detec-
tion. These results suggest that the mere availability of monitoring data does not directly
translate into reliable detection of Bit2Watt-style attacks; rather, detectability depends
critically on the monitoring layer, temporal granularity, and whether the defender deploys
profiling-aware or physical-layer instrumentation beyond routine operational telemetry.

5.3.5 Watt2Bit Risk

Figure 15(a) presents the normalized cumulative heating under nominal and attack con-
ditions. Under normal operation, the cumulative heating remains close to unity, indicating
that the contribution of higher-order harmonics is limited. In contrast, the attack-induced
spectrum produces a clear and progressively widening deviation, resulting in an increase of
approximately 17.8% when harmonics up to the 50th order are considered, as highlighted
in Figure 15(a). This amplification is not merely a consequence of increased current mag-
nitude, but rather stems from the frequency-dependent growth of the equivalent series
resistance (ESR). At elevated harmonic frequencies, skin and proximity effects signifi-
cantly increase the effective resistance, thereby leading to disproportionate thermal stress
and causing localized overheating, accelerated aging, and degradation of power-electronic
components, including UPSs and PDUs.

Figure 15(b) illustrates the trip-time characteristics of IEC 60255 IDMT protection
relays. The results show that the elevated RMS current induced by GPU power manipula-
tion can readily trigger these protections. For example, under the Standard Inverse curve,



Zhouhao Ji, Kaikai Pan and Wenyuan Xu 21

Maximum	harmonic	order	considered	to	calculate	heating
5 10 15 20 25 30 35 40 45 50

No
rm

al
iz
ed

	c
um

ul
at
iv
e	
he

at
in
g

1

1.05

1.1

1.15

1.2

1.25

1.3
Harmonic	current-induced	heating

+17.8%	heating	at	50th	order

Incremental	heating	induced	by	attacks
Normal	operating	harmonic	condition
Attack-induced	harmonic	condition
Baseline:	Fundamental-current-induced	Joule	heating

(a) Additional thermal stress
1 2 4 8

Current	Ratio	(I	/	Is)

100

101

102

103

Tr
ip
	T
im
e	
(s
ec
on
ds
)

IEC	60255	IDMT	Curves

Standard	Inverse
Very	Inverse
Extremely	Inverse
Long	Time	Standard	Inverse

(b) DoS due to overcurrent

Band-Power	Heatmap	with	Metric	and	Bit	Sequence

Ba
nd

10
80
-1
18
0	
kH

z
60
0-
80
0	
kH

z
M
et
ric

0

0.5

1

1.5

Pr
ed

ic
te
d	
bi
t

0

1
Metric Threshold Predicted	bit

Time	(ms)
0 50 100 150 200 250 300 350 400 450 500Re

al
	b
it

0
1

W
ea

ke
r

St
ro
ng

er

(c) Information exfiltration

Figure 15: Watt2Bit risk analysis.

a current doubling leads to a trip within approximately two seconds. It manifests as DoS
events, abruptly shutting down GPU servers and terminating active workloads. In large-
scale training or inference, even brief interruptions can cause task failures and cascading
restarts, allowing watt-level disturbances to propagate into bit-level service disruptions.

In our exfiltration experiment, binary bits are frequency-shift keying (FSK)-encoded on
the GPU load profile using 2 kHz (“1”) and 200 Hz (“0”) modulation frequencies, with
a 10 ms bit duration. EMI traces captured via a near-field antenna-coupled USRP B210
reveal that while the absolute spectral power lacks discernible regularity, as shown in
the heatmap in Figure 15(c), the relative energy ratio M = Eupper/Elower (Elower: 600–
800 kHz; Eupper: 1080–1180 kHz) remains discriminative. By applying a threshold to
a 10 ms sliding window, our decoder achieves an accuracy exceeding 99%. Figure 15(c)
demonstrates the successful recovery of a 50-bit test sequence, where every transmitted
bit is correctly identified with zero bit errors. It suggests that the power modulation could
potentially serve as a feasible covert channel for clandestine information exfiltration.

5.4 Countermeasures and Mitigation Strategies
Mitigating the proposed Bit2Watt attacks requires coordinated defenses across both

the cyber and physical layers, as the vulnerability arises from their tight coupling. From
the information layer, proactive detection of malicious computational behaviors is essen-
tial. This includes identifying abnormal GPU utilization patterns, synchronized work-
load execution, or anomalous training schedules. Runtime monitoring of power-aware
performance counters, combined with anomaly detection, can provide early warning of
coordinated power modulation attempts. In addition, integrity verification of training
pipelines, model update processes, and job schedulers can reduce the risk of malicious
code or adversarial training logic being embedded into large-scale computing workloads.

At the physical layer, enhancing the robustness of data center power infrastructure
is equally critical. Local energy buffering mechanisms, such as battery energy storage
systems (BESS) and supercapacitors, can effectively absorb fast power fluctuations and
high-frequency harmonic energy induced by GPU power modulations [Gen25]. Properly
sized filtering components and active power conditioning devices can further attenuate
harmonic currents and limit their propagation into upstream networks.

Importantly, these countermeasures should be jointly designed and coordinated across
cyber and physical domains. Isolated defenses at either layer are insufficient to address the
closed-loop nature of the Bit2Watt risk. A cross-layer security paradigm that integrates
computing workload monitoring with power system protection and control is therefore
essential to ensure the resilient operation of future data centers and high-renewable power
grids, which constitutes future work.
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6 Conclusion
This paper exposes Bit2Watt, a cyberphysical vulnerability arising from the tight cou-

pling between GPU workloads and renewable-integrated power systems. Coordinated
manipulation of legitimate GPU tasks can inject structured power fluctuations, exploit-
ing the negative incremental resistance of constant-power loads and the frequency-shaped
impedance of inverter-based DERs. The attack can ultimately degrade power quality, re-
duce system damping, and potentially trigger cascading failures. The attack requires no
compromise of grid or computing components, operating entirely as a legitimate tenant,
and can propagate disturbances back to data centers, causing forced workload interrup-
tions, termed Watt2Bit. These findings underscore a fundamental shift: as power and
computing infrastructures converge, security must be addressed across domains, requir-
ing coordinated defenses that consider workload behavior, power electronics, and grid
dynamics.
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A Landscape of U.S. Data Centers and Power Grid Stress
This appendix provides supplementary evidence for the scale and distribution of data-

center loads discussed in Section 2.1. As shown in Figure 16, data centers in the U.S. are
widely deployed and form dense clusters in several major computing hubs. Table 5 further
shows that data centers already consume a substantial share of state-level electricity in
many regions, reaching 25.6% in Virginia and exceeding 10% in several other states.

Figure 16: Spatial distribution of the data centers in the U.S. [DC25].

These observations indicate that data-center loads are geographically concentrated and
large enough to impose significant demand on local power infrastructure. Meanwhile, GPU
clusters exhibit highly dynamic power consumption with abrupt transitions occurring on
millisecond timescales. When aggregated at scale, these rapid power fluctuations impose
concentrated and non-cyclical stress on local grids. Data centers are no longer passive
consumers; their reliance on high-precision power delivery renders them highly sensitive
to even minor voltage disturbances. As demonstrated by the July 2024 “Byte Blackout”
event in the PJM Dominion zone [WE25], the spatial concentration of data centersoften
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Table 5: Share of U.S. State Electricity Used by Data Centers [KZ24]
Block 1 Block 2 Block 3

State Share State Share State Share
Virginia 25.6% California 3.7% Connecticut 1.0%
Nebraska 11.7% Pennsylvania 3.2% Florida 0.6%
Iowa 11.4% New York 2.8% Idaho 0.6%
Oregon 11.4% Colorado 2.7% Michigan 0.5%
Wyoming 11.3% South Carolina 2.5% South Dakota 0.5%
Nevada 8.7% Kentucky 2.2% New Hampshire 0.2%
Utah 7.7% Massachusetts 2.1% Maryland 0.2%
Arizona 7.4% North Carolina 1.9% Rhode Island 0.2%
Washington 5.7% Oklahoma 1.8% Maine 0.2%
Illinois 5.5% Alabama 1.7% Wisconsin 0.2%
New Jersey 5.4% Ohio 1.6% Indiana 0.2%
Texas 4.6% New Mexico 1.5% Louisiana 0.1%
North Dakota 4.4% Tennessee 1.3% Hawaii 0.1%
Georgia 4.3% Minnesota 1.2% Kansas 0.0%
Montana 3.7% Missouri 1.2%

referred to as “Data Center Alleys”can transform localized transmission faults into re-
gional reliability incidents. Transient events can trigger the near-instantaneous transfer
of gigawatt-scale loads to internal UPS systems, producing abrupt load shedding that
challenges conventional grid balancing mechanisms.

B Waveform Evidence of Power Adjustment Mechanism
of GPU Clusters

This appendix provides supporting evidence for the power adjustment mechanism of
GPU clusters discussed in Section 4.3.2, using measurements collected under normal oper-
ation. Figure 17 shows the board-level DC voltage and current measurements of a single
GPU, while Figure 18 shows the corresponding system-level AC-side waveforms. As can
be seen, the voltage remains relatively regulated at both levels. However, the board-level
DC current shows more pronounced fluctuations and the system-level AC current exhibits
pronounced non-sinusoidal behavior, with a heavily distorted waveform and multiple lo-
cal maxima within each half-cycle. These measurements qualitatively illustrate that the
workload-dependent power variations are primarily realized through changes in the cur-
rent.
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Figure 17: Board-level voltage and single-line current waveforms of an RTX 3090 GPU
during GPT-2 training.
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Figure 18: System-level voltage and current at the distribution cabinet of a GPU cluster.

C Effect of Timing Jitter on Attack Aggregation
Figure 19 provides a visual illustration of the timing-jitter effect discussed in Sec-

tion 5.3.2. It shows the aggregated Bit2Watt power waveform of 1,000 GPUs under a
2 kHz modulation. As στ increases, the imperfect factor progressively smooths the origi-
nally square-like waveform and reduces the aggregate modulation amplitude.
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Abstract—Gimbal-stabilized visual tracking is critical for mod-
ern autonomous systems such as Unmanned Aerial Vehicles
(UAVs). While prior work shows acoustic signals can disturb
gimbal internals, the impact of such attacks on real-world
applications like UAV tracking and following remains under-
explored. Existing demonstrations largely overlook practical
challenges for real-world attacks, such as object-motion un-
certainty and runtime latency. To bridge this gap, we present
Banshee1, the first physically realizable attack that induces
target switching in UAV visual tracking systems by exploiting
acoustic vulnerabilities in gimbal-camera systems. Banshee
generates carefully crafted acoustic waveforms that induce
optimized adversarial gimbal oscillations, causing directionally
biased camera-view drifts that break inter-frame target asso-
ciations. Consequently, the onboard tracker is driven to switch
from the original target to an attacker-selected object with high
probability, with occasional target loss. Banshee achieves a
93.6% success rate in simulation across two commercial gimbal
systems and five trackers. Real-world benchtop and in-flight
black-box attacks against a commercial drone across varied
scenarios show an overall 95.5% attack success rate. Our
results reveal a practical cross-domain vulnerability between
acoustics and vision, highlighting the need for robust designs
of gimbal systems and applications. Our code is available at:
https://github.com/U1ltra/Banshee.

1. Introduction

Gimbal-stabilized visual tracking is a core capability of
modern camera systems, enabling persistent, high-precision
object following in dynamic scenes. As a prominent exam-
ple, commercial Unmanned Aerial Vehicles (UAVs) widely
deploy target following, which typically pairs a multi-axis
gimbal with an onboard camera, combined with object
tracking algorithms running in software, to enable active

*. These authors are corresponding authors.
1. Our attack is named after the banshee, a mythical spirit whose scream

causes or signals harm, reflecting the attack’s acoustic nature.
© 2026 IEEE. Personal use of this material is permitted. Permission

from IEEE must be obtained for all other uses. This is the accepted
version of the paper published in 2026 IEEE Symposium on Security and
Privacy. The final published version is available at IEEE Xplore. DOI:
10.1109/SP63933.2026.00129.
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Figure 1: Illustration of Banshee in UAV target following.
Crafted acoustic signals induce the UAV’s visual tracker to
switch to an incorrect target or lose track.

tracking and following on a selected mobile target [1], [2],
[3], [4], [5], [6]. Gimbal-stabilized visual tracking enables
applications such as autonomous filming, surveillance, and
infrastructure inspection, but also creates a single point of
failure: compromising this pipeline can lead to severe con-
sequences, including flight hazards, loss of vehicle control,
and tracking of false targets [7], [8], [9], [10], [11].

Gimbal systems commonly rely on real-time inertial
measurement unit (IMU) feedback to mechanically stabi-
lize onboard cameras during rapid motion [12], [13]. Prior
research has shown that carefully crafted acoustic patterns,
delivered via speakers, ultrasonic transducers, or even laser
systems, can manipulate IMU readings and, in turn, disrupt
gimbal stabilization [14], [15], [16], [17], [18]. While these
studies establish the feasibility of influencing gimbal motion
at the sensor level, they remain disconnected from real-world
applications such as UAV target tracking and following,
leaving their practical impact uncertain.

To address this gap, we propose Banshee, the first
physical target switch attack against UAV visual tracking
systems via acoustic injection, linking a hardware acoustic
vulnerability with application-level tracking weaknesses to
enable end-to-end system compromise. By injecting acoustic
signals to the UAV, the attack induces gimbal oscillations
with directional bias that accumulates drift along a vulnera-
ble axis. This abnormal motion disrupts motion smoothness
and corrupts the tracker’s association with the true target,
increasing the likelihood of a incorrect tracking output.
Figure 1 illustrates two scenarios. (1) In the target switch
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attack, a UAV performing target following switches from
its original target to an attacker-selected object, enabling
the attacker to potentially steal the UAV from its owner or
transfer tracking onto an unintended target. (2) In the target
loss attack, the UAV loses its tracking target, allowing a
suspect under surveillance to escape.

The attack has two stages. In offline gimbal profiling,
the attacker uses an identical gimbal to learn a black-box
mapping from acoustic signals to induced gimbal motion. In
the online attack, the attacker runs two loops simultaneously.
A surrogate tracking loop that runs a surrogate of the
UAV onboard tracking mimicking the actual UAV tracking
behavior using black-box knowledge. A planning-execution
loop then optimizes a sequence of acoustic signals under
physical and algorithmic constraints, leveraging both the
gimbal acoustic response model and the tracking surrogate.
These signals are then injected through a speaker or piezo-
electric transducers to induce the desired gimbal motion,
probabilistically biasing the tracker away from the true target
toward incorrect associations.

Designing this application-aware acoustic attack raises
several key challenges. First, the attack must achieve an
empirically sufficient alignment between physical acoustic
signals and their induced camera motion, in order to produce
desired adversarial motion that disrupts tracking. Second,
the attack must operate at runtime without prior knowledge
of the UAV behavior, which motivates an adaptive online
strategy that updates the surrogate tracker and signal injec-
tion plan as the scene evolves. Third, the attack must remain
effective under real-world uncertainties, including unknown
future object motion, which we address with optimization
algorithms that tolerate uncertainties. Banshee overcomes
these challenges and achieves high-probability empirical
success in inducing target switch or target loss.

Extensive experiments prove the practicality of the pro-
posed attack. First, offline profiling on built-in gimbals of
two commercial UAV models shows that consistent runtime
directional bias in gimbal motion is feasible. Second, we run
large-scale simulation in Gazebo simulator, which deploys
PX4-Autopilot flight stack, uses the profiled gimbal param-
eters, and tests the attack on five representative trackers and
diverse scenarios. The results show that Banshee overall
corrupts the tracking in 93.6% of trials (including 75.0% tar-
get switch and 18.6% target loss), proving attack effective-
ness and robustness. Finally, real-world experiments further
validate successful black-box target switch on commercial
drones, including a realistic exploit on the built-in object
tracking during flight.2 We summarize our contributions:
• We design Banshee, the first end-to-end attack that uses

acoustic injection to compromise UAV visual tracking,
bridging gimbal-level vulnerabilities to application-level
impacts, and adapts to diverse real-world conditions.

2. We have completed responsible disclosure to the vendor and, at their
request, anonymized the commercial product models. This anonymization
does not affect reproducibility; the vulnerability is not specific to the
vendor’s product and may apply broadly to gimbal mechanisms, and we
provide proof-of-concept simulation environments at GitHub.

Acoustic Attack Consistent
Biasing

Affected
Module Signal Source Evaluation

Platform
Rocking. [16] Firmware Speaker Drone controller

WALNUT [14] Sensor Speaker Toy car
Injected [15] Firmware Speaker Smart phone

Poltergeist [19] Detection Speaker Smart phone
KITE [17] Localization Speaker&Piezo Drone controller
Laser [18] Detection Laser Drone gimbal

Ours Tracking Speaker&Piezo Drone gimbal

Tracking Attack Online
Optimize

Real-world
Robustness

Attack
Vector Impact/Algo.

Fooling [20] Patch Loss/MOT
AttrackZone [21] Projector Loss/SOT
ControlLoc [22] ‡ Patch Loss/MOT

AdvTraj [23] Person Switch/MOT
FlyTrap [24] ‡ Patch Shrink/SOT

Ours Acoustic Switch,Loss/SOT,MOT
‡ Robust patch generation by applying image transformations.

TABLE 1: Comparison with prior acoustic/tracking attacks.

• We propose the first systematic method to empirically
model gimbal motion under acoustic injection. Using
offline profiling and online phase modulation, the attacker
can induce consistent, directionally biased gimbal angular
offsets in real time.

• We extensively evaluate Banshee in high-fidelity sim-
ulation (Gazebo + PX4-Autopilot), with realistic simula-
tion of gimbal vulnerability. We also demonstrate real-
world online attacks on a commercial HighEndDrone.

2. Related Works

UAV visual tracking systems. Visual tracking enables core
UAV functions such as target following, obstacle avoidance,
and aerial monitoring [3], [4], [25], [26], [27]. Tracking al-
gorithms generally fall into single-object tracking (SOT) and
multi-object tracking (MOT). SOT methods, widely used
for target following, include correlation-filter-based [28],
[29] and siamese-network-based approaches [30], [31], both
relying on appearance similarity. More advanced methods
(e.g., transformer-based [32] and online learning-based [33],
[34]) are often too resource-intensive for onboard deploy-
ment. MOT methods, used in aerial surveillance and obstacle
avoidance [4], [27], [35], maintain associations across multi-
ple dynamic objects and largely rely on motion consistency.
Across these systems, a shared assumption is smooth inter-
frame object displacement under benign conditions—an as-
sumption our attack exploits.
Acoustic vulnerabilities of gimbal systems. Gimbal-
stabilized cameras are standard in UAVs for stable video
capture [4], [5], [6], relying on IMU-based feedback con-
trol [12], [13]. Prior work (Table 1) has shown that MEMS
IMUs are vulnerable to acoustic injection [14], [15], [16],
[17], [18], [36]. By exploiting resonant frequencies, attack-
ers can inject false IMU signals, causing the gimbal to com-
pensate for nonexistent motion and shift camera orientation.
While these attacks demonstrate destabilization or sensor
spoofing, they have not been systematically leveraged to
induce target switch on visual tracking systems.
Prior physical attacks on visual tracking. Physical attacks
on visual tracking have been explored but face unique chal-
lenges in UAV settings (Table 1). Adversarial patch–based
attacks [20], [22], [37] can degrade tracking, yet lack online

https://github.com/U1ltra/Banshee
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Figure 2: Overview of Banshee attack.

adaptation [38], [39] Real-time attacks using projectors or
adversarial trajectories [21], [23] struggle with real-world
uncertainty and latency. Acoustic attacks on object detec-
tion [19], [40] do not extend to the more complex tracking
pipeline. FlyTrap [24] disrupts tracking via physical patches
but under a different threat model. To date, no prior work
demonstrates a physically realizable acoustic target switch
attack on UAV visual tracking.

3. Threat Model

System and environment assumptions. In the attack sce-
nario, a UAV performs target following using a gimbal-
stabilized camera, whose video stream is processed by an
onboard visual tracker. The flight controller then commands
the UAV to follow the tracked target. Besides the legiti-
mate target, the scene contains an attacker-controlled object
that can be placed near the target during the attack. For
example, if the UAV is following a pedestrian, an attacker-
guided pedestrian can casually walk nearby (e.g., within a
few meters), creating a normal and inconspicuous scenario.
We consider a setting with no other nearby objects, as
commonly seen in open-space tracking, and leave attacks
in crowded scenes to future work. We denote the originally
tracked object as the true target and the object after
switching as the false target.
Attack goal. The adversary aims to launch an online target
switch attack that achieves persistent target switching from
the true target to the false target. The attack succeeds if the
tracker consistently associates the false target, within the
same semantic category (e.g., pedestrian or vehicle), as the
true target. In different application contexts, the attacker can
achieve two representative outcomes: (1) Takeover: the UAV,
following its legitimate target (e.g., its owner), switches to
an attacker-controlled object, resulting in effective capture;
(2) Escape: the UAV, surveilling an attacker-controlled tar-
get, switches to another object, allowing the attacker to
evade tracking. Both are instances of target switch, and we
therefore do not distinguish them in evaluation.

A secondary goal is the target loss, where the tracker
loses the target entirely, resulting in denial of service. While

target loss often arises when target switch fails, it still has
significant adversarial impact.

Due to real-world uncertainties and limited attacker
knowledge (discussed below), the attack is inherently prob-
abilistic rather than deterministic; nevertheless, it should
achieve a high probability of tracking corruption.

Attacker knowledge and capability. First, we assume the
attacker knows the target gimbal-camera model and can ob-
tain an identical device, which is feasible for commercially
available UAVs. Using this device, the attacker performs
offline gimbal profiling (Section 4.1) to characterize its
acoustic vulnerability and learn an empirical mapping from
acoustic signals to induced gimbal motion, which supports
the online attack (Section 4.2). This mapping guides not
only signal optimization but also attacker object placement,
e.g., aligning with the most vulnerable gimbal axis and
maintaining a moderate distance from the true target. The
attacker also obtains key system parameters, including gim-
bal constraints (e.g., rotation limits and degrees of freedom)
and the camera intrinsic matrix.

Second, we assume the attacker has only black-box
knowledge of the tracking algorithm deployed on the UAV
system. The attacker does not know any implementation de-
tails including the algorithm and parameters, but the attacker
can exploit surrogate models to mount transfer attacks.

Third, the attacker needs a mechanism to deliver acoustic
impact during flight. The most reliable option is attaching a
malicious payload (such as a piezoelectric transducer [17])
to ensure stable acoustic signal injection. Installing a ma-
licious payload requires physical access, for example, an
attacker posing as a maintenance technician could covertly
attach the device during routine UAV servicing.

Finally, the attacker can observe the UAV system, the
true target, and the false target throughout the attack, allow-
ing a sensor system (such as LiDAR, radar, or camera) to
perform real-time 3D object detection on the UAV system
and key objects to be tracked, obtaining location informa-
tion necessary for runtime attack optimization. The attacker
also needs to know the real-time gimbal orientation to
inject biased gimbal motion (Section 4.1) and achieve an
accurate online surrogate of UAV tracking (Section 4.2.3).
To this end, the attacker can install an IMU on the gimbal
(as part of the malicious payload). Note that we do not
assume any access to the UAV system’s camera stream or
internal software data. Our attack predicts the behavior of
the tracking algorithm relying only on the external sensing
and the profiled gimbal system parameters.

Relaxed requirements. Beyond the primary threat model,
we consider a relaxed setting that reduces attacker require-
ments and validate the effectiveness of this threat model
through physical experiments (Section 5.3). To avoid phys-
ical access, the attacker may perform a remote attack via
long-range ultrasonic emitters [19], [41] or laser-induced vi-
brations [18] (see Section 6). The attacker may also estimate
gimbal orientation using vision-based methods [42], [43]
instead of installing a malicious IMU.
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4. Banshee Design

Figure 2 shows the two stages of Banshee: offline
gimbal profiling and online attack.

Offline gimbal profiling requires access to a gimbal
identical to the target. Through controlled acoustic injection
experiments, the attacker infers camera parameters, identi-
fies the most vulnerable gimbal axis, and learns a black-box
mapping from acoustic signals to induced motion (Gimbal
Acoustic Response Model). This stage guides the selection
of attack signals that induce abnormal gimbal motion. De-
tails are in Section 4.1.

Online attack injects crafted acoustic signals into the
target gimbal to induce abnormal motion along a vulner-
able axis and cause tracking errors such as target switch.
It consists of two iterative loops: surrogate tracking and
planning-execution. The surrogate tracking loop maintains a
surrogate tracker that mimics the UAV tracker, updated using
the attacker’s external sensor data and the estimated gimbal
view. The planning-execution loop optimizes a sequence of
acoustic signals under physical and algorithmic constraints,
using the offline profiling results, the surrogate tracker, and
the current 3D scene as inputs. These signals are then trans-
mitted through the attack vector (for example, speakers and
piezoelectric transducers) to gradually redirect the tracking
from the legitimate target to the attacker-selected object.
Details are in Section 4.2.

4.1. Adversarial Acoustic Gimbal Biasing

We design a physical attack that injects selected acoustic
waveforms at runtime to induce biased, abnormal gimbal
motion. Specifically, the acoustic signal excites resonance
and corrupts gyroscope readings, causing the stabilization
controller to apply incorrect compensation. This results in
directionally biased oscillations that accumulate into abnor-
mal gimbal motion.

Formally, by offline measurements on the the gimbal
device, we empirically approximate a mapping from acous-
tic waveform with frequency fin and amplitude Ain to the
gimbal motion response as a three-axis angular velocity ω[t].

Let the acoustic drive be x(t) = Ain sin(2πfint). We learn
a Gimbal Acoustic Response Model M̂ satisfying

ω[t] ≈ M̂
(
Ain, fin, t

)
+ ε[t], (1)

where ε[t] is the residual error. This section presents the the-
oretical background and the offline profiling procedure used
to obtain M̂, detailed in Sections 4.1.2-4.1.3. In addition,
runtime directional biasing must handle uncertainty in the
gyroscope sampling phase, which affects the induced motion
direction; we therefore apply a phase-modulation routine
that estimates and aligns the sampling phase at runtime, as
detailed in Section 4.1.4.

4.1.1. Gimbal Fundamentals: Analog-Digital-Control.
MEMS gyroscopes measure angular velocity via the Coriolis
force on a vibrating proof mass. Suspended by springs,
the mass resonates at its natural frequency fn. In previous
work, it has been established that an external acoustic signal
with frequency f ≈ fn can drive large oscillations even
without actual motion [14], [15], [16]. We use the definitions
standard among works on acoustic injection attacks and
model the response of the proof mass as a driven harmonic
oscillator:

ω(t) = A sin(2πft+ ϕ), (2)

where A is the vibration amplitude and ϕ is the phase of
the signal.

These oscillations are then sampled by an analog-to-
digital converter (ADC). Since the sampling rate fs is
much lower than the resonant frequency, the digitized signal
appears as a lower-frequency alias rather than at f (Figure
3). For an ideal, constant-rate ADC, the sampled signal is

ω[t] = A sin(2πfd
t

fs
+ ϕ), {t ∈ N}. (3)

The digitized frequency of the aliased signal is subject to
the Nyquist theorem

fd = f − n · fs {n ∈ N, fd ≤ 1

2
fs}. (4)

The aliased frequency fd is always less than half of fs and
approaches zero as the frequency of the injected signal nears
an integer multiple of this rate.

The digitized acoustic signal propagates into the sys-
tem as perceived motion, leading to compensatory control
algorithm behaviors [44], [45]. Because commercial IMUs
operate at modest sampling frequencies typically in the
tens to hundreds of hertz and rarely exceeding 1 kHz [46],
[47], [48], [49], the resulting aliased oscillations appear at
low, easily observable frequencies, enabling our proposed
profiling and modeling methodology described below.

4.1.2. The Model of Adversarial Gimbal Biasing. In
theory, an adversary can influence and bias gimbal motion
through modulated acoustic signals. To approximate this
goal, we design a simplified gimbal motion abstraction
leveraging structural and algorithmic insights as follows.



Scaling vibration amplitude. Amplitude scaling leverages
the linear relationship between the injected signal amplitude
and the resulting vibration amplitude. Following the ampli-
tude equation for a driven harmonic oscillator we have

A =
1

m Zm 2πf
·Ain, (5)

where the specific IMU model determines mass m and me-
chanical impedance Zm, while the attacker controls signal
frequency f and the acoustic amplitude Ain. We capture
this linear relationship by fitting a linear regression for
each of the identified resonant frequencies, simplifying the
denominator to a single constant a

ω[t] = (a ·Ain) sin(2πfd
t

fs
+ ϕ). (6)

Correcting direction of gimbal motion. The direction of
gimbal motion is subject to real-world uncertainty since the
phase of ω[t] depends on the relative timing between the
injected signal and the sampling of the gimbal gyroscope.
We extend the phase modulation technique in [14] to address
limitations when the timing of samples is subjected to drift.
We modulate phase in response to the direction of detected
gimbal motion to improve robustness in the presence of
sampling rate drifts. Specifically, when the direction of the
observed gimbal motion begins to differ from the intended
motion, we shift the phase of the injected signal by π so as
to invert ω, also shown in Figure 3

−ω[t] = A sin(2πfd
t

fs
+ ϕ+ π) (7)

Adversarial biasing is independent of the gimbal ori-
entation at the time of signal injection. UAV gimbal
systems exhibit significant variability in servo actuation
as a response to injected acoustic signals depending on
gimbal orientation. The cause of this phenomenon lies in the
gimbal stabilization mechanism. A 3-axis gimbal stabilizes
a mounted camera using servos fixed in the drone body
reference frame, while the camera body houses a gyroscope
that is used in a feedback control loop to maintain stability
in the world reference frame. To achieve this, gyroscope
readings must be rotated by the orientation of the camera
body relative to the drone body in order to actuate the correct
servos. The closed-form matrix derived in [50] describes the
rotation from the drone reference frame to the camera body
reference frame that is used to transform gyroscope readings
into correct servo actuation. Given angular values of pitch,
roll, and yaw θ, the rotation matrix is

R = RpRrRy =

[
CyCp−SySrSp −CrSy CySp+CpSySr

CpSy+CySrSp CyCr SySp−CyCpSr

−CrSp Sr CrCp

]
(8)

where Ci = cos θi, Si = sin θi, and current gimbal orien-
tation θ. In short, when motion is perceived in the gimbal
gyroscope the stabilization system will always actuate the
correct servos in order to produce an opposite motion along
the same axis in the camera-body frame, resulting in a sta-
ble motion response independent of the gimbal orientation.
Section 5.1 also shows supporting results.

Overall, our Gimbal Acoustic Response Model M̂ has
the following form

ω[t] = a ·Ain

{
sin

(
θt
)
, if sgn

(
sin θt

)
= s,

sin
(
θt + π

)
, if sgn

(
sin θt

)
̸= s,

(9)

where θt = 2πfd
t
fs

+ϕ and intended direction s ∈ {−1, 1}.
In the following section, we present the profiling steps to
obtain fd and a. The additional residual error term ε[t] is
modeled as Gaussian noise, parameterized using the real-
world experimental traces.

4.1.3. Gimbal Profiling for Obtaining the Model. The
profiling procedure consists of two major steps that sweep
over a single selected parameter of interest – frequency and
amplitude, which produces fd and a, respectively. In each
sweep we first collect raw profiling data, then proceed to
extract key information using spectral analysis and construct
the necessary model.
Black-box gyroscope modeling via observation. Without
loss of generality, we consider a three-axis gimbal cam-
era system with an embedded three-axis gyroscope. By
applying acoustic signals, the attacker induces oscillating
motion readings in each axis, ω[t] = [ωp[t], ωr[t], ωy[t]]

T ,
resulting in observable gimbal motion. The attacker installs
an external malicious gyroscope on the camera body and
collects the external gimbal motions ωobs[t].
Frequency sweep. The first profiling step returns the set of
resonant frequencies Q of the gyroscope that are most effec-
tive in driving proof-mass oscillations. (1) Following [15],
sweep a sine wave across a wide range of acoustic signal
frequencies (e.g., 1 Hz to 40 kHz) and record the motion
response of the gimbal. (2) The acoustic amplitude Ain

should be set to a fixed maximum value. For each injected
test frequency f , extract aliased frequency fd and amplitude
A using spectral analysis. (3) Examining amplitude as a
function of injected frequency and identifying local maxima
of A(f); these peaks reveal ideal injected signal frequencies
for attacks and we collect them into a set Q.
Amplitude sweep. The second profiling step returns the lin-
ear relationships A between the injected acoustic amplitude
and the amplitude of the induced gimbal motion. (1) For a
selected frequency in Q, sweep the injected acoustic signal
amplitude Ain from low to high (e.g., 1% to 100% signal
power) and record the motion response of the gimbal. (2) For
each injected signal, extract the observed motion amplitude
A using spectral analysis. (3) Fit a linear regression of A as a
function of Ain to obtain a constant a such that A ≈ a ·Ain.
(4) Repeat the procedure for remaining frequencies in Q.

4.1.4. Directional Biasing During Online Attacks. Since
the phase of the sampled signal cannot be determined during
offline profiling, we bias the direction of gimbal motion with
real-time feedback using the theoretical model in Section
4.1.2. For enhanced robustness against real-world uncertain-
ties, we can use a history-based method and only trigger
a switch when the past N samples show motion in the
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Figure 4: Illustration of how visual tracking is compromised
by malicious gimbal motion. The subfigures show the gim-
bal camera view; T/F stand for the true target and the false
target; numbers 1/2 are frame IDs; P is the predicted object
location in motion-based trackers. The attack triggers a yaw-
axis gimbal rotation and all objects are shifted to the left.

incorrect direction. We also incorporate a time restriction,
limiting the number of phase switches to a period of once
per elapsed time T . The attacker can tune N and T to allow
the proper level of feedback sensitivity. As a general rule
of thumb, N < ffeedback and T < 1

fd
, where ffeedback is the

frequency of the motion direction detection.
In summary, the attacker can inject consistent and di-

rectionally biased gimbal angular offsets in real-time. The
accuracy of each component and more detailed settings of
our profiling approach are available in Section 5.1. The on-
line attack (Section 4.2) takes advantage of this constructed
gimbal biasing pipeline to maximize the attack success rate.

4.2. Online Attack

As summarized above and illustrated in Figure 2, the
online attack runs in two iterative loops: surrogate tracking
and planning–execution. In this section, we first explain the
underlying visual tracking vulnerabilities (Section 4.2.1) and
key attack parameter choices (Section 4.2.2), then detail
the surrogate tracking loop and the planning–execution loop
(Sections 4.2.3–4.2.4).

4.2.1. Vulnerability of Visual Object Tracking. Visual
object tracking processes a 2D image stream to localize
a designated object across frames. While tolerant of oc-
casional detection errors, trackers become unstable when
gimbal motion is perturbed. Below, we explain the reasons,
also illustrated in Figure 4.
Motion-based trackers. Such trackers (e.g., SORT [51])
rely on spatio-temporal consistency, such as bounding-box
overlap and motion-model prediction, to associate objects
across frames. These algorithms assume that target displace-
ment between consecutive frames is small and predictable:
they predict the object’s location using a motion model and
then match the predicted box to actual detections based on
distance or overlap. For instance, SORT uses a Kalman filter

for motion prediction and Hungarian matching with IoU
cost for object association. Acoustic injection disrupts this
assumption by inducing abrupt shifts in the gimbal’s field
of view, creating large apparent jumps in target position. As
a result, the tracker may fail to maintain association with
the legitimate target and instead link the track to a nearby
object. In Figure 4, the predicted location of the true target
(T2P) under attack falls closer to the false target ’s detection
(F2), causing the tracker to switch its association.
Appearance-aware trackers. Appearance-aware trackers
(e.g., Siamese trackers) employ deep similarity networks
to match object patches across frames. However, they still
depend on spatial proximity constraints to narrow the candi-
date search space. For instance, KCF [52] considers object
candidates only within a search region predicted from the
last occurrence of the object; SiamRPN [53] further penal-
izes candidates that are far from the search region center and
whose scale deviates significantly from the previous frame.
Abrupt displacements caused by the adversarial gimbal mo-
tion could render the true target falling outside or further
from the search region, reducing the reliability of matching.

Therefore, in both categories, acoustic-induced gimbal
perturbations could be optimized to undermine the funda-
mental assumptions of inter-frame correlation that tracking
algorithms depend upon.

4.2.2. Online Attack Parameters. As introduced in the
threat model (Section 3), the attack seeks to mislead the
tracker from following the true target to the false target.
The attacker should determine the following parameters.
Geometric relationship of the two objects. Depending
on the attack goal – takeover or escape, the adversary can
manipulate either the false target or the true target. By con-
trolling the trajectory of one object, the attacker determines
the relative positioning between the two, tailoring it to the
vulnerabilities of the target gimbal system. Specifically, in
the offline profiling, we access which axis of the target
gimbal is the most vulnerable to acoustic injection. For
example, if profiling reveals that the gimbal’s yaw axis is
most susceptible to acoustic injection, the attacker should
arrange the true target and the false target horizontally within
the camera’s field of view. In this case, perturbations along
the yaw axis can shift the tracker’s focus from the true
target to the false target. During the attack window, the
two objects are typically placed in close proximity (e.g.,
1–3 meters apart), as shorter separation reduces the required
attack duration given the limited induced angular velocity.
Cycle times. The two in-loop processes should run as
frequently as possible to enable fine-grained online opti-
mization of the attack. However, several constraints gov-
ern the choice of cycle times. (1) Both loops must re-
spect computational limits, which depend on the attacker’s
hardware. In our case, the attack algorithm is lightweight,
and its efficiency is evaluated in Section 5.2.5. (2) Stable
gimbal motion requires that the planning–execution loop
operate with a sufficiently long cycle time to allow acoustic
signals to take effect. In practice, we align the planning-



execution cycle time to an integer multiple of the attack
signal frequency (Section 4.1). (3) The two loops must
remain synchronized as the planning-execution takes the
3D object detection and surrogate model status as input.
In practice, because the planning-execution loop is usually
slower than surrogate tracking, its cycle time is set to be
an integer multiple of the surrogate tracker’s cycle time,
ensuring coordination.

4.2.3. Loop of Surrogate Tracking. The attacker uses its
own sensors to track objects in the scene, estimate the
viewpoint of the target UAV gimbal camera, and run a black-
box surrogate of the UAV’s tracking algorithm that mimics
its runtime behavior, preparing for later optimization.

Real-time gimbal view estimation. A key challenge of the
black-box attack is that the video stream from the target gim-
bal is unavailable, limiting direct use of a surrogate tracker.
To overcome this, Banshee estimates the gimbal’s camera
view in real time using external observations of the scene.
Specifically, the attacker first applies 3D object detection
(via an external sensor suite) to obtain the world coordinates
of the true target, the false target, and the UAV. The gimbal’s
orientation is then derived either by (1) a malicious IMU
attached to the gimbal (requiring physical access), or (2)
a high-resolution external camera with orientation detection
algorithms (also see Section 3). Additionally, camera param-
eters are already known from the offline profiling stage. With
the above information, Banshee projects the 3D world
coordinates of the true target and the false target into the
estimated target UAV’s 2D camera coordinate system. These
projected 2D bounding boxes are then used as inputs to the
surrogate tracking model, updated at each cycle of the loop.

Surrogate tracking models. Without access to the UAV
system’s image stream and internal data, we design surro-
gate tracking models to enable the optimization.

Motion-based trackers. Modern motion-based trackers
typically operate in two steps: object detection followed
by ID association. In our surrogate model, object detection
is replaced by the real-time gimbal view estimation. As
such, at each frame, instead of running an image-based
detector (which the attacker cannot access), we estimate
the 2D bounding boxes of the true target and the false
target and treat them as detection results. These estimated
boxes are then the input of remaining surrogate tracking
steps, with details depending on the specific surrogate model
implementation. If using SORT [51] as the surrogate model,
for instance, the two boxes are then matched with Kalman
Filter (KF) [54] predictions using the similarity metric of
intersection over union (IoU), after which tracks are updated
and KF states are refined. To enable efficient optimization,
we formulate this pipeline in a differentiable manner and
compatible with gradient descent.

Appearance-aware trackers. Appearance-aware trackers
localize targets by searching within a region around the
last known position, leveraging both appearance cues and
spatial consistency. In our black-box setting, the surrogate
model cannot replicate the deep learning component that

Algorithm 1 Planning of angular velocity to inject.
Input: Si: list of 3D bounding boxes for the true target, the false
target, and UAV system at cycle i, θi: gimbal orientation , Surr:
surrogate tracking algorithm , ∆Pi: position offset to be injected
, tc: planning-execution cycle time.
Output: ωi+1: the planned angular velocity for cycle i+ 1.

1: function FINDOPTIMALANGULARVELOCITY
2: for iter = 0 to N do
3: Ti:i+2 ← GENERATETRAJECTORIES(Si, Si−1, tc)
4: Θi:i+1 ← GENERATEROTATIONS(θi, ∆Pi, tc)
5: UPDATE(Surr, Ti:i+1, Θi:i+1)
6: for tr in Ti+1:i+2 do
7: Xi+1 ← 3DTO2DPROJECT(tr, ωi+1)
8: COMPUTELOSS(Xi+1, Surr)
9: end for

10: GRADIENTDESCENT(ωi+1)
11: APPLYCONSTRAINT(ωi+1, Θi)
12: end for
13: return ωi+1

14: end function

processes raw images. Instead, it directly estimates the deep
learning component’s outputs and uses them as inputs to
the subsequent object association stage. Taking a SiamRPN-
based surrogate model [53] as an example, it crops a search
region centered on the previous tracking box, typically four
times its size. In the original tracker, this region is pro-
cessed by a neural network to produce appearance-correlated
proposals of boxes to be tracked. In our surrogate model,
we mock this step by generating box proposals directly
around the estimated positions of the true target and the
false target in the gimbal camera view. Specifically, we
sample multiple box proposals (e.g., 10) around each of
the two objects, with slight random perturbations in their
sizes and locations, and assign them high confidence scores
(e.g., 1.0), reflecting the assumption that the component can
reliably recognize foreground objects. These proposals are
then passed to the association module, which selects the final
tracked box. The entire process can also be implemented
in a differentiable manner. Note that while the mocked
proposals and confidence scores differ from those produced
by the actual tracking with image feeds, they capture the
key association behavior of appearance-aware trackers that
they favor proposals closer to the search region center,
which is sufficient for the optimization to exploit the tracker
vulnerability.

4.2.4. Loop of Planning and Execution. The attacker starts
an iterative process with planning and execution run si-
multaneously in parallel when the surrogate tracking model
is initialized and the targets are in position. The iterative
process stops after the attack success or timeout.

Planning. In the i-th planning-execution cycle, the algo-
rithm computes the next attack plan ∆Pi+1, i.e., the gimbal
orientation offset to be executed in cycle i+1 (Algorithm 1).
The algorithm first loads information from the surrogate
tracking loop, including 3D detections of the true target,
the false target, the UAV, and the latest surrogate model.



To plan for the future, the algorithm predicts the states
of objects, the gimbal, and the tracker. The attacker uses
motion/trajectory prediction models to estimate the trajecto-
ries of the true target, the false target, and the UAV across
cycles i and i+ 1. Future gimbal motion is predicted using
the current attack plan ∆Pi and offline profiling results.
To increase robustness against prediction errors, we apply
expectation-over-transformation (EoT): each predicted tra-
jectory or motion is augmented with sampled noise, forming
sets of trajectories for optimization. For each combination
of sampled predicted states, the surrogate tracking model
is executed on them and produces an estimated future
tracker state, i.e., the location of the tracking box if the
scene evolves according to the predicted trajectories. The
optimization objective is then defined as the below:

arg min
ω<ωmax

EP t,P f ,X,G

[
I∑

i=1

dist(Boxtrack
i , Boxfalse

i )

]
,

(10)
where P t, P f , and X denote the trajectory sets of the
true target, the false target, and the UAV (from EoT), G
is the gimbal orientation distribution, I is the number of
frames in a cycle, Boxtrack is the surrogate tracker output
tracking box, and Boxfalse is the false target box. In short,
the optimization searches for a gimbal angular velocity ω
that maximizes the chance of misplacing the tracking box
onto the false target by minimizing the distance between
the two boxes. The solution is constrained by the maximum
achievable velocity ωmax from profiling. Because the sur-
rogate tracking model is differentiable (Section 4.2.3), the
optimization can be efficiently solved with gradient descent.

The final step of planning is to translate the angular
velocity into the acoustic signal to inject. The translation
is straightforward by applying the gimbal acoustic response
model (Section 4.1).

Execution. The execution step runs in parallel with the
planning step. The optimized attack plans (i.e., the acous-
tic signals to inject) are transmitted to the signal genera-
tor immediately after completion. When the i-th planning-
execution cycle starts, the attack plan ∆Pi is immediately
executed as it is generated in the last cycle (the first cycle
has no execution step). This parallel scheduling minimizes
the effect of optimization latency on attack performance,
with efficiency shown in Section 5.2.5.

5. Evaluation

We extensively evaluate Banshee to demonstrate its
effectiveness and impact. First, we validate offline gimbal
profiling, which underpins our runtime attack, by showing
it consistently injects gimbal responses with directional bias
(Section 5.1). Next, we evaluate attack effectiveness and ro-
bustness in high-fidelity simulation across diverse scenarios,
including ablations (Section 5.2). Finally, we demonstrate
practicality via physical experiments on a commercial drone,
achieving results consistent with simulation (Section 5.3).

5.1. Gimbal Biasing Experiments

In this section, we evaluate the feasibility and consis-
tency of offline gimbal profiling and biasing.
Tested drone and gimbal systems. We profile two state-of-
the-art commercial UAV gimbal systems: a high-end indus-
trial drone with a payload-mounted gimbal and a mid-end
consumer drone with an integrated gimbal. For HighEnd-
Drone, we perform full profiling and physical experiments,
while for MidEndDrone, we conduct frequency sweeps and
directly adjust amplitudes in simulation-based evaluations.
Experimental setup. We attach a piezoelectric transducer
directly to the gimbal housing and drive it with a func-
tion generator (AD9033) and amplifier (TDA8932) to inject
crafted acoustic signals into the gimbal through vibration.
An IMU (BMI160) is also attached to the gimbal housing
to obtain the gimbal orientation.
Frequency sweep. For both HighEndDrone and MidEnd-
Drone, we sweep 5 kHz to 30 kHz. After applying Least-
Squares Spectral Analysis and local maxima filtering, we
obtain resonant frequency sets {7744, 23232} and {5526,
9214} for HighEndDrone and MidEndDrone respectively.
Figure 5 shows a reconstructed signal using frequency,
amplitude, and phase of oscillation in each axis obtained
through spectral analysis.
Amplitude regression. Figure 6 shows one regression pro-
duced at an injected signal frequency of 23232 Hz. We use
a digitally controlled potentiometer to control the signal
amplitude in terms of percentage power. We profiled 3
values ap = 0.27, ar = 0.27, ay = 2.63 for pitch, roll,
and yaw, respectively. These three regressions achieve an
average R2 of 0.997, showcasing the accuracy of our model.
Our measurements also show that, at this frequency, the
motion response amplitude of the yaw axis is significantly
more sensitive to acoustic signal strength than pitch and roll.
Gimbal orientation independence. To validate that acous-
tic gimbal biasing is independent of gimbal orientation, we
test combinations of pitch at −90◦ to 45◦, roll at −15◦

to 15◦, and yaw at −90◦ to 90◦, which covers the full
range of possible orientations of HighEndDrone’s gimbal.
In Figure 9 we plot the average error across all three axes
at each orientation, compared to the motion observed at
the neutral orientation. Our experiments show that across
all orientations, the movement perceived by our external
IMU is nearly identical with only slight variation. These
minor errors can be most likely attributed to factors such as
measurement error and any mechanical differences such as
wear in the servos which rotate the different axes.
Biasing results. To evaluate the consistency and accuracy of
our online biasing methodology, we conduct 100 trials at a
frequency of 23232 Hz over 100% and 50% signal power in
clockwise and counterclockwise yaw rotation. In Figure 7
we plot all 100 traces integrated over a 1 second period.
We successfully demonstrate that using our online biasing
methodology, we can achieve consistent gimbal rotation in
the desired direction with only a small degree of error.
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Figure 8: Time domain recording of intermediate gimbal
states during acoustic injection.

Execution latency. A potential concern is latency between
acoustic injection and gimbal response. In our experiments,
latency was negligible, consistent with expectations: the
proof mass responds instantaneously, and gimbals must react
in real time to support image stabilization.

Time domain demonstration. To expose intermediate gim-
bal states and better understand acoustic injection, we sim-
ulate the gimbal stabilization pipeline in Gazebo [55]. Our
implementation follows the STorM32-BGC design: IMU
(gyroscope/accelerometer) measurements are fused via a
complementary filter for attitude estimation, followed by a
cascaded PID controller with an outer attitude loop and a
high-gain inner rate loop. Acoustic perturbations are injected
directly into gyroscope measurements (prior to Gazebo
noise) as sinusoidal signals, with rectified variants for phase
modulation along a selected axis. Figure 8 shows gyroscope
readings, attitude estimates, and controller outputs under a
1 Hz yaw-axis injection. The resulting sinusoidal motion
is consistent with our empirical model despite pipeline
nonlinearity.

Overall, these results demonstrate both the feasibility of
the profiling and the consistency of gimbal biasing through
acoustic injection.

Algorithm Motion Appear. Robust Design FPS
KCF [52] - 172 / C [52]

SiamRPN [53] - 49 / G [56]
DaSiamRPN [57] Distractor aware 20.2 / G [58]

SORT [51] - 44 / G [59]
UCMCTrack [60] Motion compensate 44 / G [59]

TABLE 2: Details of evaluated tracking algorithms.
Motion/appearance—tracker types; C/G—CPU or GPU.

Normal Noisy HighEndDrone MidEndDrone
SORT 11.1%/24% 0%/75% 59.3%/94.4% 55.6%/96.3%
UCMC. 0%/0% 6%/6% 68.5%/92.6% 61.1%/87.0%
Siam. 0%/0% 0%/0% 83.3%/88.9% 90.2%/93.1%
DaSiam. 0%/0% 0%/0% 92.6%/98.1% 97.2%/100%
KCF 0%/0% 17.6%/17.6% 70.3%/94.4% 72.2%/87.5%

TABLE 3: Switch/disable attack success rates in simulation.

5.2. Simulation Experiments

Our simulation experiments comprehensively evaluate
the attack’s effectiveness, robustness, and ablation results.

5.2.1. Experiment Setup. We begin by describing how the
simulation is configured to approximate real-world attacks.

Tracking algorithms. We select five representative vi-
sual tracking algorithms, as shown in Table 2. The algo-
rithms span both major categories: motion-based trackers
and appearance-aware trackers (details in Section 4.2.1). In
each category of tracker, we include the lightweight method
(e.g., KCF and SORT), deep-learning-based methods (e.g.,
SORT and SiamRPN), as well as the state-of-the-art vari-
ants with robustness enhancement (e.g., DaSiamRPN and
UCMCTrack). For SORT and UCMCTrack which require
an object detection component, we use the pretrained model
YOLOv8x [59]. For learning-based methods SiamRPN and
DaSiamRPN, we use pretrained models trained on a range
of datasets: VID [61], YoutubeBB [62], COCO [63], and
ImageNetDet [61]. Our evaluated algorithms are lightweight
enough to run on a typical UAV onboard computer. Other al-
gorithms such as transformer-based methods are not suitable
for real-time tracking on a mobile system (i.e. STARK [32]
runs at only a max 30-40 FPS even using a Tesla V100
GPU).

Evaluation metrics. We evaluate the following metrics:
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Figure 12: Demonstration of successful simulated target
switch attacks.

• Target switch is successful if the tracking box contains
the center of the false target for at least ten consecutive
frames and persists to the end of the simulation.

• Target loss happens when the tracking box has no overlap
with either the true target or the false target (often a side
effect of failed target switch).

• Disable: The union of target switch and target loss attacks.

Simulation scenario setup. We simulate the attack with
the high-fidelity physical simulator Gazebo [55] and the
complete UAV software stack PX4-Autopilot [64]. The sim-
ulation experiments are carried out on a desktop with Intel
i9-14900K CPU and RTX 4080 GPU running Ubuntu 24.04.
Figure 12 demonstrates some of the attack scenes.

To demonstrate the generality of Banshee, the test
cases are distributed as follows:
• Worlds: We include four distinct environments: factory,

urban, field, and raceway. The factory world is an indoor
setting, while the others are outdoor scenarios.

• Object categories, motion, and appearances: Both the
true target and the false target can be either pedestrians
or vehicles. Pedestrians move at speeds of 0.5-1.5 m/s
in random directions and vehicles move at speeds of 5-
15 mph straight. Both pedestrian models (blue, green,
red outfits) and vehicle models (silver, blue, and red
hatchbacks) have pairwise distinct appearances.

In total, we conduct 108 trials for each evaluation case. 54
are pedestrian cases, evenly distributed across three worlds
(factory, urban, field) and six appearance pairs, with ran-
domized initial motions. The remaining 54 trials involve
vehicles, conducted in three worlds (raceway, urban, field),

also covering six appearance pairs.

Simulation of the system and attacks. For realistic simu-
lation, we follow the threat model (Section 3) and configure
the simulation as follows:

• Adversarial gimbal biasing: We implement adversarial
acoustic gimbal biasing in simulation using the gimbal
acoustic response model (Section 4.1). We inject Gaussian
noise parameterized by the residual error from physical
profiling via spectrum analysis (Section 5.1), modeling
realistic motion perturbations (Figure 10). Specifically,
we configure the gimbal maximum angular speed for
the roll, pitch, and yaw gimbal axes as (0.04, 0.27,
2.35) and (0.76, 2.92, 0.21) rad/s, with realistic motion
injection noise of (0.03, 0.04, 0.34) and (0.17, 0.51, 0.05)
for HighEndDrone and MidEndDrone respectively. Other
simulated gimbal characteristics, including rotation limits,
degrees of freedom, and frame rate, are aligned with
HighEndDrone or MidEndDrone.

• UAV altitudes: UAVs are above the ground by 10 meters
and 25 meters for the pedestrian and vehicle scenarios,
respectively, which aligns with real-world drone setup.

• Distance of two objects: In the pedestrian scenario, the
true target and the false target are placed 1–2 meters apart,
while in the vehicle scenario they occupy adjacent lanes.
Such distances are common in real-world settings and
therefore do not appear suspicious as malicious behavior.

• Uncertain object motion: To reflect the real-world un-
certainty, the true target and the false target move with
injected Gaussian noise. Uncertainties in UAV flight are
simulated with Gazebo’s physical engine.

• Motion blur: Abrupt camera shifts naturally introduce mo-
tion blur. We model this effect using linear and rotational
blur kernels in OpenCV [65]. However, since the gimbal’s
maximum angular speed is constrained, the blur remains
minor, and our attack does not depend on it for success.

• Baselines: In Normal, we simulate UAV object tracking
without the presence of attack. In Noisy, we simulate UAV
object tracking under strong and gusty wind supported by
the realistic Gazebo WindEffects plugin.

• The attack uses a surrogate model aligned with the eval-
uated tracker, with a 4 Hz planning–execution cycle,
one gradient descent step per cycle, and three trajectory
samples for expectation-over-transformation.
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Figure 13: Time domain demonstration of injected gimbal
motion induces target switch in simulation.

5.2.2. Attack Effectiveness. Table 3 presents the attack
results in the simulation setup as described in Section 5.2.1.
Our attack demonstrates overall success on different object
tracking algorithms with 75.0%/93.6% averaged success
rate for target switch and disable (target switch & target
loss) respectively. Target loss arises as a side effect of target
switch. Although the attack is optimized for target switch,
its probabilistic nature can still disrupt tracking and cause
all objects to be lost. Figure 11 shows that 8.1% achieve
target switch for at least two frames before transitioning to
target loss eventually.
Time domain demonstration. Figure 13 shows a target
switch attack example for SiamRPN and SORT in simu-
lation. The target switch objective function (Equation 10)
captures key attack success criteria. Minimizing the function
value (blue curve) maximizes attack success. Orange curve
shows simulated gimbal motion under acoustic injection at-
tack, configured using the acoustic parameters obtained from
the physical profiling experiment. It shows that injecting the
optimized gimbal motion minimizes the objective function
leading to target switch attack success.
Baselines. Switching is negligible under both settings, con-
firming that target switching does not arise in benign or
naturally perturbed conditions. While noise can degrade
tracking (e.g., causing target loss for SORT), it does not
induce sustained target switching.
Across tracking algorithms. Interestingly, more advanced
tracking algorithms, i.e., with embedding of object appear-
ance or compensation to camera instability, do not ex-
hibit stronger resilience to our attacks. Instead, appearance-
aware trackers (SiamRPN, DaSiamRPN) achieve up to 29%
higher target switch success rates than motion-based trackers
(SORT, UCMCTrack). This indicates that the attack pertur-
bation is strong enough for corrupted spatio-temporal con-
sistency to outweigh appearance features and the discrimina-
tive appearance awareness assists the attack by identifying
the false object instead of losing in the background. The
increasing target switch success rate among KCF, SiamRPN,
and DaSiamRPN with deeper appearance awareness pro-
vides further evidence.

The advanced motion-based tracker UCMCTrack in-
cludes mechanisms to compensate for camera instability,
yet it still fails under our target switch attack, with a
target switch success rate higher than the vanilla SORT. The
attack success DaSiamRPN and UCMCTrack highlights that
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Figure 14: Simulation results analysis. Filled bars: target
switch success rate. Translucent bars: disable success rate.

existing robustness designs cannot withstand the malicious
perturbations but only assists the attack by reducing target
loss. Across three runs, the standard deviations of target
switch success (SiamRPN: ±9.1%, DaSiamRPN: ±3.5%,
SORT: ±4.5%, UCMCTrack: ±8.2%, KCF: ±10.3%) show
the consistency of this trend. See Finding 1.

Finding 1: Robustness oriented tracking designs, includ-
ing appearance aware and motion compensated trackers,
do not withstand our target switch attack; instead, they
often increase target switch success rates by preserving
corrupted tracks rather than allowing target loss.

Across different gimbals.. The attack demonstrates stable
success across two commercial gimbal camera systems with
distinct acoustic vulnerability shown in Section 5.1. This
suggests that the proposed online attack automatically adapts
to specific gimbal parameters, regardless of the realistic
random noise we added to the simulated gimbal motion.

5.2.3. Analysis of Impacting Factors. Beyond the default
simulation setup, we vary several factors reflecting real-
world conditions to evaluate the robustness of the attack.
Results are shown in Figure 14.

Different environmental scenarios. Different environmen-
tal scenarios have only limited impact on target switch
success rates, showing a minimum of 70.2% in the factory
scenario and a maximum of 80.0% in the raceway scenario.
This is likely because the raceway vehicles are easier to
track than the factory pedestrians because of object sizes.

Different true target directions. This analysis focuses
on the pedestrian scenario. We categorize the randomized
pedestrian motion into 3 directions in the gimbal camera
field of view: D1 (moving away), D2 (moving horizontally),
and D3 (moving closer). According to our results, different
motion directions have limited impact on target switch attack
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success, confirming that our optimization algorithm can
handle variation in the the true target’s motion.
Different UAV heights. The result shows attack success
rates at varying UAV heights in the pedestrian scenario. The
attack maintains high target switch success at low altitude
(10 m), where richer visual cues and reliable detections ben-
efit both category of trackers. However, target switch success
drops markedly at higher altitudes (20 m) as smaller object
size degrades tracking performance, leading to increased
target loss. The vehicle scenario results further support this
hypothesis with a 78.9% target switch success rate at 30 m.
Target scenarios. The attack consistently achieves compa-
rable or higher success rates in vehicle scenarios across
all tracking algorithms. This indicates that targets which
are inherently easier to track, such as vehicles with regular
motion patterns and stronger visual features, are also more
vulnerable to target switch.
Target appearance. Appearance-aware trackers show
markedly higher target switch success when the two objects
appear identical, as expected from their reliance on appear-
ance matching. These results indicate that an attacker can
enhance success by intentionally making objects visually
similar.
Camera frame rate. The 30 Hz setting, used by default
in simulation, reflects common real-world configurations
(Table 2). Results show that 60 Hz frame rate mitigates the
attack, as the same gimbal motion causes smaller inter-frame
misalignment. Appearance-based trackers are most affected,
suggesting that increasing frame rate can enhance robustness
against malicious gimbal motion.

We conclude to Finding 2 summarizing the above:

Finding 2: The attack remains highly effective across
real-world variations, and while factors such as higher
UAV heights and higher tracking frame rates can reduce
success, these challenging cases are limited.

5.2.4. Ablation Study. We perform a set of experiments
to understand the effect of different attack parameters
and design components. Experiments are performed against
SORT and SiamRPN with the same configuration as in
Section 5.2.1 with HighEndDrone acoustic parameters.
The usefulness of design components. We perform two
ablation studies on the optimization component: removing
expectation over transformation (EoT) and removing the
entire optimization. Without EoT, optimization samples a
single trajectory from the object motion models (4.2.4);
without optimization, the attack applies a constant angular
speed to shift the camera toward the false target at the
maximum controllable rate. As shown in Figure 16, both
components substantially improve target switch success.
Distance between two objects. In the pedestrian scenario,
we evaluate attack performance as the distance between
the true target and the false target varies (either may be
the attacker controlled object; see Section 3 and Figure 4).
For SiamRPN, target switch success declines sharply with
increasing distance, as its fixed search region limits associ-
ation, making appearance-based trackers harder to compro-
mise when objects are far apart. In contrast, motion-based
trackers assign new IDs once geometric consistency breaks,
enabling target switch even at larger separations.
Angle between two objects. We vary the relative angle
between the true target and the false target. At 0◦ and
90◦, the controlled object aligns with or is orthogonal to
the gimbal axis most susceptible to acoustic injection (Sec-
tion 4.2.2). Deviations from this axis markedly reduce attack
effectiveness (Figure 15). The motion-based SORT is more
sensitive to angle changes, as its association depends on
whether the attacker lies along the injected motion direction,
while the appearance-based SiamRPN is less affected due
to its broader search region.

These results highlight that both distance and angle
of the attacker-controlled object are critical. To maximize
success, the attacker should align objects with the gim-
bal’s most vulnerable axis in the camera view—achievable
through scene understanding and viewpoint prediction. The
distance can then be tuned to balance success and stealth:
greater separation slightly lowers target switch probability
but benefits inconspicuity. In summary:

Finding 3: Attack success strongly depends on how
the attacker places the controlled object, with favorable
distance and alignment along the most vulnerable gimbal
axis significantly boosting target switch effectiveness.

Planning-execution cycle time. A shorter cycle time yields
more frequent optimization updates, making the attack more
responsive to subtle scene changes. As shown in Figure 15,
shorter cycle time increases success rates, particularly for
SORT. Ideally, the attacker would operate at the fastest cycle
allowed by available computational power.
Attack duration. The impact of attack duration differs
markedly between motion based and appearance aware
trackers. For SiamRPN, high target switch success is



achieved with short (1 s) perturbations, whereas the motion-
based SORT tracker requires longer durations and additional
online optimization to reach similar performance. Empir-
ically, excessively long attacks reduce stealth by causing
noticeable camera shifts or leading to target loss instead
of target switch. Hence, the attacker should determine an
appropriate duration through offline testing on the target
gimbal system.

Maximum angular speed injected. Our attack remains
stealthy, as the attacker-controlled object follows the victim
at an unsuspicious distance (1–2 m or in an adjacent lane)
and the acoustic signal is invisible. On average, successful
trials induce no more than a 30.2◦ gimbal movement. More-
over, tracker confidence levels remain consistent before and
after the attack, suggesting that the perturbation is difficult
to detect. Stealthiness can also be tuned by parameters such
as maximum gimbal speed, enabling a trade-off between
attack effectiveness and detectability. Figure 16 shows attack
success rates with respect to gimbal angular speed, and they
are indeed strongly correlated.

Until now, we have identified multiple parameters that
influence stealthiness, as summarized in Finding 4.

Finding 4: An attacker can tune attack parameters to
trade off stealthiness against effectiveness: placing objects
too close makes their motion suspicious, while long
attack durations or high gimbal angular speeds cause
noticeable camera viewpoint changes.

Surrogate model choices. In Figure 16, we evaluate at-
tacks using different combinations of surrogate and target
trackers, such as applying SORT to attack SiamRPN and
vice versa. Transferability is limited between motion-based
and appearance-aware trackers, consistent with their distinct
design principles. This suggests that attackers can perform
offline attack before the online attack to select the surrogate
model, or infer the type of the UAV tracker. See Finding 5

Finding 5: Beyond gimbal profiling, the attacker can
further improve success by inferring whether the UAV
uses a motion-based or appearance-aware tracker and
identifying effective attack durations or angular speeds.

Attacker-controlled object motion. Beyond noisy pedes-
trian motion, we evaluate more realistic motion models [66],
[67], where the attacker-controlled object follows physically
plausible, smooth trajectories. Under the HighEndDrone
main settings, the attack achieves 78.2% (SiamRPN) and
67.2% (SORT) target switch success rates, demonstrating
robustness to constrained and imprecise object motion.

Gimbal motion pattern variations. The injected motion
pattern depends on resonant frequency and amplitude, which
may drift due to environmental and hardware factors. To
evaluate robustness, we execute an attack plan optimized
for 4 Hz under perturbed conditions (3 Hz with profiled
amplitudes and noise), resulting in a biased oscillation that
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Figure 17: Benchtop direct-contact (left), benchtop contact-
free (middle), in-flight direct-contact (right) attack testbeds.

differs from the planned pattern. The attack remains effec-
tive, achieving 77.8% (SiamRPN) and 55.6% (SORT) target
switch success.

5.2.5. Attack Efficiency. Without dedicated optimization,
our planning step runs at ∼7.6 Hz on our machine, which
is fast enough to tolerate the selected cycle time (4 Hz).
The main bottleneck for a real-time attack is the gradient
optimization process. The attacker can parallelize the gradi-
ent optimization process (e.g., gradient step and EoT) using
dedicated GPU devices.

5.3. Physical Experiments

In this section, we demonstrate real-world attack perfor-
mance through physical experiments on HighEndDrone.

5.3.1. Experiment Setup. As shown in Figure 17, we
deploy three types of physical experiments.
• Benchtop direct-contact: The drone is placed on an ele-

vated platform about 1.5 m above ground, representing
typical consumer tracking scenarios at person height.
The gimbal camera is driven by an Intel NUC 13 Pro
(Core i5), a common companion computer for onboard
tracking algorithms. For acoustic injection, we attach a
piezoelectric transducer as described in Section 5.1.

• Benchtop contact-free: A Fostex FT17H speaker radiates
the crafted acoustic signal through air. An EMEET C960
webcam observes the gimbal from below. The camera
feed is processed with an optical-flow algorithm to es-
timate real-time gimbal orientation. Other hardware and
configurations match the direct-contact benchtop setup.

• In-flight direct-contact: We build a compact mali-
cious payload with multiple low-power integrated-circuits
(which could be reduced to a single embedded unit with
further engineering), containing a Raspberry Pi Zero 2W,
function generator (AD9033), amplifier (TDA8932), dig-
ital potentiometer (DS3502), and IMU (BMI160). The Pi
Zero controls the generator and potentiometer to produce
the crafted waveform, delivered by a piezoelectric trans-
ducer mounted on the gimbal housing. During tests, the
drone hovers at about 5 meters.
The online attack algorithm runs on a desktop with Intel

i9-14900K CPU and RTX 4080 GPU. An EMEET C960
Webcam is used to obtain the input for the surrogate tracking



FPS Direct-contact Contact-free In-flight
SORT 25.0 60%/100% 60%/100% -
UCMCTrack 24.9 80%/100% 100%/100% -
SiamRPN 23.4 90%/100% 90%/90% -
DaSiamRPN 7.5 90%/90% 100%/100% -
KCF 30.0 70%/100% 70%/90% -
HighEndDrone - - - 60%/80%

TABLE 4: Target switch/disable attack success rate of real-
world physical experiments.

algorithm. We use an appearance-aware surrogate tracker as
it outperforms motion-based alternatives on HighEndDrone,
indicating the tested drone may utilize appearance-aware
visual tracking.

We evaluate five representative tracking algorithms (Ta-
ble 2) in benchtop attacks, and the HighEndDrone built-in
HighEndDrone’s tracking in the in-flight setting. All trackers
achieve real-time performance (∼30 FPS or higher) on an
Intel NUC 13 Pro (Core i5), except DaSiamRPN. For each
tracker, we conduct 10 trials with two pedestrians of distinct
appearance and a false-target separation of approximately
3 m. The attack uses a 4 Hz planning–execution cycle, with
one gradient descent step per cycle and three trajectory
samples for expectation-over-transformation.

5.3.2. Physical Experiment Results. The attack achieves
an average target switch success rate of 79.1%/95.5%
across all benchtop and in-flight trials (Table 4). The overall
performance is consistent with the simulation results (Ta-
ble 3), validating the attack’s practicality in the real world.

Across the three experiment settings, as the scenario
becomes more challenging in terms of reduced attacker
capability and increasing real-world uncertainty and latency,
the proposed attack demonstrates stable success. The compa-
rable results between benchtop direct-contact and benchtop
contact-free attacks demonstrate that physical access to the
victim UAV is not necessary to launch the attack.

More importantly, the attack achieves 60% target switch
success rate against the built-in tracking of the industrial-
grade HighEndDrone during flight, with complete black-
box knowledge (Figure 18). This not only demonstrates
that the attack is physically achievable against an operating
UAV system but also confirms this security vulnerability in
commercial closed-source UAVs.

Failure cases of target switch (target loss and tracking
maintained) typically include one or more transient target
switch successes across non-consecutive frames. This sug-
gests that the failures arise from acoustic control noise in
real-world environments rather than inherent robustness in
the target system. The results lead to Finding 6.

Finding 6: Physical experiments confirm that both direct-
contact and contact-free attack vectors can corrupt UAV
tracking, including successful exploits on a fully closed-
source drone, although real-world environmental noise
introduces additional challenges for the acoustic attack.

Figure 18: Before/after target switch HighEndDrone’s track-
ing. First row: daytime. Second row: at dusk.

6. Discussion

Potential defenses (details in Appendix A). Several mit-
igation strategies can be applied against Banshee, but
each has notable limitations. Hardware approaches aim to
eliminate the attack vector via acoustic isolation of the gyro-
scope [14], [19] or improved signal conditioning and ADC
design [14]. However, these solutions are costly, require
modifications to off-the-shelf components, and often entail
substantial gimbal redesign, making them primarily viable
for future UAV systems. Software defenses are easier to
deploy, but remain challenging: Banshee induces large,
rapid motions, while image stabilization demands high-rate
processing. Existing detection methods based on simple
motion models [68], [69], [70], sensor fusion [71], or spe-
cialized hardware [72] also do not align well with typical
UAV gimbal architectures.

There are promising defense directions. One option,
inspired by GPS spoofing defenses, is to use image-based
signals such as visual odometry to detect inconsistencies
between visual and inertial measurements [73], [74]. This
approach is lightweight and software-based, but can be
bypassed by sophisticated adversaries, as visual pipelines
themselves are also vulnerable [11], [75], [76].
Attack controllability. Our attack achieves empirical suc-
cess using a learning-based gimbal response model under
a simplified control abstraction. A more principled control
theory analysis of modern gimbals with multi-loop control
and sensor fusion could further improve the fidelity of this
gimbal control approximation. In addition, reliably selecting
a specific target in the presence of multiple nearby objects
remains an open challenge for practical deployment. We
leave these directions to future work.
Remote attack feasibility. While we demonstrate attack
success in physical experiments under the benchtop contact-
free setup, we observe that motion injection is sensitive
to sound pressure level (SPL). In our setup, placing the
speaker approximately 4 inches below the gimbal achieves
∼110 dB, inducing sufficient motion. Prior work [14], [15],
[16], [17], [19], [40] demonstrates acoustic attacks over
distances ranging from 10 cm to 7.6 m, while long-range ul-
trasonic emitters [19], [41] and laser-based approaches [18]
can potentially extend attack distances beyond 100 m.



Threats to validity. While simulation enables diverse sce-
narios, it cannot fully capture real-world complexity. Our
physical experiments validate the attack’s practicality in
physical world, though under limited scenario diversity.
Future work will expand real-world evaluations to additional
gimbal and system models.

7. Conclusion

This paper introduces Banshee, the first physically
realizable target switch attack on UAV visual tracking via
acoustic injection on gimbal-camera systems. By empirically
profiling gimbal acoustic responses, Banshee generates
perturbations that induce directionally biased motion and
probabilistically redirect tracking to another object. Our
pipeline achieves > 90% success in simulation and suc-
cessful black-box attacks on a commercial drone. These
results show that acoustic vulnerabilities extend beyond
sensor disruption to application-level compromise.
Acknowledgments. We thank the anonymous reviewers and
our shepherd for their valuable feedback and constructive
suggestions throughout the revision process. This work was
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Ethical Considerations

This work reveals an end-to-end vulnerability in UAV
visual tracking systems, linking acoustic injection at the
sensor level to application-level target-following failures.
Given the potential safety risks, we take several measures
to ensure responsible conduct.
Responsible disclosure. We have contacted the vendor of
the UAV and gimbal systems used and shared our findings
prior to publication. Product identifiers are anonymized to
reduce misuse risk. We will follow coordinated disclosure
practices and release full details only after mitigations are
available.
Controlled experiments. All physical experiments were
conducted in controlled environments using a single UAV
at low altitude within confined areas. Tests were performed
under supervision, including benchtop setups and carefully
managed outdoor trials, ensuring no risk to bystanders,
property, or other aircraft.
Limited artifact release. To support reproducibility, we
release simulation code, profiling tools, and non-sensitive
datasets, but exclude any software or hardware details that
enable direct acoustic exploitation. The artifacts allow vali-
dation in simulation and study the implications for defense
without providing end-to-end attack capabilities.
Purpose of research. Our goal is to expose a critical class
of vulnerabilities in widely deployed UAV systems, not to
enable misuse. By demonstrating the feasibility of acoustic-
induced target switching, we highlight the need for more
robust gimbal design, sensor fusion, and tracking algorithms.

We believe responsible disclosure of these findings will
support timely mitigation by manufacturers, researchers, and
regulators.

In summary, this work follows principles of responsible
disclosure, controlled experimentation, limited release, and
a focus on improving UAV system safety and robustness.

LLM Usage Considerations

Originality. LLMs were used only for editorial refine-
ment (e.g., clarity, grammar, and style). All scientific con-
tent—including problem formulation, methodology, exper-
iments, and analysis—was developed and validated by the
authors. The literature review and citation decisions were
performed manually. In accordance with conference guide-
lines: “LLMs were used for editorial purposes in this
manuscript, and all outputs were inspected by the authors
to ensure accuracy and originality.”
Transparency. LLMs are not part of our methodology or
evaluation. All experiments and analyses are fully repro-
ducible without any LLM service, and no technical contri-
bution or conclusion depends on LLM outputs.
Responsibility. We did not train or fine-tune any LLMs or
collect data for that purpose, nor did we provide propri-
etary or sensitive information to LLM services. As such,
the environmental and ethical impact is minimal, and all
contributions remain the authors’ own.
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Appendix A.
Detailed Discussion of Defenses

Physical layer. A direct mitigation is to eliminate the
attack vector via improved physical housing of the gimbal
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gyroscope. Acoustic isolation using microfibrous metallic
fabric, MEMS acoustic metamaterials, or acoustic foam
can attenuate injected signals [14], [19]. However, these
approaches increase weight, cost, and design complexity,
and may still be bypassed by strong acoustic signals.
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Figure 19: 3-axis angular velocity readings over 25 consec-
utive injections with directional biasing.

Hardware layer. Secure sensor design can mitigate acoustic
injection by strengthening signal conditioning in MEMS
IMUs. Gyroscopes and accelerometers infer motion from
small proof-mass voltages that are amplified, filtered,
and sampled. Acoustic attacks exploit weaknesses in this
pipeline, such as amplifier clipping (introducing DC bias) or
inadequate low-pass filtering. Secure sampling techniques,
e.g., randomized or out-of-phase sampling aligned with sen-
sor resonance, can further reduce vulnerability [14]. How-
ever, these defenses require IMU or ADC modifications and
are typically infeasible for commodity UAV systems.
Software layer. Software-based defenses include digital
image stabilization and learning-based denoising [19], [77].
However, Banshee induces much larger motion than typi-
cal blur, limiting the effectiveness of stabilization. Learning-
based filtering can suppress injected noise but requires large
models and extensive training, introducing latency incom-
patible with real-time gimbal stabilization.
Detection. Detection methods include model-based ap-
proaches (e.g., SAVIOR [68], VIMU [69], MARS [70])
that predict IMU readings, and sensor-fusion approaches
(e.g., Gyro-Mag [71], ADC-Bank [72]) that detect incon-
sistencies across sensors. However, model-based methods
assume tractable system dynamics (e.g., rigid-body or aero-
dynamic models), which do not apply to gimbals with
nonlinear controllers and friction. Sensor-fusion methods
require additional sensors or hardware redundancy, which
are often unavailable in gimbal cameras and may themselves
be vulnerable to attacks [78], [79].
Camera motion compensation. Incorporating camera mo-
tion compensation (CMC) into tracking can reduce attack
success rates, especially when trading target switch for target
loss. However, the reduction is insufficient to fully miti-
gate Banshee. Moreover, CMC incurs significant computa-
tional overhead, limiting feasibility on resource-constrained
UAVs, particularly when combined with heavy tracking
models [60].
Visual odometry. Visual odometry (VO), which estimates
camera egomotion from image sequences, can be used to
detect acoustic injection by comparing VO estimates with
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Figure 20: Injected signal frequency vs. yaw oscillation am-
plitude. Aliased signal frequency shown as changing color.
Curve fitted by regression shown as dotted line.

gyroscope readings. Under normal operation, the two are
aligned; under attack, they diverge. VO can run in parallel
with stabilization and tracking, requiring only the onboard
camera, making it lightweight and deployable via software
updates. However, VO is also vulnerable to spoofing, and a
sophisticated attacker may evade detection by aligning both
modalities [11], [75], [76].
Recovery. Upon detection, the system can enter a recovery
mode, e.g., limiting gimbal angular velocity to reduce at-
tack impact, which we observe lowers attack success rates.
Alternatively, the UAV can hover or land to preserve safety.
These strategies improve robustness but may degrade normal
tracking performance.

Appendix B.
Gimbal Oscillation with Directional Biasing

Figure 19 shows 25 consecutive trials of injection at
23232 Hz, 50% signal power, and clockwise directional
biasing in the yaw axis. Pitch, roll, and yaw axis angular
velocities are overlaid into a single plot to show we achieve a
consistent induced motion with little variation. While some
traces show a slight variation in frequency, the amplitude
remains consistent, ensuring that the accumulated angular
displacement of the gimbal between different trials remains
nearly identical as previously shown in Figure 7.

Appendix C.
Effects of Detuning Injected Frequency

As the injected frequency f deviates from the natural
resonant frequency fn, the aliased frequency increases while
the oscillation amplitude decreases. Equation (4) shows a
linear relationship between f and fd. The amplitude follows
from Equation (5), extended with mechanical impedance:

Zm =

√
(4πfnζ)

2
+

1

(2πf)
2

(
(2πfn)

2 − (2πf)
2
)2

, (11)

where ζ is the damping ratio. As |f − fn| increases, Zm

grows, reducing amplitude.
In our evaluated systems, this reduction is moderate,

but it becomes important when signal strength is limited or
damping is high. This creates a trade-off: larger amplitudes
increase attack impact, while higher frequencies yield more



stable responses and faster optimization. We model this
trade-off by fitting ζ, F0, m, and fn via regression to
measured data. The aliased frequency follows a near-linear
trend (R2 = 0.99), enabling accurate prediction. Figure 20
confirms that as f moves away from fn, aliased frequency
increases while amplitude decreases, and that the fitted
model closely matches observations.

Appendix D.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

D.1. Summary

This paper presents Banshee, an acoustic injection at-
tack against UAV gimbal-stabilized visual tracking systems.
The attack exploits MEMS gyroscope resonance to induce
abnormal gimbal motion and camera viewpoint drift, which
can cause visual trackers to lose the true target or switch
to a nearby object. The paper develops an attack pipeline
combining offline gimbal profiling with an online adaptive
signal injection strategy. The evaluation includes both sim-
ulation and real-world experiments on a commercial drone
platform, demonstrating how sensor-level disturbances can
propagate through stabilization and affect application-level
tracking behavior.

D.2. Scientific Contributions

3) Creates a New Tool to Enable Future Science.
4) Provides a Valuable Step Forward in an Established Field.
5) Establishes a New Research Direction.

D.3. Reasons for Acceptance

1) The paper demonstrates a practically relevant cross-
domain attack path in autonomous systems, showing that
acoustic injection at the sensing layer can propagate
through gimbal stabilization and induce failures in visual
tracking pipelines used by UAVs.

2) The work presents a complete attack workflow that com-
bines offline profiling with an online adaptive attack
loop, and evaluates the approach across multiple tracking
algorithms and experimental settings.

3) The paper provides a useful experimental framework and
methodology for studying perception-layer vulnerabilities
in UAV systems, which can support follow-on research in
robustness, detection, and mitigation.

D.4. Noteworthy Concerns

1) Interpretation of axis-dependent behavior. The paper
identifies axis-dependent responses (e.g., yaw-dominant
behavior) through black-box profiling. While the empir-
ical procedure is clearly described, it remains unclear
whether such axis-selective resonance can be consistently
identified across different gyroscope designs and imple-
mentations. For example, it is unclear whether similar
yaw-dominant behavior can always be found for arbitrary
commercial gimbal systems, or whether the observed
behavior depends on specific hardware characteristics.



2) Limited characterization of intermediate mechanisms.
The paper demonstrates that acoustic injection induces
gimbal motion and leads to tracking degradation. How-
ever, the relationship between the induced oscillatory
motion and the resulting tracking behavior is not fully
characterized. In particular, it remains unclear how differ-
ent motion patterns (e.g., oscillation versus accumulated
drift) contribute to the observed tracking outcomes.

3) Limitations of the in-flight evaluation. The in-flight
experiments demonstrate that acoustic injection can affect
the built-in tracking system of a commercial drone. How-
ever, the evaluation is conducted under specific conditions
(e.g., limited number of targets, controlled scenarios, and
close-range acoustic injection), and does not explore how
the attack behaves under more diverse real-world settings.
As a result, the results should be interpreted within the
scope of the evaluated scenarios.
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Abstract. Embedded devices that are physically unreachable or contained within
tamperproof enclosures are often considered naturally resilient to physical side-channel
attacks. We present an active EM side-channel attack technique that enables side-
channel attacks across the security boundaries introduced by these physical security
measures. Our technique actively induces side-channel leakage based on a relay
mechanism, which serves as a means of leakage propagation from the cryptographic
IC to the attacker via intermediate Relay Points located within the boundary. In
the first leakage path, the instantaneous current consumption caused by transistor
switching inside the cryptographic IC affects the impedance of nearby nonlinear
elements (such as regulators) that act as Relay Points. This phenomenon is inevitable
due to the necessity of the regulator’s operations to ensure the provision of a stable
voltage to the cryptographic IC. In the second path, EM waves irradiated by the
attacker from outside the security boundary create a leakage channel where reflected
waves are modulated by the impedance variation of Relay Points, and leak outside as
side-channel information. We experimentally demonstrate that side-channel attacks
can be performed from the power cable on the primary side of an AC/DC adapter,
even in environments protected by physical security measures, including a shielded
box and ferrite cores. This attack can be executed non-invasively using EM waves
in the hundreds of MHz band, and has the advantage of being able to actively
control the presence and intensity of leakage. The proposed attack technique may
be applicable in a wide range of applications as it exploits the behavior of nonlinear
elements present in all embedded systems. As countermeasures against the proposed
attack, we discuss the effectiveness of EM fault sensors for detecting continuous
wave irradiation, induced EM interference detectors with broadband monitoring
capabilities, and tamper detection systems utilizing radio frequencies. This research
highlights the importance of considering active EM measurements as a new threat
model in physical security evaluations.
Keywords: Side-channel Analysis · Power/Electromagnetic/Backscatter/Impedance
Analysis

1 Introduction
Side-Channel Analysis (SCA) is the art of recovering secret information through the
analysis of a physical observable such as the instantaneous current consumption [KJJ99].
Power analysis primarily exploits the dynamic power consumption associated with tran-
sistors switching inside Integrated Circuits (ICs) as a leakage source. Electromagnetic
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Analysis (EMA), which exploits unintentional electromagnetic (EM) emanations during
cryptographic operations, is a natural extension of power analysis [QS01, GMO01]. Unlike
power analysis, EMA enables attacks using EM probes or antennas, without requiring
physical contact or modification.

SCA fundamentally consists of two stages: “measurement” and “analysis” of side-
channel information. This two-stage nature of SCA leads to a basic defense principle:
if measurement can be prevented, subsequent analysis cannot succeed. Based on this
principle, various countermeasures have been proposed at the board design [HHM+13],
circuit level [HB25], architecture, and algorithm levels [TG07]. Among these, forming
security boundaries using physical security measures is one of the most robust approaches.

Physical security measures create distinct security boundaries between potential at-
tackers and target devices [Com22, Nat01, Nat19]. For example, tamper detection [GS22,
OI18, ION+18] protects by detecting and responding to unauthorized physical access, while
shielding [Int15] prevents emanations from leaking outside the security boundary while also
suppressing external interference and disturbance. These technologies are complemented
by other physical security measures such as tamper evidence, tamper resistance, and
zoning [Wei00]. The strength of physical layer countermeasures lies in their ability to
enforce physical spatial separation between attackers and devices, providing algorithm-
independent security that continues protection even when new vulnerabilities are discovered
in cryptographic devices.

Even if such security boundaries are established through physical security measures,
inevitable apertures exist to accommodate power delivery and communication inter-
faces [OI18]. Information leakage through such apertures on security boundaries has been
demonstrated as leakage from conducted EM emissions 1 through power and communica-
tion cables [HSK+10, SHH+09, GPT15], and leakage from clock jitter and phase noise in
input/output (I/O) signals of communication interfaces [SMTG23, O’F24, AHC+24].

However, such attacks are performed through passive observation of side-channel
information from outside the security boundary. Therefore, it is possible to try to confine
this leakage within the boundary by applying techniques such as filtering and isolation. In
such cases, leakage generated from cryptographic devices is reduced below background
noise levels outside the security boundary, making passive SCA infeasible for attackers
without physical access to the inside of the boundary.

Physical security measures that impede physical access while confining leakage within
the security boundary can be considered exceptionally robust. In this work, we propose the
use of active EM measurement methods that allow us to pierce the security boundaries put
in place by such physical security measures. The proposed Active EMA technique exploits
electrical characteristics of nonlinear components in embedded devices and is based on the

1Conducted EM emissions are unintended RF currents and voltages that travel along power or signal
conductors (e.g., power or communication lines). Radiated EM emissions, by contrast, are unintended EM
fields that propagate through free space from structures acting as unintentional antennas (e.g., cables,
PCB traces, or enclosures) [PSS22].
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following relay mechanism (see Figure 1).
First Relay Channel: This channel relays side-channel leakage to nonlinear elements

in the device. These nonlinear components are electrically and electromagnetically coupled
with the target IC. Specifically, the transient current generated by Complementary Metal-
Oxide-Semiconductor (CMOS) transistors switching inside cryptographic ICs causes voltage
fluctuations (so-called ground bounce) through parasitic EM coupling on the IC and board.
These voltage fluctuations affect the impedance of nonlinear elements such as regulators,
creating Relay Points. In particular, since cryptographic ICs and regulators are electrically
coupled for stable operation of the device, this relay path inevitably exists.

Second Relay Channel: This channel enables us to cross the physical security
boundary by actively irradiating EM waves from outside the boundary. Specifically, when
irradiated EM waves reach nonlinear elements serving as Relay Points, modulated reflected
waves emerge due to variations in their impedance. These reflected waves thus serve as a
relay channel that pierces the physical security boundary from within.

Through the relay mechanisms, we demonstrate attacks against cryptographic devices
with physical security measures that are considered challenging or even impossible to
compromise using conventional passive measurement techniques. Specifically, we recover
full Advanced Encryption Standard (AES) secret keys from the primary side of the
Alternating Current (AC)/Direct Current (DC) adapter, even in environments protected
by a shielded box and ferrite cores. The technique introduced here is related to other
side-channel approaches such as impedance- and backscatter-based analysis, but differs
from them in that it actively induces leakage (see Section 2.3). Furthermore, Active
EMA has the following advantageous characteristics: (1) Controllability: Through active
measurement, attackers can actively control the presence and intensity of leakage. (2)
Non-invasive, non-contact execution: EM wave attacks in the hundreds of MHz band
enable attack execution without physical contact. (3) Applicability: Exploits nonlinear
elements commonly found in typical electronic devices, making it applicable to various
embedded systems under realistic scenarios.

The contributions of this paper are as follows:

• We propose a novel active EM side-channel measurement method based on the relay
mechanism.

• We experimentally demonstrate that secret keys can be recovered from cryptographic
devices with physical security measures, such as shielding and ferrite cores, applied
to the primary side power cable of AC/DC adapters.

• We demonstrate that attackers can arbitrarily adjust the intensity and range of
leakage by controlling the intensity of irradiated signals.

• We summarize defense guidelines against the proposed attack method for strength-
ening physical security boundaries.

In the remaining paper, we will summarize related works in Section 2. In Section 3, we
will explain the threat model of Active EMA. In Section 4, we will present the details of
the relay mechanism of our proposed method: Active EMA. Our experimental setups and
results are described in Section 5. In Section 6, we summarize countermeasures and future
challenges. Finally, Section 7 concludes the paper.
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2 Related Work and Background
2.1 Electromagnetic Analysis (EMA)
EMA is a kind of SCA that recovers secret keys and data using EM waves unintentionally
radiated from cryptographic devices [QS01, GMO01, AARR03]. Attackers capture EM
waves using antennas or probes and analyze them with receivers. EMA includes “Local
EMA” [PSQ07, SSS+13, SBO+15, LDMPT15], which observes localized EM waves from
ICs, and “Far-Field EMA” [AARR03, SHH+09, GPT15], which leak far away as unin-
tended emissions in the MHz to GHz bands. Recently, threats have been reported where
side-channel information is superimposed on wireless communications due to coupling
between digital and analog circuits in System-on-a-Chip (SoC), the so-called Screaming
Channels [CPM+18, CFS20, GPNS25].

The advantage of EMA lies in non-invasive and non-physical contact measurement
[KOP09, HMF07]. Still, since it is based on passive measurement, it is possible to
reduce radiation intensity and make attacks difficult through design considerations of
Electromagnetic Compatibility (EMC), Power Integrity (PI), and Signal Integrity (SI),
as well as shielding and filtering. Screaming Channels can also prevent observation of
side-channel information on communication channels by suppressing internal EM coupling.

2.2 SCA from the Primary Side
As SCA from the primary side, some attacks utilize pulse width changes in switching
power supplies [SLT16, KFH24]. However, the target of conventional research is DC/DC
regulators that directly supply power to cryptographic cores, requiring attackers to have
proximity access to cryptographic devices. Furthermore, in real systems, as signals pass
through multiple stages of regulators, side-channel information on primary side power lines
is expected to be filtered down to background noise levels. Additionally, since these attacks
are executed through passive measurement, leakage can be suppressed by countermeasures
in the same way as passive EMA.

2.3 Impedance-/backscatter-based Analysis
Research has been reported on measuring internal IC impedance variations using THz-
band EM waves [AJCZ19, WPZ22], but secret key recovery has not yet been achieved.
Furthermore, the THz band has high attenuation, making measurements from a distance
difficult and limiting them to those directly above the chip. In contrast, Monfared et al.
proposed LeakyOhm using the several GHz band [MMT23, AGR24]. While it utilizes
Power Delivery Network (PDN) impedance changes associated with channel formation
changes in CMOS inside ICs, it requires the suspension of operation of cryptographic
devices and a physical connection to the power supply. Additionally, the GHz band also
has high attenuation, and non-contact attacks have not been realized.

2.4 Active/Passive TEMPEST
TEMPEST targets EM leakage of unencrypted I/O signals from computer peripherals,
assuming attacks under Non-Line-of-Sight (NLOS) conditions from distances of tens of
meters or more [KAK+22, vE85, Kuh05]. The recently reported Echo TEMPEST is an
active attack that irradiates MHz-band EM waves and recovers I/O information from
reflected waves [KFKH23, PLHD25]. While attack distance and resolution are controllable,
the target is low-speed digital signals, making the measurement of side-channel information
inside ICs difficult. This is because internal CMOS gates are small and can only be observed
with EM waves above the GHz band, making propagation from a distance difficult.
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3 Threat Model
Adversary’s Goal: The attacker’s objective is to obtain secret keys and data from
cryptographic devices installed within security boundaries, without physical contact.
Specifically, the attacker aims to actively relay side-channel information confined within
the boundary outward, and recover secret keys by collecting and analyzing the leaked
signals.

Scenario: The targeted cryptographic devices are assumed to be mission-critical
systems such as Automated Teller Machines (ATMs), infrastructure control systems, servers
equipped with Hardware Security Modules (HSMs), and smart meters. In these devices,
clear security boundaries are formed by physical security measures such as shielding [Int15]
and tamperproofing [GS22, OI18, ION+18], which thwart physical access within the
boundary and SCA through passive measurement. However, practically inevitable apertures
for the connection of power supply lines and communication interfaces still remain and
serve as attack surfaces. In this scenario, we assume a situation where attackers irradiate
high-frequency EM waves in the hundreds of MHz band into the boundary through these
inevitable apertures. The EM waves propagate to nonlinear elements (Relay Points) whose
impedance varies due to ground bounce generated during operation of cryptographic ICs
(First Relay Channel). Subsequently, the modulated reflected waves generated from these
nonlinear elements are emitted beyond the boundary (Second Relay Channel).

Attack Setup: The attacker utilizes the following equipment: a signal generator, a
receiver, transmitting/receiving antennas/probes, and analysis equipment (e.g., Personal
Computer (PC)). By optionally using signal amplifiers, it is possible to enhance irradiation
intensity and reception sensitivity, allowing for attacks from greater distances and improving
the quality of acquired traces.

4 Flow of Active EMA
This section explains the attack flow of Active EMA based on the relay mechanism (see
Figure 2).
First Relay Channel (Section 4.1): A relay channel where side-channel information
generated inside cryptographic ICs propagates to surrounding nonlinear elements through
EM and electrical coupling. We refer to the nonlinear elements relaying side-channel
information between the First Relay Channel and the Second Relay Channel as “Relay
Points”.
Second Relay Channel (Section 4.2): A relay channel where side-channel information
that has reached Relay Points propagates beyond the security boundary by actively
irradiated EM waves.

4.1 First Relay Channel Induced Through Ground Bounce
4.1.1 Ground Bounce Generated by Cryptographic Operations

The source of side-channel information leakage is the switching operation of CMOS gates
within cryptographic ICs [MOP07]. When logic values of each logic circuit transition,
dynamic power consumption occurs due to charging current and short-circuit current
associated with transistor on/off operations. During cryptographic operations, many such
switching events occur simultaneously, and their collective power consumption depends on
data, enabling secret key recovery [KJJ99].

In power analysis, voltage fluctuations on the PDN of the cryptographic IC are
measured2. Such voltage fluctuations are known in the fields of EMC and PI as ground

2Similar information can be obtained from current fluctuations measured via shunt resistors
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Figure 2: Flow of Active EMA

bounce caused by the simultaneous switching of CMOS gates [SE07]. Ground bounce
occurs when transient charging current and short-circuit current induce voltage through
parasitic components on the IC core, package, and PDN. Therefore, such phenomena
inevitably occur with IC operation, i.e., side-channel information is widely distributed on
the PDN as voltage fluctuations.

4.1.2 Formation of Relay Points via Ground Bounce

Ground bounce containing side-channel information induces impedance variations in
nonlinear elements existing on the same PDN of cryptographic ICs. These nonlinear
elements function as Relay Points, effectively enabling us to cross security boundaries.
The requirements for nonlinear elements to act as Relay Points are: (1) the impedance
of nonlinear elements varies due to the influence of ground bounce, and (2) EM waves
efficiently propagate from outside to inside the security boundary, reaching the relevant
elements to generate reflected waves.

Impedance Variation: Nonlinear elements exist in typical components on Printed
Circuit Boards (PCBs), including digital circuits within ICs, diodes (Transient Voltage
Suppressors (TVSs), Light Emitting Diodes (LEDs), etc.), Multi-Layer Ceramic Capacitors
(MLCCs), and regulators. The PDN of a cryptographic IC is no exception; nonlinear
elements are used in peripheral circuits both inside and outside cryptographic ICs to ensure
normal operation. These nonlinear elements show significant impedance changes compared
to linear elements, even with weak voltage changes from ground bounce, potentially
enabling the exploitation of side-channel information.

As a specific example, we explain impedance variations in Low-Dropout (LDO) regula-
tors (see Figure 3). LDO regulators are widely used for both on-chip and off-chip power
supply circuits, and its operation utilizes the characteristics of internal nonlinear elements.
The purpose of the LDO regulator is to convert the voltage supplied from the input side
(primary side) to the output side (secondary side) while dynamically adjusting the output
current to maintain a constant voltage value. In detail, the operation works as follows:
(1) the load consumes current, (2) the LDO’s output voltage drops, (3) a difference from
the reference voltage is detected, (4) the equivalent resistance of the power Field Effect
Transistor (FET) changes, causing impedance variation, (5) output is compensated to
maintain constant voltage. Assuming (1) and (2) are the result of current consumption
and ground bounce due to cryptographic operations, we find that regulator impedance
variation occurs at step (4). Furthermore, this behavior is essential for the stable opera-
tion of output-side loads, making impedance variations of peripheral nonlinear elements
unavoidable [SJL+21].

Beyond regulators, other ubiquitous nonlinear components on the PDN can act as
Relay Points. (1) P-N junction devices, including TVSs, ESD protection circuits, and
indicator LEDs, are known to have capacitance and conductance that change depending
on the applied bias. Even small ground-bounce fluctuations can therefore alter their
electrical behavior [SB15, ch. 5]. (2) Decoupling MLCCs, particularly those using Class
II dielectrics such as X5R or X7R, show a strong dependence of their capacitance and
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losses on both DC and AC bias [NWM+11]3. This makes them especially susceptible
to changes in operating conditions around cryptographic devices. (3) I/O interfaces
and power-management circuits inside integrated-circuit packages also include non-linear
transistors and protection structures.

Transfer Characteristics from Outside to Relay Points: Impedance variations
at Relay Points are actively sensed via EM waves, as explained in Section 4.2.1 below.
Therefore, Relay Points require sensitivity in frequency bands where EM waves—irradiated
by the attacker and passing through apertures in the security boundary—can efficiently
reach the nonlinear elements serving as Relay Points without attenuating below the
background-noise level4.

First, we explain why impedance changes associated with channel formation states of
CMOS gates inside cryptographic ICs, which were focused on in conventional impedance-
based analysis [MMT23, AGR24, AJCZ19, WPZ22], are not suitable as Relay Points. Such
impedance change points are located within the internal digital circuits of ICs, and their
physical structures are extremely small at the nanometer scale. To propagate EM waves
from there and sense them, it is necessary to inject EM waves in the GHz/THz bands
with short wavelengths. However, as EM waves have increasing attenuation rates at higher
frequencies, they are unsuitable for sensing from distant locations. Indeed, conventional
research has required physical access to cryptographic devices (connection to the PDN via
Sub Miniature Type-A (SMA) connectors) and temporary suspension of cryptographic
processing to extract secret keys.

In contrast, the nonlinear elements focused on in this research are surface-mounted
on PCBs or larger I/O circuits within the IC. Particularly, regulators are placed between
power planes, making them easily reachable by EM waves from outside. Furthermore, as
the physical structures of these elements are on the micrometer scale, they show sensitivity
to the hundreds of MHz band with longer wavelengths than the GHz band [KFKH23].
As a result, they have smaller propagation attenuation when compared to the GHz/THz
bands and offer good transfer characteristics, which have been confirmed in actual EM
information leakage [KFKH23, dMSV20, IMK+25].

3In actual components, the voltage dependence of capacitance can be confirmed from datasheets
and tools published by manufacturers (e.g., Murata Manufacturing Co., Ltd., SimSurfing,
https://ds.murata.com/simsurfing/mlcc.html, accessed 28 September 2025)

4Due to EM reciprocity, propagation characteristics from nonlinear elements to the point where attackers
observe EM waves are similar, so we consider only one direction here.
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4.2 Second Relay Channel by Active EM Measurement
4.2.1 Modulated Reflected Waves Generated at Relay Points

We describe how to generate a Second Relay Channel that leverages the impedance
variations at Relay Points. The Second Relay Channel uses active EM measurements
to pierce the security boundaries. Specifically, attackers inject continuous waves into
cryptographic devices, resulting in amplitude and phase modulated reflected waves, because
of impedance changes at Relay Points. First, we explain the physical mechanism of
modulated reflected wave generation, and then describe the method for constructing a
relay channel by optimizing parameters such as irradiation frequency, amplitude, and
transmission mode.

Mechanism of Modulated Reflected Wave Generation: The derivations in this
Subsection follow the textbook [Poz21, ch. 2]. To explain how EM waves irradiate and
propagate to cryptographic devices, we use the model of Figure 3, where a transmission
line of length l is excited at an excitation source and terminated with load impedance
ŻL = R + jX. When the line length is sufficiently long relative to the excitation source
wavelength, the line is treated as a distributed-element model, and voltage V̇ and current
İ at distance d = 0 from the receiving end are expressed as follows5

V̇ = V̇i + V̇r, İ = İi + İr = V̇i

Z0
− V̇r

Z0
(1)

Here, Z0 is the characteristic impedance of the line. The first terms (V̇i, İi) are incident
wave components. In contrast, the second terms (V̇r, İr) are reflected wave components,
which change depending on the impedance of the load. Specifically, they are expressed by
the following relational expressions using the reflection coefficient Γ̇.

V̇r = Γ̇ V̇i = |Γ̇|V̇ie
−jϕ, İr = −Γ̇ İi = −|Γ̇|İie

−jϕ (2)

∵ Γ̇ = (ŻL − Z0)/(ŻL + Z0) (3)

|Γ̇| is the absolute value of the reflection coefficient, where 0 ≤ |Γ̇| ≤ 1. ϕ shows the
phase component of the reflection coefficient. As seen from Equation 2 and Equation 3,
reflected waves relative to incident waves change according to load impedance. That is,
assuming the load impedance ŻL is the time-varying impedance of Relay Points containing
side-channel information ŻL(t), voltage V̇ (t) and reflected current İ(t) on the transmission
line become:

V̇ (t) = V̇i + V̇r(t) = V̇i

(
1 + |Γ̇(t)|e−jϕ(t)

)
, İ(t) = İi + Ir(t) = İi

(
1− |Γ̇(t)|e−jϕ(t)

)
(4)

From this, we see that when the load (Relay Point) changes impedance over time,
modulated signals with amplitude and phase modulation relative to the incident waves are
generated. Thus, attackers can generate reflected waves modulated with side-channel infor-
mation from Relay Points by propagating continuous EM waves with constant amplitude
and phase as sensing signals.

Generation Method of Reflected Waves Modulated with Side-channel In-
formation: From the above mechanism, attackers must first ensure that continuous
waves reach the Relay Points. At that time, measurements are taken while optimizing the
amplitude and frequency of EM waves used for sensing. This leads to problems where
increasing amplitude reduces modulation depth due to self-interference, and challenges in
searching for optimal irradiation frequency bands.

5At this time, input impedance Żin seen from d = 0 is ŻL = Żin. For simplicity, the attenuation
constant α = 0.
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output from the transmitter cancel out on the receiver side, enabling the reduction of
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Algorithm 1: Frequency Sweep TVLA for Relay Channel Search
Input: fstart, fend, fstep, PTX, N
Output: T-test values T [fc] for each frequency fc

for fc = fstart to fend step fstep do
injection_on(PTX, fc);
adjust_gain();
(tracesfixed, tracesrandom)← collect_traces(2N);
(tracespp

fixed, tracespp
random)← apply_preprocessing(tracesfixed, tracesrandom);

T [fc]← TVLA(tracespp
fixed, tracespp

random);
injection_off();

The former challenge regarding self-interference can be addressed by the measurement
method that focuses on different transmission modes, as shown in Figure 4. Self-interference
is a problem where irradiated EM waves from the transmission side directly interfere with
the reception side, reducing modulation depth and degrading information recovery accuracy.
Particularly for attacks from distant locations, the power of reflected waves Ṗr becomes
very small relative to incident waves Ṗi (Ṗi > Ṗr) due to increased attenuation effects with
long propagation paths, making demodulation difficult. This method enables reception of
reflected waves while suppressing direct interference of transmitted waves by using different
transmission modes on the transmission and reception sides [PSS22, ch. 6]. For example, in
transmission lines composed of two wires, EM waves propagate in either differential mode
(DM)6 or common mode (CM)7. First, we inject CM or DM signals into the transmission
lines. (2) Then, due to changes in geometric structure or the existence of parasitic coupling,
some EM energy converts their mode. (3) The EM waves of both modes reach the relay
points. (4) Both modes are reflected from the relay points. (5) Although both modes reach
the receiver, we only observe one mode on the transmission side. This is because, if we set
the same mode as the transmitter, direct interference occurs.

Next, the frequency to create the relay channel is determined by algorithm 1. (1)
Sweep frequencies in the range of hundreds of MHz to several GHz that tend to be well
distributed on electronic devices. (2) Receive reflected waves at each frequency and adjust
receiver gain based on their intensity (adjust_gain()). (3) Acquire multiple traces and
optionally apply preprocessing techniques (collect_traces(),apply_preprocessing()).
(4) Perform Test Vector Leakage Assessment (TVLA) on acquired traces (TVLA()). (5)
Based on TVLA results, we determine the most suitable frequency bands for relaying

6In differential mode, one wire serves as the forward path and the other as the return path for EM
wave propagation.

7In common mode, EM waves propagate in the same direction on both wires, using the reference ground
plane as the return path.
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side-channel information.
Note that propagation characteristics to the Relay Points depend on board size and

shape, cable length, and chassis structure. If these elements do not change significantly
then the same carrier frequency bands can be used for similar target scenarios [HHM+13]8.

4.2.2 Analysis of Received EM Waves

Preprocessing: Reception and signal processing of EM waves consists of demodulation,
outlier removal, and filtering. First, we apply demodulation to the received signals.
Reflected signals generated by EM irradiation are expressed as amplitude and phase
modulated signals sr(t) = A(t) sin(2πfinjt + ϕ(t)). Here, finj is the irradiation frequency,
and A(t) and ϕ(t) are the modulated amplitude and phase signals. After the reflected
waves are down-converted to baseband signals at the receiver, they are represented as
orthogonal components as follows:

I(t) = A(t) cos ϕ(t), Q(t) = A(t) sin ϕ(t), (5)

Here, variations in Relay Point impedance are obtained by applying amplitude and phase
demodulation.

A(t) =
√

I(t)2 + Q(t)2, ϕ(t) = atan2
(
Q(t), I(t)

)
. (6)

Time-series data obtained through this demodulation processing directly reflects impedance
variations at Relay Points, and this data is used for analysis. In this research, we utilized
amplitude demodulation traces, which allowed for clearer observation of impedance changes.

Next, in Active EMA measurements under real environments, surge-like noise may be
present on traces due to external EM noise or unintended modulation from other device
operations, so outlier removal is optionally applied. Abnormal traces are removed by
anomaly detection using the Interquartile Range (IQR) method. A detailed explanation is
shown in Appendix A.

Finally, a High-Pass Filter (HPF) and a Low-Pass Filter (LPF) are applied. The
HPF is used to suppress carrier intensity drift caused by temperature characteristics of
transmission lines, peripheral equipment, and cryptographic devices themselves [MMT23].
If needed the LPF is applied to reduce high-frequency noise within the reception frequency
band.

Leakage assessment. We use TVLA [GJJR11]: two trace sets (fixed plaintext vs.
random plaintexts) are compared using Welch’s t-test. Here, if |t| > 4.5, leakage is
determined to exist with a confidence level of > 0.99999. For key recovery on AES, we
employ the widely used Hamming weight of the S-box output leakage model to perform
CPA [MOP07], since impedance variations at Relay Points are caused by ground bounce
accompanying transistor switching, they are amplitude/phase modulated in reflected waves.

5 Experimental Results
This section experimentally verifies the feasibility of AES secret key recovery through
Active EMA based on the relay mechanism. First, Section 5.1 presents a preliminary
setup for evaluating the basic feasibility of the proposed method and for profiling the
relay channel, as well as a setup with security boundaries, assuming a real environment
with physical security measures such as shielding and filtering applied. Next, Section 5.2
demonstrates leakage induction through the proposed method using the preliminary setup
and conducts a frequency profiling of the available relay channel. Subsequently, Section 5.3
shows that secret key recovery is possible from reflected waves by injecting EM waves

8While execution is possible with online search alone, measurement time becomes enormous in proportion
to sweep range, so combined use with advance profiling is practical.
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from the external DC power line of the PCB. Then, Section 5.4 demonstrates that in
cryptographic devices installed within security boundaries, side-channel information can be
leaked outside the security boundaries through filters, adapters, and a shielded box from
the primary side power cable of AC/DC adapters, enabling secret key recovery. Finally,
Section 5.5 demonstrates that by adjusting the EM wave irradiation intensity, it is possible
to control leakage from cryptographic devices, thereby expanding the leakage range and
enhancing attack performance.

5.1 Experimental Setup
Setup I (Figure 5) is a preliminary setup for verifying the feasibility of Active EMA and
for profiling the relay channel. Setup II (Figure 6) is reminiscent of a real environment
with physical security measures applied through shielding and filtering. First, we describe
the common elements of each setup.

We use a CW308T-XMEGA (NewAE Technology) target board with an Atmel 8-bit
microcontroller mounted on a CW308 UFO board (NewAE Technology). The power
switches on the CW308 UFO were set to S1:Auto and S2:LDO, converting the 5 V supply
voltage to 3.3 V through the off-chip LDO regulator for the cryptographic core power supply.
The cryptographic device’s clock frequency was set to 12 MHz. The CW308 base and
target boards include decoupling MLCCs placed according to the chip vendor’s reference
design—at the LDO input and output, as well as on the high side of the shunt resistor on the
target board. We did not modify this decoupling network in our experiments. A CW1173
ChipWhisperer-Lite (NewAE Technology) [OC14] was used for AES plaintext/ciphertext
transmission and reception, with only the communication cable connected to CW308 UFO
to ensure power isolation. A signal generator (Rohde & Schwarz, SMA100B) was used as
the transmitter, and a software-defined radio (SDR) (Ettus Research, USRP N210, UBX
Board) as the receiver. Transmission and reception were synchronized by supplying a
reference clock from the transmitter to the receiver, and trigger signals were input to the
Pulse-Per-Second (PPS) port to control measurement timing. The ChipWhisperer-Lite,
signal generator, and SDR were all connected to a PC that controls the execution of
cryptographic operations, EM wave irradiation control, and waveform acquisition/analysis.

We used an unprotected AES-1289 implementation, and measurements were con-
ducted targeting the 1st round. All experiments used a single fixed 128-bit AES key
2b7e151628aed2a6abf7158809cf4f3c as per NIST SP 800-38A. The SDR sampling rate
was set to 25 MSa/s, with a measurement duration of 125 µs (3125 samples). The SDR
gain was set to the maximum gain within the range where the received signal would not
saturate.

Setup I: This setup verifies the basic feasibility of Active EMA and profiles the
relay channel on the same device model as the target. While it does not emulate a
protected environment, an attacker can use such a setup to identify favorable parameters
prior to attacking a device within a security boundary. To inject EM waves from power
lines connected to the cryptographic device and observe reflected waves, a coaxial cable
was connected to the DC adapter. This cable was connected to a directional coupler
(Mini-Circuits: ZFDC-20-5-S+) to separate incident and reflected waves (Figure 5(b)).
Specifically, the transmitter was connected to the coupler’s IN Port, and the OUT Port
was connected to the cryptographic device’s power line. EM waves propagating from IN
Port to OUT Port were observed by connecting the CPL Port to the receiver. Power was
supplied from different pins10.

9https://github.com/newaetech/chipwhisperer/tree/develop/firmware/mcu/simpleserial-aes
10Similar results were obtained when power was supplied from the DC adapter using a bias tee.

https://github.com/newaetech/chipwhisperer/tree/develop/firmware/mcu/simpleserial-aes
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of Active EMA. (b) Reflected waves are observed separately using a coupler. (c) EM waves
are irradiated from the DC adapter of the target cryptographic device to generate reflected
waves.
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Figure 6: Setup II. Block diagram and photo of setup for verifying whether Active
EMA is feasible against cryptographic devices installed within security boundaries. The
cryptographic device was installed inside a shielded box. Power cables were connected
to the device, and assuming an attacker can only access the primary side of the AC/DC
adapter, injection probes and current probes were installed there. Additionally, the power
cables were clamped with two ferrite cores.

Setup II: This setup instantiates the threat model of Section 3. The cryptographic
device was installed inside a shielded box (Micronix, MY1510), with only the power and
communication cables exposed, mimicking the inevitable apertures of a security boundary.
To suppress leakage through these apertures, two high-frequency ferrite cores (TDK:
ZCAT3035-1330) were clamped on the power cable, and a 5 V AC/DC adapter was used
to further attenuate coupling toward the primary side. Due to enclosure size limits, the
AC/DC adapter and ferrites were placed outside; to avoid unintentionally simplifying the
scenario, the injection probe was positioned ≈ 1 m away on the AC/DC adapter. Under
this configuration, the attacker cannot physically access the inside of the boundary, and
passive EMA from outside the boundary fails (Section 5.4). Therefore, it was assumed
that the attacker could only access the power cable exposed outside the boundary and
execute Active EMA from there.

An Injection Probe (Fischer Custom Communications: F-140) was used to inject EM
waves into the AC power cable, clamping the power lines to apply CM current. A Current
Probe (Fischer Custom Communications: F-2000) was used to measure the reflected waves,
clamping the power lines to observe DM current, thereby suppressing self-interference
of EM waves injected from the transmitter. The probes were positioned 3.8 meters and
2.3 meters away from the cryptographic device, respectively. A signal amplifier (R&K:
A030k102-3040R) with a 30 dB gain was used to increase irradiation intensity.
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Figure 7: (a) Results of relay channel search conducted on CW308T-XMEGA mounted
on CW308 UFO using Setup I. TVLA was performed with 2N = 100, 000 traces at each
frequency. Several frequency bands exceeding the t-value threshold of 4.5 were observed,
(b) with the highest value of 22.8 observed at 664 MHz.

5.2 Relay Channel Search
Assuming a scenario where attackers can obtain the same device as the target device to
perform profiling, we performed a frequency characterization of the relay channel, as shown
in algorithm 1, using Setup I. Search parameters were: the intensity of signal generator
PTX = 5 dBm, search frequency range (fstart, fend, fstep) = (600 MHz, 1000 MHz, 2 MHz).
Measurements were conducted with 2N = 100,000 traces for TVLA, using fixed vs.
random plaintext. Amplitude demodulation was applied as preprocessing, with HPF and
LPF applied with cutoff frequencies fcutoff,HPF = 30 kHz, fcutoff,LPF = 3 MHz. Outlier
removal was not performed due to the minimal influence of external noise in close-range
measurements via a coaxial cable.

Figure 7 shows the relay channel leakage characterization results. In Figure 7(a), the
vertical axis t-value is shown in absolute value notation to confirm the presence or absence
of leakage. Frequency bands exceeding the t-value of |t| > 4.5 were observed, confirming
the existence of frequency bands where side-channel information can be observed through
Active EMA. Specifically, leakage was confirmed in the ranges of 650 MHz to 670 MHz
and 850 MHz to 900 MHz, with the highest t-value (22.8) obtained at 664 MHz. Figure
7(b) shows the TVLA results with a 664 MHz irradiation and reception frequency. The
horizontal axis represents the time index, the vertical axis represents the t-value, and
multiple points where |t| > 4.5 were observed. Furthermore, to assess reproducibility, we
repeated the profiling experiment (Setup I) on two CW308T-XMEGA target boards and
two CW308 UFO base boards from the same manufacturer (four boards in total). The
frequency bands with strong relay-channel characteristics, including the peak near 664
MHz, were consistent across these boards, demonstrating reproducibility and feasibility of
the profiling procedure. The security-boundary experiment (Setup II) was performed on
one board combination, yielding consistent results under shielded and filtered conditions.

5.3 Key Recovery from Outside PCB
We examined the possibility of AES key recovery through Active EMA using Setup I.
Based on the relay channel search results from Section 5.2, the irradiation and reception
frequency were set to fc = 664 MHz. The intensity of the signal generator was set to
PTX = 5 dBm. As in the previous experiment, amplitude demodulation was applied
as preprocessing to the acquired traces, without applying outlier removal, and HPF
and LPF were applied with cutoff frequencies fcutoff,HPF = 30 kHz, fcutoff,LPF = 3 MHz.
Acquired traces are shown in Figure 8. Time variations in impedance accompanying AES
computational processing were observed.

Next, we collected N = 500, 000 traces and performed CPA; all 16 bytes of the AES
secret keys were recovered. CPA results for each byte are summarized in Appendix B.
Figure 9 shows CPA results targeting the 5th byte. Figure 9(a) shows correlation values
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Figure 8: Traces measured with irradiation and reception frequency fc = 664 MHz with
Setup I. Averaged over 2,000 traces to clarify the waveform outline. Averaged waveforms
were not used in CPA. (top) Waveform without preprocessing applied, (bottom) Waveform
with HPF and LPF applied.
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Figure 9: CPA attack results when executing Active EMA with Setup I (5th byte).
All 16 bytes of AES secret keys were recovered. Irradiation and reception frequency is
fc = 664 MHz, number of traces is N = 500, 000 traces. The red line shows the correlation
value of the correct key.

for 256 key candidates against the time index, and Figure 9(b) shows correlation values
for 256 key candidates against the number of traces used in the analysis. These results
demonstrate that leakage can be induced through Active EMA and that secret keys can
be recovered.

5.4 CPA Results from the Primary Side
This section demonstrates the possibility of AES key recovery through Active EMA from
the primary side of AC/DC adapters under the measurement environment of Setup II.
This demonstrates that side-channel information can be leaked outside security boundaries
through the relay mechanism, crossing boundaries formed by shielded boxes. This setup
presents the following challenges arising from physical security boundaries: (1) Because
injection probes and current probes are used to inject and observe EM waves non-invasively
and without physical contact, EM waves do not propagate efficiently. (2) EM wave
propagation to cryptographic devices inside security boundaries formed by shielded boxes.
(3) Signal attenuation and multipath reflections introduced by ferrite cores, AC/DC
adapters, and long transmission lines. (4) Increased self-interference caused by high-
intensity EM-wave irradiation. Due to these factors, the acquisition of side-channel
information confined within boundaries becomes more difficult compared to Setup I.

Based on the profiling results from Section 5.2, the irradiation and reception frequencies
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Figure 10: Traces measured from primary side with irradiation and reception frequency
fc = 664 MHz with Setup II. Averaged over 10,000 traces to clarify the waveform outline.
Averaged waveforms were not used in CPA. (top) Waveform without preprocessing applied,
(bottom) Waveform with outlier removal, HPF, and LPF applied.

were set to fc = 664 MHz. The intensity of the signal generator output was set to
PTX = 17 dBm and amplified to approximately 47 dBm by the amplifier. The acquired
traces were preprocessed using amplitude demodulation, and traces containing surge noise
were removed by outlier removal with threshold k = 1.2. Afterwards, HPF and LPF
with cutoff frequencies fcutoff,HPF = 30 kHz, fcutoff,LPF = 3 MHz were applied. A total of
N = 5, 000, 000 traces were collected.

To establish the effectiveness of our active attack, we start by performing a passive
attack under the same measurement conditions. In this scenario, we do not irradiate EM
waves, but only passively capture EM emanations (with the receiver gain maximized) from
the device. In this scenario, we were unable to recover any AES key bytes. For example,
Figure 11 shows attack results targeting the 5th byte. Notably, even when the number of
traces used for the attack is increased to 5,000,000, the correlation value of the correct key
indicates that there is no prospect of extracting the key (Figure 11(b)). This shows that
the side-channel information is confined within the physical security boundaries achieved
by measures such as ferrite cores and a shielded enclosure. Detailed results are shown in
Appendix C.

Next, we conducted our proposed active attack. 5.42% (270,873 traces) of all traces
were detected as abnormal traces by outlier removal. In subsequent analysis, the remaining
94.58% (4,729,127) of traces were used. Abnormal traces showed surge-like noise with
rapid amplitude changes at specific timings, likely caused by unintended modulation from
surrounding electronic device operations or external noise superimposition on power lines.
Figure 10 shows traces before and after the preprocessing. Time variations in impedance
accompanying AES computational processing were observed outside security boundaries
through the relay channel.

We performed CPA using N = 5, 000, 000 traces11, and were able to recover all 16
bytes of the AES secret key. CPA attack results for each byte are shown in Appendix C.
Figure 12 shows CPA attack results targeting the 5th byte. Figure 12(a) shows correlation
values of 256 key candidates against the time index, and Figure 12(b) shows correlation
values of 256 key candidates against the number of traces. In contrast to the passive EMA

11Here, N = 5, 000, 000 traces is the total number of observations, including abnormal traces removed
by outlier removal. For fair evaluation of attack performance, we use “number of traces observed” by the
attacker as the evaluation criterion. Actually, N = 4,729,127 traces were used for CPA.
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Figure 11: CPA attack results when executing conventional passive EMA in Setup II
(5th byte). We cannot extract even one subkey using 5,000,000 traces. Therefore, physical
security measures could suppress leakage across the boundary.
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Figure 12: CPA attack results when executing Active EMA in Setup II (5th byte).
We recovered all 16 bytes of the AES secret key. Irradiation and reception frequency
were fc = 664 MHz, the number of traces was 5,000,000 traces. The red line shows the
correlation value of the correct key.

results, the correlation value of the correct subkey is highest when using approximately
1,000,000 traces or more for CPA. Although the measurement took several days, key
recovery was achieved without being affected by temperature changes or environmental
changes, even in long-term measurements.

5.5 Controllability of Leakage Intensity
The experiments up to the previous section demonstrated that Active EMA can leak side-
channel information beyond security boundaries. This section verifies another important
characteristic of Active EMA: controllability of leakage intensity. In conventional passive
measurement, the intensity of leaking EM waves depends on the implementation and
design of cryptographic devices and cannot be controlled by attackers. In contrast, Active
EMA enables attackers to actively control leakage by adjusting the intensity and frequency
of irradiated EM waves.

In this experiment, we used Setup I, which uses coaxial cables and couplers to accurately
separate incident and reflected waves, allowing pure evaluation of reflected wave effects
with less external noise influence for high reproducibility and more quantitative evaluation
of Active EMA attack accuracy. In the experiment, the signal generator irradiation
intensity was varied as PTX = 0 dBm, 5 dBm, 10 dBm, 12 dBm, and CPA attacks were
performed under each condition. The receiver gain was adjusted to avoid saturation at
each irradiation intensity, with gains set to 17.0, 12.5, 7.0, and 5.0, respectively, for each
irradiation intensity within the USRP N210 gain setting range (0∼32). This systematic
gain adjustment ensures optimal measurement conditions at each irradiation intensity for
fair comparison.

Figure 13 shows key recovery rates when varying irradiation intensity. The horizontal
axis represents the number of traces, and the vertical axis represents the number of correctly
recovered key bytes (maximum 16 bytes). Results confirmed that key estimation accuracy
significantly improved with increased irradiation intensity. Specifically, comparing the
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Figure 13: Number of traces required to recover the secret key for multiple irradiation
intensities. An increasing irradiation intensity enables key recovery using fewer traces.
This is because higher irradiation intensity improves reflected wave intensity, enabling
acquisition of higher signal-to-noise ratio traces.

number of traces required to recover full 16 bytes of keys, approximately 50,000 traces
were needed at 12 dBm irradiation intensity, while approximately 175,000 traces were
required at 0 dBm, a 3.5-fold difference.

In contrast to traditional passive measurements, Active EMA allows control of the
leaked signal intensity. Attackers can obtain higher signal-to-noise ratio traces by increasing
the radiation intensity. This lets them extend the distance over which the attack can
be performed [KFKH23, PLHD25, KFH19]. We use this control feature when we discuss
extending attack distance by increasing the irradiation intensity in Section 6.2. On the
other hand, practical constraints also exist on irradiation intensity. Excessive irradiation
may cause interference or disturbance to cryptographic devices, so attackers need to set the
irradiation intensity within the range where the target devices maintain regular operation.
In this experimental environment, no communication errors or cryptographic operation
errors were observed even when increasing irradiation intensity to 15 dBm in Setup I. Still,
this upper limit is expected to vary depending on device implementation and environmental
conditions.

In Section 5, the experimental results demonstrated that even against cryptographic
devices where security boundaries are formed by physical security measures such as shielded
enclosures and filters, making attacks difficult with conventional passive measurement,
Active EMA based on the relay mechanism can actively leak side-channel information
beyond security boundaries, enabling secret key recovery. Furthermore, as shown in
Section 5.5, Active EMA enables attackers to intentionally control the leakage intensity
by adjusting the irradiation intensity, allowing for the optimization of attack efficiency.
This controllability and reproducibility demonstrate that Active EMA is not merely a
theoretical threat, but an attack method that can be systematically executed in real-world
environments, emphasizing its importance as a new threat model to consider in physical
security evaluations.

6 Countermeasures and Future Challenges

In this section, we discuss countermeasures against Active EMA (Section 6.1) and then
outline future research directions, including spatial radiative attacks, extended attack
distance, and improvements in measurement and analysis performance (Section 6.2).
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6.1 Countermeasures against Active EMA
This section discusses physical security measures against Active EMA. Active EMA is
established through a relay mechanism, and since impedance variations of nonlinear
elements in the First Relay Channel are difficult to suppress, countermeasures against
active EM measurement in the Second Relay Channel seem more promising. As shown in
Section 5.4, physical security measures designed to suppress leakage can be bypassed. On
the other hand, monitoring systems to detect irradiation of EM waves might be effective.

EM fault sensors implement voltage and EM field sensors within cryptographic ICs
to detect external EM waves [MNH+16, FHB+18, ZDT+14]. They can detect continuous
waves in the hundreds of MHz band and high-intensity EM waves of 47 dBm used in Active
EMA, preventing information leakage by stopping cryptographic processing or switching
to dummy operations. However, technical extensions from conventional EM pulse wave
assumptions to continuous wave support are necessary.

Intentional Electromagnetic Interference (IEMI) detectors have broadband monitoring
and direction-of-arrival estimation capabilities [GT04, BRS22, KRS25], and can detect
Active EMA-specific patterns such as frequency searches from 600 MHz to 1 GHz and
long-duration continuous irradiation. They can learn environmental noise levels and
identify low-power continuous waves that do not damage equipment.

Tamper detection using radio frequencies continuously monitors the EM environment
within protected areas [STZP22, TKS+25], detecting environmental changes and changes
in reflection characteristics caused by injected EM waves. Combination with on-chip
impedance measurement [MST22] can also be effective. By combining these countermea-
sures, a multi-layered defense that effectively detects and prevents channel creation by
active EM measurement can be established.

6.2 Future Research Directions
While our experiments demonstrate Active EMA through conductive paths, extending
to spatial radiative paths is a natural next step. In through-wall or through-enclosure
scenarios, barrier attenuation and multipath interference are key challenges; they may
be mitigated by appropriate frequency selection for penetration and by using directional
antennas to suppress unintentional reflections. Prior studies also demonstrated that power
and interface cables outside the boundary can act as unintentional antennas that receive
and re-radiate injected EM waves, enabling radiative leakage channels [KFKH23, PLHD25].

Extending attack distance is also a significant challenge. Based on the relationship
between irradiation intensity and key recovery rate shown in Section 5.5, attacks from
distances of tens of meters or from adjacent rooms may be possible. However, solving self-
interference problems due to increased distance requires complete separation of transmission
and reception systems.

Performance improvement is also a challenge. Our attack required 103 to 105 times more
traces than conventional power analysis. Adoption of multi-band measurements [GPNS25]
and high-performance receivers is expected to improve the overall measurement quality.
For the analysis aspects, using both the amplitude and phase information [AHC+24]
and applying deep learning [MPP16] techniques are also expected to improve the results.
Similar to the development process of Screaming Channels [CPM+18, CFS20, GPNS25],
systematic development of measurement and analysis systems for Active EMA will improve
the overall results and will further increase our understanding of an attacker’s capabilities.

The decoupling network affects Active EMA in two opposing ways. First, lowering
the PDN impedance reduces ground bounce, which disfavors both passive and active
measurements. Second, Class II MLCCs can form new Relay Points because their effective
capacitance depends on DC/AC bias, which can change the modulation depth and the
most favorable carrier band. Disentangling these effects requires a board redesign and
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DC/AC-bias characterization as discussed in [NWM+11], which we leave for future work.
Our results in Section 5 indicate that, despite decoupling, Active EMA remains effective
under the default configuration.

7 Conclusion
This research demonstrates that secret key recovery is possible through active EM side-
channel measurements (Active EMA). Our technique uses a relay mechanism that is
effective against cryptographic devices with physical security boundaries. The proposed
method is based on the principle that ground bounce in cryptographic ICs affects the
impedance of peripheral nonlinear elements (First Relay Channel), and EM waves irradiated
by attackers are modulated by these impedance variations and leak outside the boundary
as reflected waves (Second Relay Channel).

To demonstrate the effectiveness of our technique, we performed an active EM side-
channel attack from the primary side of an AC/DC adapter. This was achieved while
the target device was placed in a shielded enclosure and protected by ferrite core filters.
We showed that attacks can be realized through active EM measurement in environments
where SCA was infeasible with conventional passive measurements. Furthermore, we
demonstrated that attackers can control the leakage intensity by adjusting the irradiation
intensity, demonstrating that Active EMA is a practical attack method that can be
systematically executed.

Future challenges include realizing attacks through spatial emission paths, extending to
attacks from long distances, and improving performance through multi-band measurement
and deep learning-based analysis.

As countermeasures, a multi-layered defense is effective, including the implementation
of EM fault sensors and IEMI detectors with continuous wave detection capabilities, and
prevention of relay channel generation by monitoring impedance variations.

This research suggests the necessity of considering active EM measurement in addition
to conventional passive threat models in physical security evaluation. Particularly in
mission-critical systems such as ATMs, infrastructure control systems, and HSMs, counter-
measures against new attack paths through inevitable apertures in security boundaries
are needed. Active EMA is not merely a theoretical threat, but an attack method that
can be executed in real-world environments, calling for the establishment of new security
evaluation standards.
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Appendix

A Outlier Removal
Using the variance value of each trace as an indicator, anomaly detection and removal of
traces are performed using the IQR. Let traces be Li = (li1, li2, . . . , liN ), i = 1, 2, . . . , M ,
and the variance value of each trace be σ2

i . The quartiles and their IQR are calculated as
follows, and outlier thresholds are set.

Q1 = Percentile25
(
{σ2

i }M
i=1

)
, Q3 = Percentile75

(
{σ2

i }M
i=1

)
, IQR = Q3 −Q1. (7)

Lowerth = Q1 − k · IQR, Upperth = Q3 + k · IQR, (8)

where k is an arbitrary constant. Using these thresholds, only normal traces Lnormal are
extracted.

Lnormal = {Xi | i ∈ N}, N = { i | Lowerth ≤ σ2
i ≤ Upperth} (9)

B CPA from outside PCB (Setup I)
Figure 14 shows the analysis results for all subbytes in the CPA attack through Active
EMA in Section 5.3. The display area of results is set to 300 indices (12 µs) before and
after the Point of Interest (POI) calculated by performing Known Answer Test (KAT)
using Active EMA traces executed with PTX = 12 dBm in Section 5.5.

Figure 14: CPA results when executing Active EMA in Setup I. Irradiation and reception
frequency is fc = 664 MHz, number of traces is N = 500 k. The red line shows the
correlation value of the correct key.
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C CPA from Primary Side (Setup II)
Figure 15(a) shows the analysis results for all subbytes in the CPA attack through Active
EMA in Section 5.4. The display area of results is set to 300 indices (12 µs) before and after
the PoI calculated by performing KAT using Active EMA traces executed with PTX = 12
dBm in Section 5.5.

Additionally, to demonstrate that the above CPA attack results were achieved through
active EM measurement, EM wave measurement was conducted with the signal generator
irradiation stopped and SDR gain maximized. After measuring 5, 000, 000 traces, the same
signal processing as in Section 5.4 was applied, and a CPA attack was performed. As a
result, passive measurement could not extract even one byte of the secret key. Figure
15(b) shows the analysis results when the CPA attack is performed.

(a) Active EMA (Proposed Method) (b) Passive EMA (Conventional Method)

Figure 15: CPA attack results when executing EMA in Setup II. Frequency is fc =
664 MHz, number of traces is N = 5, 000, 000 traces. The red line shows the correlation
value of the correct key.
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Abstract. Remote power analysis is a novel threat to information systems. Under this
attack model, the adversary does not require direct physical access to the platform
or specialized sensing equipment. Most of the literature in this field deals with
advanced acquisition methods and adversarial models. In contrast, side-channel
analysis techniques for remote attacks have not been sufficiently explored. We bridge
this gap by taking a look at the characteristics of the data recovered from remote
power analysis. We use these insights to propose a novel selection rule for correlation-
based attacks that boosts success confidence. This improvement comes from the
observation that the samples in a power trace are not independent. We show that
adjacent samples can also provide useful information by proposing a post-processing
step that capitalizes on these additional leakages. In contrast to previous work, the
proposed technique does not rely on the selection of points of interest within the
power traces. We further investigate the characteristics of “remote” power traces
and their effect on the proposed selection rule through experiments with real (TDC,
ChipWhisperer) and synthetic data sets. To assess the advantage of the proposed
improvement, we also introduce novel performance metrics that divert from known-key
evaluation techniques.
Keywords: Attack performance evaluation · Correlation power analysis · Hypothesis
discrimination · Remote power analysis · Side channel attacks · Statistical attacks

1 Introduction
Side channel analysis attacks (SCA) exploit the dependencies between the logical and
physical states of a computing system. The “logical state” of a circuit is constituted by
program data, constants, inputs, outputs, register values, etc. The physical state consists
of characteristics that can be monitored through an acquisition process. These include
phenomena such as sound, voltage, current, power, temperature, and electromagnetism.
By studying fluctuations in the physical state, an adversary might gain insight into its
logical state. And potentially into its sensitive information [CKN01, MOP08].

The usual adversarial models in SCAs confer the adversary with several advantages.
We assume that the attacker can query a “physical” oracle an unrestricted number of
times and that they have the capability to register, store and operate over these responses.
This physical oracle E [k] (depicted in Fig. 1) contains some secret information (k) whose
recovery is the ultimate goal of the adversary. The rule of the game is that the adversary
cannot directly request k, but can provide y queries (m) and the oracle will respond
with a cryptographic output (c) plus additional information (ℓ). If the algorithm E is
cryptographically sound, we can assume that it is computationally difficult to infer k from
{m, c}. However, due to the physical nature of the oracle, some information “is leaking”
from k through ℓ. In practical terms, the physical oracle is the device that performs
sensitive operations over m and produces c. This process involves internal secrets k, which
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can be some data or the operation itself. The additional information ℓ reveled by the oracle
is embedded in the physical magnitudes associated with the device: current draw, power
dissipation, heat dissipation, electromagnetic emanation, etc. Therefore, the adversary
must have some control over the device and the sensing capabilities to retrieve the second
oracle output (ℓ).

However, the physical transients produced by computing platforms are challenging to
observe. Their fluctuation rate is, in most cases, proportional to the operating frequency
of the device. Additionally, their magnitude is quite small and easily obfuscated by noise.
Historically, this has been understood to pose two main challenges for adversaries. First,
they would require sophisticated sensing equipment (high monetary costs). And second,
they would need physical access to the device in order to prepare a proper experimental
setup [MOP08]. However, advances in the development of sensing technologies now allow
us to instantiate internal sensors in ordinary computing systems [ZS18, GDTL21]. In
fact, it is now possible to leverage hardware components within the device to retrieve
measurements that correlate with the electrical activity of the circuit. These sensors can
be introduced during the manufacturing step or by software means, enabling an attacker
to mount SCAs remotely. This paradigm change can lead to the introduction of more
practical adversarial scenarios and the definition of remote power analysis (RPA).

Internal sensors such as time-to-digital converters (TDC) and ring oscillators are not
capable of capturing physical phenomena per se. Instead, they are designed to register
logical values which may fluctuate as a function of the propagation delay within the circuit.
That is, when the system is in repose, their output is more-or-less constant. However,
when some computing operation is performed, the charge/discharge of components within
the circuit affects its current draw. In turn, this produces an instantaneous power drop,
which leaves the system in a transitory state. During this phase, anything connected to
the same power source is bound to be affected. The most notable outcome of this process
is that the speed of the stimuli propagating throughout the platform is reduced. Thus,
the logical values registered by the sensor circuit are expected to divert from their steady
states. This phenomenon is demonstrated in [FTBLN24]. Multiple quantification and
decoding strategies can then be applied to obtain estimations of the fluctuation in the
propagation delay. Ideally, there would be some linearity in the sensor output. In such a
case, the output of the internal sensor would be similar to the observations registered by
a conventional capture device, such as an oscilloscope or a spectrum analyzer. However,
using internal sensors as capture systems posses new challenges.

They are meant to be small to improve their chances of remaining undetected. This
impacts their resource availability and thus their quantification step, which yields low
resolution traces. A common solution has been to capture multiple traces under the same
{m, k} tuple and then to “compose” these traces to improve their resolution. This increases
the number of observations that must be captured, however. Another important issue is
that trigger mechanisms are not ideal. On one hand, some works assume that the adversary
can probe the control signals of the victim circuit to start and stop the acquisition. This
limits the scope of RPA attacks. To solve this issue, some works have proposed to detect
large fluctuations in the sensor output [SGMT21] or to use covert channels [FTBLN23]
to synchronize the capture setup. These methods come with the disadvantage that some
traces are not properly captured. These observations not only do not contribute to the
quality of the dataset, but effectively act as noise which impacts it. Additional steps are
needed to re-synchronize the traces.

In this work, we introduce a post-processing step for correlation-based attacks that
improves the divergence of the correct hypothesis. Instead of simply selecting the maximum
absolute value from the correlation matrix, we combine multiple Pearson coefficients for
consecutive time points into a single coefficient. Then, we select the maximum value
among these combined coefficients. This approach takes into account multiple time points
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near the instant of interest, which is maximized for the correct hypothesis. Some works in
the literature [LCSL07] have proposed to first create a composition of samples and then
apply the statistical distinguisher. Our approach first computes the distinguisher and then
composes a selection function. We base the soundness of this method on the analysis of
Pearson’s correlation coefficient and its composability through Fisher’s transform. The
proposed selection rule can help to discern the correct hypothesis with a smaller number
of traces. In some cases, this is evidenced by an increased divergence (as a function of the
number of observations) between the correct hypothesis and the corpus of other hypotheses.
In other cases, the proposed improvement can discriminate the correct hypothesis with
fewer observations. To assess its performance, we introduce three indicators based on the
divergence of the correct hypothesis (separation from the second-highest hypothesis, the
ratio between the top hypothesis and the second-best, the ratio between the top hypothesis
and the cluster mean) as the number of observations increases.

We investigate the characteristics of “remote” power traces and their effect on the
proposed method. We study the effects of noise and misalignment in the traces through
experiments with real (TDC, ChipWhisperer) and synthetic data sets. These data capture
(TDC, ChipWhisperer) or model (synthetic) the behavior of the encryption function of
AES-128, allowing us to adjust the noise (synthetic) and misalignment (ChipWhisperer)
rates of the dataset to present a comprehensive evaluation of the method. As shown, our
findings can be useful for attacking any type of dataset. Indeed, a similar method has
concurrently been proposed to mount template attacks [DJJW25]. In our case, we focus
on RPA to address the aforementioned open challenges.

The remainder of the paper is structured as follows. In Section 2, we describe some
mathematical methods employed in our work. Section 3 provides an overview of the
previous work and the positioning of our study with regard to the literature. In Section 4,
we describe the experimental conditions that led to the proposed method, as well as the
improvements introduced in this paper. Section 5 features an experiment with synthetic
data that aims to demonstrate the reproducibility of our findings. In Section 6, we show
the applicability of the proposed improvement to conventional data sets. In Section 7
we show how the proposed method contributes to improve the literature results. Lastly,
Section 8 expands our discussion and concludes the manuscript.

2 Preliminaries
We denote datasets X using capital letters, their i-th observation as Xi, and their mean as
X̄. We denote vectors x using bold symbols, and their i-th coordinates as xi. We denote
matrices M using capital letters, their i-th column as Mi, their j-th row as M j , and their
entry in the i-th row and j-th column as M j

i .

2.1 Pearson’s correlation coefficient
Pearson’s correlation coefficient, in this work denoted as ρ, is a statistical measure used
to quantify the linear relationship between two continuous variables [PG95]. It serves as
a foundational tool in many scientific disciplines to assess how closely two variables are
linearly related.

Definition 1. Let X = {X1, X2, . . . , Xn} and Y = {Y1, Y2, . . . , Yn} represent two datasets,
each of size n. The Pearson correlation coefficient, ρ, is given by

ρ(X, Y ) =
∑n

i=1
(
Xi − X̄

) (
Yi − Ȳ

)√∑n
i=1

(
Xi − X̄

)2 ∑n
i=1

(
Yi − Ȳ

)2
. (1)
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The formula of Pearson’s correlation coefficient is equivalent to the covariance of X
and Y divided by the product of their standard deviations. In this way, we ensure that ρ
is dimensionless and invariant to the scale and units of the variables being studied. Several
key properties of Pearson’s correlation coefficient make it a valuable measure. Firstly, it is
symmetric, meaning that the correlation between X and Y is the same as that between Y
and X. Furthermore, the coefficient ranges from −1 to 1, and its interpretation depends
on both its magnitude and direction, with values closer to ±1 indicating a stronger linear
relationship. More specifically, a value of ρ ≈ 1 indicates a positive linear relationship,
ρ ≈ −1 signifies a negative linear relationship, and ρ ≈ 0 implies no linear relationship
between variables. However, it is important to note that ρ captures only linear relationships
and alternative methods are required to evaluate non-linear relationships. Furthermore,
Pearson’s correlation coefficient is sensitive to outliers, which can disproportionately affect
its value.

2.2 Fisher’s transform
Fisher’s transform, in this work denoted as z, is a mathematical function used to stabilize
the variance of the Pearson’s correlation coefficient and make it suitable for parametric
statistical methods [Fis15]. This transform is particularly useful when combining or
comparing correlations, as the distribution of ρ is not normally distributed, especially for
values close to −1 or 1. By applying the Fisher transform, the correlation coefficients are
converted into a form that more closely approximates a normal distribution.

Definition 2. Let X = {X1, X2, . . . , Xn} and Y = {Y1, Y2, . . . , Yn} represent two datasets
of size n, and let ρ represent their Pearson correlation coefficient. The Fisher transform is
given by

z(X, Y ) = 1
2 ln

(
1 + ρ

1− ρ

)
. (2)

Fisher’s transform z is approximately normally distributed. It is symmetric and ensures
that small sample variances and skewness in the distribution of r are reduced, allowing for
more reliable inferential procedures. When analyzing data from multiple studies or groups,
it is often necessary to compute the mean of several Pearson correlation coefficients. Direct
averaging of them is inappropriate because ρ does not have additive properties. Instead,
the Fisher transform is used to compute the mean more accurately [DMCB98].

3 Positioning in the literature
Let an observation of the physical state of a characteristic of the device (ℓ) be composed
of an ordered sequence of x samples ℓj , uniformly spaced at intervals t. Let the system
E instantiated by k ∈ K (its sensitive information) be noted as E [k] and receive an input
m ∈ M. The system produces the output c ∈ C as c = f(m, k) and ℓ = µ(m, k, t). We
assume that the adversary can choose m or c, query E a number of times y, and select the
start and end of ℓ (and thus implicitly define x). In general terms, the function f is the
procedure under attack and may represent a cipher, a hash function, a digital signature
algorithm, a neural network, etc. Whereas µ is known as the leakage model and can be
understood as the linear combination of f and a stochastic process:

µ(m, k, t) = f(m, k) + {Rt}. (3)
In the literature, {Rt} is generally assumed to be a signal with normal distribution

(Gaussian noise). In contrast, much research has been done on the nature of f(m, k).
Different authors have proposed to model this component as the Hamming weight or the
Hamming distance, for example [BCO04].
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Figure 1: The general composition of a vertical SCA. A full description of this graphic is
available in [FGGLN25].

SCAs were first introduced by Kocher et al. observing that the logical state influences
the power consumption of the device [KJJ99]. The authors first described the simple
power analysis attack (SPA), which studies the direct relationship between power traces
and runtime [Koc96]. Subsequently, they proposed the differential power analysis attack
(DPA), which studies the statistical dependency of the power traces on the secret data on
the platform. Their seminal work has been adopted as a reference for the design of attacks
and countermeasures. However, it also established a framework for the classification of
SCAs into two broad families: horizontal and vertical. The correlation power analysis
(CPA) proposed by [BCO04] belongs to the latter group.

As illustrated in Fig. 1, vertical SCAs follow a well-defined sequence of steps, an
idea partially developed by [DPRS11]. A full description of these steps may be found
in [FGGLN25]. The final step of attacks like CPA is the selection rule used to discriminate
between the different hypotheses. This process is often overlooked, as—historically—most
works dictate the selection of the hypothesis that maximizes the absolute magnitude
of the distinguisher [KJJ99, BCO04, GHT05, MOP08, PRB09, MOS09, DPRS11, OP13,
LPR+14]. To our knowledge, only one work in the literature has elaborated on the
selection rule that best adapts to a particular kind of attack [LPR13]. In their work,
Lomné et al. proposed an improvement in hypotheses discrimination by capitalizing
on the characteristics of linear regression attacks [DPRS11]. Similarly, we observe the
characteristics of the Pearson correlation test to propose an improvement to the selection
rule of correlation attacks, particularly CPA. Instead of simply selecting the maximum
absolute value from the correlation matrix, we first calculate a weighted mean of the
absolute values over a defined interval of x. Then, we identify the maximum value among
these weighted means. This approach takes into account all correlation coefficients near
the instant of interest, which is maximized for the correct hypothesis.

Our proposed improvement comes from the observation that the samples in a power
trace are not independent. Indeed, CPA was designed to select the sample with the highest
correlation coefficient. However, this ignores adjacent samples, which can also provide
useful information. Some works in the literature [LCSL07] have proposed to first create a
composition of samples and then apply the statistical distinguisher. Our approach first
computes the distinguisher and then composes a selection function. We base the soundness
of this method on the analysis of Pearson’s correlation coefficient and its composability
through Fisher’s transform.
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Figure 2: Taxonomy of side channel analysis attacks.

In Fig. 2, we show the positioning of our work in relation to the state of the art. We
focus on the selection rule for correlation attacks, using as a case study the correlation
power analysis attack proposed by Brier et al. [BCO04]. Instead of using the conventional
argmax function, we propose a post-processing + selection step called meanmax. This has
implications for attacks that use the Pearson correlation coefficient as a distinguisher.

4 Correlation attacks in practice
Remote power analysis is an emerging threat to computing systems. It allows us to reduce
the adversarial assumptions required to mount an attack. Indeed, the versatility and
proficiency of these attacks cannot be underestimated. However, as a recent field of study,
it has many open questions and offers areas for improvement. In Fig. 3, we illustrate a
basic RPA attack scenario. The adversary implements a sensor circuit in a heterogeneous
SoC and uses side-channel leakage to carry out an attack. This allows them to retrieve
the secret key of an encryption algorithm, in this case AES-128.

4.1 Correlation power analysis
Correlation power analysis improved the original DPA attack in multiple ways. It introduced
the use of leakage models, extended the number of bits to be “guessed” in a single pass,
and used Pearson’s correlation coefficient as a distinguisher. A detailed overview of this
method can be found in [FGGLN25]. If we look inside the algorithm, the result of CPA
is not a single value for the suggested hypothesis. Rather, the algorithm constructs a
two-dimensional array of correlation coefficients with dimensions 2n-by-x. Recall that x is
the number of samples in the power observations and let n represent the binary length of
the secret k. In DPA, we have n = 1 since each bit is evaluated independently. But CPA
allows us to test multiple bits simultaneously. When attacking AES-128 it is common to
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Figure 3: Remote power analysis results using an AMD-Xilinx Zynq-7000 SoC-FPGA
(28nm). The sensor is an array of eight time-to-digital converters with 8-bit resolution and
a sampling rate of 200MHz. The victim is a textbook, iterative implementation of AES-128
clocked at 10MHz. Both, the sensor and the target are implemented in the reconfigurable
fabric of the device.

target its SBOX output, thus n = 8-bits are tested and 2n = 256. As all the hypotheses are
tested for each sample in the power observations, this yields a correlation matrix with the
dimensions aforementioned. An example of this correlation matrix is illustrated in Fig. 3b.
Conventionally, the argmax selection rule is applied to identify the global maximum of
this array. However, when y is not large enough, the correlation values for the correct
hypothesis can be obfuscated by other local maxima. It is assumed that with increasing y
the correct hypothesis will eventually “emerge.” Nonetheless, a larger y means capturing
and processing more power observations.

The main limitation with the use of argmax as a selection rule is that it only considers
one dimension of the correlation matrix. Indeed, from the proposed definition of vertical
attacks, CPA is most efficient with x = 1. That is, if we can sample the precise instant
in which the information leakage takes place. But in practice, the adversary needs to
capture multiple samples and test them. The attacker is supposed to know the instants in
which the victim begins and ends their processing. This is a very generous assumption
and yet produces a large number of samples, as can be observed in Fig. 3a. Based on
this, we will operate on the understanding that x≫ 1 and therefore there is information
that is not fully used by argmax. In fact, when we look at the correlation values for the
correct hypothesis, it is possible to see that multiple samples contain useful information. In
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Figure 4: Application of a sliding-window post-processing step to improve the selection
rule of CPA. These data correspond with the experiment in Fig. 3.

contrast, the behavior of the correlation coefficients for multiple samples over an incorrect
is mostly uniform. This is shown in Fig. 3c and Fig. 3d, respectively.

It is likely that there are several factors behind the behavior of the correlation test on
the samples of a correct hypothesis. First, positive and negative correlation values are
interesting since they imply some dependence on the secret information. That is why we
take the absolute value on the correlation matrix as noted in [BCO04]. We must then
recall that the time samples retrieved from the system are not independent events. The
behavior of the system at instant t will depend on its state at instant t− 1, and both will
influence its state at instant t + 1. Thus, we expect information leakage to be present in
several samples. This phenomenon can be amplified if the sampling frequency surpasses
the frequency of the target. In fact, logical circuits are expected to complete a given
operation within a cycle. However, the actual time response of the circuit depends on
several implementation factors. This leads to a scenario where we cannot assume that we
obtain a single sample of interest. Lastly, physical defects, such as parasitic currents and
synchronization issues during acquisition, can “shift” the point of interest over time. The
latter is of special interest for this work.

4.2 Our improvement
Trace desynchronization or misalignment can lead to observations that yield correlation
maxima at different moments t. This affects the conventional argmax selection rule, which
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Algorithm 1 The proposed meanmax selection rule for CPA.
Require: a vector m of known y inputs processed by E [k]
Require: a matrix L of y power traces (of x samples each)
Require: n, the binary length of k
Require: a scalar s, the number of samples per cycle
Ensure: k′, a hypothesis for the sensitive information k

1: w ← ω(s) {Compute the window weights, as per [OSB99].}
2: for i = 0 to 2n − 1 do
3: u = f(m, i) {Compute the leakage model, as per (3).}
4: for j = 0 to x− 1 do
5: qj ← z

(∣∣ρ(u, Lj)
∣∣) {Fisher transform (z) is applied over the ρ, as per (1), (2).}

6: end for
7: for j = 0 to x− s− 1 do
8: Rj

i ← z−1 (w · (qj , . . . , qj+s)) {Sliding window, inverse Fisher transform.}
9: end for

10: end for
11: k′ ← argmax (R)
12: return k′

relies on a single instant to determine the best candidate hypothesis. In this regard,
pre-processing techniques are normally suggested to deal with this issue. However, we can
also leverage the characteristics of the correlation matrix to improve CPA.

To account for the information leakage that appears along multiple samples, we can
compute a weighted mean over a finite interval of time points, where the size of this interval
can be defined as the number of samples obtained from a cycle of the target (the number
of samples per cycle). That is, the ratio between the sampling frequency and the target’s
frequency. The weights represent the probability of the maximum correlation spike to be
found in any given t. Thus, we can employ a window function with a given distribution
for the weights and perform a convolution over the correlation matrix along the x samples
for all the |h| hypotheses. However, since Pearson’s correlation coefficients do not have
additive properties, we first apply the Fisher’s transform over the correlation matrix. Then,
we compute the mean of the resulting values and convert it back using the inverse Fisher’s
transform. Finally, we can test the maximum among all these means to choose a hypothesis.
By applying this sliding-window technique, we mitigate the dependency on any techniques
to detect points of interest. The effects of the proposed selection rule, called meanmax are
shown in Fig. 4 and its application to CPA is detailed in Alg. 1.

The proposed selection rule can help to discern the correct hypothesis with a smaller
number of traces. This result is illustrated in Fig. 5. In some cases, this is evidenced by
an increased divergence, as a function of the number of observations, between the correct
hypothesis and the corpus of other hypotheses. In other cases, the proposed improvement
can separate the correct hypothesis with fewer observations than the argmax selection rule.
However, questions remain that must be answered. How can we determine that the correct
hypothesis becomes clearer? Can this improvement be quantified? What is the success
rate of the proposed method over conventional CPA? Can this be used in other contexts?
In the following section, we try to address these points.

5 Correlation attacks in vitro
In this section, we intend to reproduce the behavior observed in remote power analysis
with synthetic power traces. This allowed us to control the noise and misalignment rates.
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Figure 5: Comparison of two CPA attacks using the conventional argmax selection rule
(left column) and the introduced meanmax selection rule. The proposed approach increases
the divergence of the correct hypothesis (top row) and in some cases can reveal the correct
hypotheses using less power traces (bottom row). In this instance, we use a Gaussian
window function with s = 20 coefficients and standard deviation σ = 0.346. These data
correspond with the experiment in Fig. 3.

5.1 Divergence of the correct hypothesis
Quantifying the performance of SCAs has been a topic of much discussion. Usually, we can
register the progression of the greatest correlation point for each hypothesis as a function
of the number of observations. Nevertheless, by looking at these results we can draw
different conclusions. The adversary will be inclined to report that the correct key was
identified with a lower number of observations. So, they might stop the algorithm as soon
as the correct hypothesis “comes on top.” We refer to this point as the first divergence
from the other hypotheses (the corpus). This notion has been complemented with the
development of the key-rank metric commonly used in the literature [VGS13]. However,
in some circumstances, an incorrect hypothesis may “remount” when more observations
are added to the dataset. The adversary is only led to believe that the correct key was
found because they know its value a priori. On the other hand, the victim may claim that
the actual value of the key is not known until the correct hypothesis shows a significant
divergence from the corpus. A similar challenge arises when trying to compare SCA
methods, as in our case.

We propose that the rate of divergence for an attack can be estimated based on the
Euclidean distances between the top hypothesis and the second-best hypothesis (δ1) and
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Figure 6: Comparison between CPA+argmax and CPA+meanmax. The computed perfor-
mance indicators are averaged over 16 bytes. These data correspond with those in Fig. 3.

between the latter and the mean of the corpus (δ2), for a fixed number of observations.
Please refer to Fig. 6 of [FGGLN25] for a graphic description of these distances. Let ρ̄
represent the mean correlation score of all the hypotheses for a given number of observations
(y) and define the following performance indicators:

C1 = δ1

δ2
, C2 = δ1 + δ2

ρ̄
. (4)

As the magnitudes of these indicators are normalized, we can use them to assess the
performance of the proposed selection rule compared to the argmax function. This is
illustrated in Fig. 6. In this case, when looking at C1 we can see how the proposed selection
rule improves the separation of the first hypothesis as the number of observation increases.
As for C2, our improvement consistently increases the distance between the top hypothesis
and the mean of the cluster. This indicates that the proposed technique has the effect
of smothering the correlation scores of the incorrect hypotheses and thus reducing the
number of traces reduced to conduct a successful attack.

There is room for discussion regarding the selection of the proposed performance
indicators. As observed by [Man04], “the number of samples that is needed to see a
[correlation] peak in practice, is mainly determined by the distance between the sampling
distributions with ρ = 0 and ρ = ρmax.” These sampling distributions represent the corpus
of all incorrect hypotheses which converges towards ρ = 0 and the correct hypothesis which
converges towards ρ = ρmax. It follows that we want to observe two indicators: C1 verifies
that a single hypothesis is left in the sampling distribution with ρ = ρmax and C2 verifies
that it indeed converges towards ρ = ρmax (as the number of observations increases).
Note that we do not simply rely on the Euclidean distances δ1, δ2 as we also want to
normalize the magnitude of the indicators as to allow for straightforward comparison
between independent pairs of sampling distributions.

5.2 Synthetic power traces
Following the leakage model in (3), we generated a dataset of synthetic power traces. We
used the AES-128 SubBytes function to define the procedure under attack

f(m, k) = HW(SubBytes(m xor k)), (5)

where HW() represents the calculation of Hamming weight normalized to the interval
[−0.5, 0.5]. The values of k and m were chosen at random every time, note that log2 m =
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log2 k = 128. The output of f was collected in a single sample of interest i. The precedent
and subsequent samples in the trace were initialized with the Hamming weight of the
output of the AddRoundKey and MixColumns functions of AES-128, respectively. We
used this strategy to approach the behavior of a hardware AES-128 architecture. To model
the influence of the stochastic process {Rt} we generated a sequence of pseudo-random
bits R(t) in the interval [−0.5, 0.5] with a normal distribution. We used a scaling constant
α to adjust the amplitude of this noise. It can be said that the noise amplitude is alpha
times greater than the data. Each synthetic trace consisted of multiple samples t defined
as

µ(m, k, t) =


HW(m xor k) + αR(t) t < i

HW(SubBytes(m xor k)) + αR(t) t = i

HW(MixColumns(SubBytes(m xor k))) + αR(t) t > i.

(6)

This strategy allowed us to produce a two-dimensional array of y-by-x synthetic samples
with y as the number of observations (messages, synthetic traces) and x ≥ 3 as the number
of samples. Evidently, only the samples at t = i contain leakage information. However,
since we intend to study the characteristics of RPA (namely misalignment), additional
containers are needed.

5.3 Effects of trace misalignment
The leakage model provided in (6) accounts for most of the noise generated by the
acquisition process, if we assume that it is uniformly distributed. But it disregards
noise sources with low periodicity (i.e. thermal noise and jitter), as their influence over
small values of x can be considered negligible. This model is accurate for the study of
power analysis attacks in conventional setups. However, remote power analysis attacks are
susceptible to other perturbations, notably trace misalignment. This is especially noticeable
in capture schemes that do not rely on logical trigger signals [FTBLN23]. Although it
is true that conventional capture setups are also prone to trace misalignment, in such
cases, the common recommendation is to perform a pre-processing step which considers
resynchronization algorithms [MOP08]. But this process is complex in remote scenarios
given the lower resolution of the capture setup and the limited processing capabilities of
the sensor itself. Nonetheless, we show that the meanmax selection rule can contribute to
improving the performance indicators of CPA (C1, C2) in the presence of moderate noise
and trace misalignment rates.

We designed an experimental methodology inspired by the evaluation methods described
in [DPRS11] (Fig. 10 in their paper). This statistical test was originally intended to
observe the evolution of the success rate according to the number of messages (y) and the
amplitude of the noise component (α). However, we added an additional dimension to this
analysis by using datasets with different misalignment rates (β). We provide experimental
results for α ≤ 2.5 and β ≤ 40. These upper bounds were determined by the computing
time. We observe that the proposed method is most effective for large α and β, if enough
observations are provided. As we also perform multiple CPA runs per data point, the
chosen values show this effect with reasonable computing time. We considered that each
synthetic trace could be misaligned by ±1 sample, with β% of the traces being randomly
misaligned. This means that β/2 of every 100 traces will have the AddRoundKey data
at instant i and β/2 of every 100 traces will have the MixColumns data at instant i.
The reason behind choosing a single sample misalignment is that the temporal leakage
dispersion can also be captured with the proposed sliding window. Thus, greater dispersion
distributions can be addressed by adjusting the window function.

Since we wanted to evaluate the prowess of the proposed selection rule, each test
reports only the percentage of experiments where CPA+meanmax is correct (i.e. the key is
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(c) β = 30.
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(d) β = 40.

Figure 7: Success rate (W1) of CPA+meanmax in function to the number of messages (y),
the noise gain (α), and the misalignment rate (β).

succesfully recovered) and a) improves indicator C1 (the results are shown in Fig. 7) or b)
improves indicator C2 (the results are shown in Fig. 8). These indicators are compared
against the same indicators calculated for CPA+argmax. Given that the synthetic traces
produced from the model in (6) contain information about 16 different AES-128 key bytes,
we repeated the experiments 10 times to estimate the success rate of attacking 160 different
key bytes. To derive our comparison results we performed a byte-to-byte analysis of both
methods. We first computed the distances δ1, δ2 and asserted their correctness. We then
calculated the performance indicators C1 and C2 as in (4). Lastly, we computed the
“success rate” (W) for CPA+meanmax as

W1 =
∑160

byte=1 ((C1’ > C1) & byte_found)
160 × 100. (7)

In this case, C1 is computed for argmax and C1’ is computed for meanmax. Note that
we denote the “success rate according to the indicator C1” as W1, but an analogue formula
can be derived for indicator C2.

To clarify, these experiments show that in the given percentage of experiments (how
many bytes are recovered out of the 160) the proposed method (CPA+meanmax) contributes
either to increase the divergence between the correct hypothesis and the second best (Fig. 7)
or to segregate the correct hypothesis while a substantial portion of the corpus is led to
converge towards low correlation values at a faster rate (Fig. 8). This implies that in
many cases CPA+meanmax is correct, but it does not manage to improve either indicator.
Indeed, as shown in Appendix A, the proposed method effectively improves the success
rate of the baseline.
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(c) β = 30.
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(d) β = 40.

Figure 8: Success rate (W2) of CPA+meanmax in function to the number of messages (y),
the noise gain (α), and the misalignment rate (β).

In Fig. 7 we observe a moderate advantage for CPA+meanmax when looking at the
indicator C2. The success rate appears to be somewhat affected by the misalignment rate
(β), in particular for a large number of observations (y) and lower noise content (α). This
is expected since misaligned traces introduce additional noise into the dataset. It is likely
that by increasing the number of power traces we would observe a similar behavior for
all values of β. More research is needed to understand the non-continuity of the success
rate W1 in relation to the noise gain α and the number of observations. However, we
remark that this phenomenon only affects the capacity of CPA+meanmax for improving
the performance indicator C1. Indeed, from Appendix A it can be corroborated that with
enough observations both methods are consistently correct.

In Fig. 8 we instead look at the advantage obtained for the indicator C2. In this case,
we observe a greater advantage for CPA+meanmax which appears to be maintained even as
the misalignment rate increases. This analysis highlights the effectiveness of the proposed
selection rule for smothering the incorrect hypothesis. An interesting effect that can be
observed in Fig.8 is that when the noise gain (α) is zero, the argmax selection rule has
a significant advantage. In fact, the proposed meanmax is a post-processing technique
that can mitigate spurious correlation spikes found in the correlation matrix. And these
spikes are generated, in the synthetic model, from the Gaussian noise (R(t)) introduced
in the traces. In that sense, we can consider the proposed method as a low-pass filter
applied over the correlation matrix. The cut frequency is implicitly defined by the number
of samples in the sliding window (s). As described above, a convenient way to define s
is to take the relationship between the sampling frequency and the operating frequency
of the target. Nevertheless, this simply represents an upper bound, and in some cases a
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(a) Sample individual power trace (b) CPA+argmax correlation matrix

Figure 9: Power analysis results using the ChipWhisperer-Lite and ChipWhisperer-CW305
setup. In the sample power trace it is possible to appreciate eleven segments separated by
power spikes, these correspond to the internal iterations of the AES-128 architecture.

smaller window could yield better results.
In the experiments reported in this section, we consider that the percentage of misaligned

samples is known. Therefore, we can define a perfect mask instead of employing a window
function as in the previous section. This represents the optimal window where the proposed
selection function is immune to misalignment. However, as shown in Section 4, it is possible
to employ window functions that approximate the probability density function of the
misalignment in the correlation coefficients for the correct hypothesis. The width and
shape of this window should approach the distribution of the dispersion of the misaligned
traces (how many samples) and the misalignment rate (how many traces). Evidently,
applying a sliding-window filter over the correlation matrix is equivalent to performing a
convolution with a filter window. This suggests that applying a Fourier transform to the
correlation matrix can yield useful information for discriminating the correct hypothesis.
This idea is further explored in [FGGLN25].

6 Correlation attacks in vivo
In this section, we study the performance of the proposed selection rule when small
misalignments are introduced into the traces. That is, we used a dataset of generic
side-channel measurements and induced some controlled perturbations. This experiment
differs from the results provided in the previous sections in the following aspects:

• The sensor is a ChipWhisperer-Lite device with an acquisition rate of 96 MSps.

• The victim is a textbook iterative implementation of AES-128 (a round is computed
each cycle) clocked at 4 MHz. Implemented in a Chipwhisperer CW305, which
embeds an AMD-Xilinx Artix 7 FPGA (28nm).

• This capture setup showed greater challenges to obtain positive CPA results; therefore,
we used the last round differential leakage model (hence, a lower number of traces is
required w.r.t. Section 4).

The traces used in this experiment included a full encryption of AES-128 with random
plaintexts. We obtained ten sets of traces with random different keys. Therefore, we
could attack a total of 160 different key bytes as in the previous Section. For the capture,
we used the internal triggers of the victim to synchronize the acquisition, and thus it
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Figure 10: Success rate (7) of CPA+meanmax according to the performance indicators
from (4), in function to the number of messages (y) and the misalignment rate (β).

represents a scenario where β ≈ 0. However, with this dataset we can introduce a controlled
misalignment rate to study the behavior of the proposed selection rule when the noise (α)
comes from a physical system. Fig. 9 shows a sample trace and classic CPA results.

Next, we applied the proposed selection rule to perform an evaluation of its improvement
in conventional datasets. The attack attempted to retrieve the 160 secret bytes in the
dataset for misalignment rates up to 5%. As in the previous section, we were interested
in the cases where CPA+meanmax outperforms CPA+argmax according to indicators C1
(greater divergence between the second hypothesis and the mean of the cluster) and C2
(overall divergence from the mean of the cluster). The results are shown in Fig. 10.

This experiment shows that CPA+meanmax contributes moderately to improve the
separation between the correct hypothesis and the second choice for small misalignment
rates. In contrast, it significantly increases the separation between the correct hypothesis
and the cluster’s mean, even for small misalignment rates. This suggests that the proposed
method overall accelerates the convergence of incorrect hypothesis towards a low correlation
value, while in some cases not necessarily reducing the correlation score of some spurious
hypotheses. Indeed, this can be observed in Fig. 5. This suggests that in cases where the
segregation of the correct hypothesis is not conclusive, it may still reduce the number of
potential candidates for an enumeration attack. These results can appear less favorable
than the results given in the previous Section 5, where significant misalignment rates were
used. However, we must note that, in this case the artificial misalignment is applied over
a strong noise component derived from a real measurement system. Another relevant
factor is the change in the acquisition setup. In particular, a closer look reveals that
the dispersion first observed in Fig. 3 is less pronounced when using the ChipWhisperer
capture setup, as illustrated in Fig. 11.

This poses the question of why the leakage is more dispersed over the RPA power
traces. Initially, we formulated the hypothesis that trace misalignment could contribute to
increasing this dispersion. But as shown in this section, a strong desynchronization is in
fact detrimental for the proposed method. Nevertheless, the solution is evidently to adjust
the number of samples used to define the sliding window in Alg. 1. For example, for the
ChipWhisperer scenario, the results are improved if we set a window width of four samples.
These results are provided in Fig. 12. With this adjustment, the improvement rates for
the divergence between the second hypothesis and the cluster mean are less sensitive to
large misalignment rates. This is consistent with the results observed in Section 5.

In Section 4.2 we noted that the window width could be computed as the ratio between
the sampling and the victim’s frequencies. This works well for RPA scenarios. However, as
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(b) ChipWhisperer power traces

Figure 11: Detail of the correlation coefficients for the correct hypotheses over multi-
ple samples. The correlation coefficients are computed following the conventional CPA
approach (CPA+argmax). In gray we show individual (correct) hypotheses from the
correlation matrix and in blue their average values.
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Figure 12: Evolution of the success rate (7) in function to the number of messages (y) and
the misalignment rate (β). In this case the sliding window considers a leakage dispersion
over four samples.

shown in this Section, this likely represents an upper bound in terms of finding the target
computation within a given time frame (concretely a clock cycle of the victim). Therefore,
for some cases it might be more interesting to focus on narrower intervals. This can be
addressed either by reducing the window width or by adjusting the window model so that
its coefficients better capture the behavior of the system.

7 Comparison with the literature
Works in the literature have proposed pre-processing techniques oriented to combine
multiple samples of a trace into a single time instant [LCC+06, LCSL07]. This allows
statistical attacks to capitalize on the amplified leakages to derive a result through argmax,
which in this way can benefit from multiple time points. One of these approaches [LCC+06]
relies on selecting multiple samples of interest to formulate a multiple-bit DPA, ultimately
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Figure 13: Comparison of different pre-processing techniques and their interaction with
the proposed selection rule. For each pre-processing method (None, ENE [LCSL07],
FREQ [GHT05]) we perform CPA using both selection rules (argmax, meanmax) and
compute the performance indicators from (4). For ENE+CPA+meanmax we used a pre-
processing interval of 20 samples and a Gaussian window with five samples for meanmax.
In the other instances we used a Gaussian window of 20 samples for meanmax.

concluding that CPA is an instance of their method. [LCSL07] proposed to divide the
traces in small windows and to integrate over these intervals to create energy scores. This
has the additional benefit of reducing the size of the input. Other works have instead
propose to study the frequency contents of the input traces, which can solve the issue of
misalignment [GHT05, JZ23]. We note that since these are pre-processing techniques they
are compatible with our approach. Indeed, we can easily apply the proposed selection rule
to the CPA output regardless of the nature of the input. This is demonstrated in Fig. 13.

From this experiment we can corroborate that the proposed selection rule can improve
the performance indicators of CPA independently of the type of input. Nonetheless, further
research is needed to understand the effect of these methods on the correlation matrix.

8 Conclusions
In this paper, we have introduced a new selection rule for correlation attacks that exhibits
favorable characteristics in the presence of trace misalignment. The proposed improvement
relies on the observation that the correlation matrix used as a distinguisher in certain vertical
attacks is not made up of totally independent observations. Instead, the independence
exists only between hypotheses, but the correlation values for consecutive samples are
related. Indeed, for the vector associated with the correct hypothesis we can identify—
under ideal conditions—not only the global maximum, but also a subset of samples with
increased correlation values.

This observation was first made in the analysis of the behavior of remote power analysis
attacks, where the proposed technique can be used in practice to improve the effectiveness of
CPA. From this scenario, we set out to investigate the causes of the observed phenomenon.
It is likely that multiple factors are at play. But in this paper, we focus on the idea
that moderate desynchronization of the traces is one of the causes. This is a particular
characteristic of remote power analysis, where the acquisition mechanism is sometimes
decoupled from the logical triggers of the algorithm to simplify the adversarial assumptions.
This produces, consequently, measurements that have to be resynchronized to be useful
for standard analysis methodologies.
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To test this hypothesis, we constructed a set of power traces according to well-understood
power models and modified the noise and misalignment rates. This allowed us to study the
performance of CPA under the classical and novel selection rules. We introduced two attack
performance indicators based on the divergence of the correct hypothesis (C1: separation
from the second highest hypothesis, C2: the separation between the top hypothesis and
the cluster mean) as the number of observations increases. This allowed us to demonstrate
that the proposed method improves CPA under certain scenarios.

We also evaluated our approach with a conventional power traces dataset. We used
a ChipWhisperer capture setup and created a corpus of well-aligned power traces. We
then introduced some artificial misalignment to these data and evaluated the performance
of the proposed selection rule. In this case, we identified that the method is sensitive to
the width of the window, which can be upper-bounded by the ratio between the sampling
frequency and the frequency of the target.

The proposed selection rule requires applying a sliding window over the correlation
matrix along the time dimension for each hypothesis. This can be perceived as an
application of a low-pass filter on the correlation matrix. Indeed, smoothening high
frequency components contributes to discern the correct hypothesis with greater certainty.
As a side effect, the amplitude of the correlation coefficients decreases. But this is true for
all hypotheses. Yet, this is not a drawback since the proposed evaluation metrics rely on
the normalized Euclidean distances within the cluster and thus are agnostic to this effect.
The window function used with the proposed method simply approaches the probability
density function of the correlation coefficients. We have defined its width as the number
of samples captured from a cycle of the target and the windows are normalized so that
the sum of their coefficients is 1. Therefore, it should be noted that as the width of the
window decreases, the proposed selection rule approaches the behavior of CPA+argmax.

Identifying temporal dependencies within the correlation matrix has interesting im-
plications. For example, it is possible to compute its Fourier transform and perform the
hypothesis selection over a defined frequency band. However, this requires additional
assumptions which are not necessary for the proposed method. The proposed approach
is of special interest when dimension reduction/projection is not an option. In fact, the
proposed technique can be seen as a projection of the post-processing results.

In our work, we used a dataset of power traces from an actual RPA setup. We have also
created a synthetic dataset of traces that approach the characteristics of RPA scenarios
where misalignment is found. We have also used a dataset of ChipWhisperer traces. These
data may be found in the associated artifact.
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A Attacks’ correctness
In Figs. 14 and 15 we provide results for the success rates of CPA on the synthetic traces
introduced in Section 5. In these experiments we do not use any performance indicators.
This complicates conducting any comparison, beyond intuitive visual analyses. However,
we provide these data to illustrate the actual success rates of the attacks.

From these results, some readers might appreciate a slight advantage of the meanmax
selection rule. We have quantified this improvement in Section 5 by measuring the
divergence of the correct hypothesis. We note that counterintuitively in some cases
CPA+meanmax is correct when CPA+argmax is not.
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(d) β = 40.

Figure 14: Percentage of bytes retrieved correctly by CPA+argmax in function to the
number of traces (y), the noise gain (α), and the misalignment rate (β).
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(b) β = 20.
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(c) β = 30.
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(d) β = 40.

Figure 15: Percentage of bytes retrieved correctly by CPA+meanmax in function to the
number of traces (y), the noise gain (α), and the misalignment rate (β).

Similarly, we provide attack-correctness results for the experiments in Section 6.
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(b) CPA+meanmax, s = 24.
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(c) CPA+meanmax, s = 4.

Figure 16: Percentage of bytes retrieved correctly in function to the number of traces
(y) and the misalignment (β). For CPA+meanmax we provide results using windows of
different widths (s).
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Abstract
In video conferencing, human faces serve as the primary

visual focal points, playing multifaceted roles that enhance
visual communication and emotional connection. However,
we argue that a human face is also a side channel, which
can unwittingly leak on-screen information through online
video feeds. To demonstrate this, we conduct feasibility stud-
ies, which reveal that, illuminated by both ambient light and
light emitted from displays, the human face can reflect opti-
cal variations of different on-screen content. The paper then
proposes FaceTell, a novel side-channel attack system that
eavesdrops on fine-grained application activities from perva-
sive yet subtle facial reflections during video conferencing.
We implement FaceTell in a real-world testbed with three
different brands of laptops and four mainstream video confer-
encing platforms. FaceTell is then evaluated with 24 human
subjects across 13 unique indoor environments. With more
than 12 hours of video data, FaceTell achieves a high accuracy
of 99.32% for eavesdropping on 28 popular applications and
is resilient to many practical impact factors. Finally, potential
countermeasures are proposed to mitigate this new attack.

1 Introduction

Since the recent COVID-19 pandemic, video conferencing
has become an essential tool for remote work, education, so-
cial connections, etc. It is reported that the count of daily
active Zoom users has reached 300 million and yielded over
3.3 trillion meeting minutes in 2024 [16]. However, with the
unprecedented growth in video calls, participants often multi-
task, such as reading news, checking email, and using chatting
applications, during conferencing to combat Zoom fatigue or
boost productivity [24]. The frequent engagement in these
secondary activities introduces a new vulnerability, allowing
untrusted participants to launch screen attacks on victims’
devices remotely. Under such attacks, a malicious party can
infer private and confidential information on victims’ screens

∗Corresponding author.

based on compromising reflections, i.e., unintended reflections
of light from screens on nearby objects.

While compromising reflections have a long history in
the literature, the impact of such threats on emerging video
conferencing remains understudied. Previous attacks show
that reflections on nearby objects, such as teapots, spoons,
eyeglasses, and even eyes, are exploitable using either high-
end telescopic lenses [3, 4] or inexpensive commodity cam-
eras [23, 33] in close proximity. The variation in the overall
luminance (color or brightness) of the background area in
the webcam’s Field of View (FoV) is also leveraged to de-
tect on-screen images [31]. Recent work [18, 30] breaks the
distance limitation by exploiting eyeglass reflections to infer
screen content via a remote webcam in video conferencing.
However, these existing attacks are faced with at least one
of the following problems. First, the popular virtual back-
ground feature in mainstream video conferencing platforms
(e.g., Zoom, Teams) can blur both the background and any
reflective items. Second, the low image resolution of web-
cams and the variable network bandwidth render it difficult to
infer screen content from participants’ eyes. Third, specular
reflections (e.g., from eyeglasses) require the observer to be
positioned precisely on the propagation path of the reflected
light that has the same angle as the incident light [6]. Since
online meeting participants do not remain stationary all the
time, as we will analyze in § 6.5, eyeglasses do not constantly
reflect light from the screen. Moreover, not everyone wears
eyeglasses in video conferencing, making eyeglasses an unre-
liable source for reflection attacks. The above reasons limit
the applicability of the existing screen attacks in real-world
video conferencing settings.

This paper pushes the boundary of screen attacks during
video conferencing by exploiting the more pervasive yet unre-
markable facial reflections of screen content. We observe that
the human face, the key part of video conferencing images,
is illuminated by not only ambient light but also the screen’s
light, making it a promising stable source of compromising
reflections. Although the face is not a polished surface, it
generally exhibits a mixture of diffuse and specular reflec-

ar
X

iv
:2

60
4.

06
72

9v
1 

 [
cs

.C
R

] 
 8

 A
pr

 2
02

6

https://arxiv.org/abs/2604.06729v1


tions [9]. Due to different angular and distance characteristics,
different facial regions, such as the right and left cheeks, the
forehead, and the nose, are sensitive to light from different
parts of the entire screen (analyzed in § 3). In this way, facial
reflections included in online video streams can be employed
to characterize applications or software with unique user inter-
face (UI) layouts on the screen. This creates a potential attack
surface for eavesdropping on users’ multitasking activities
during video conferencing.

This paper proposes FaceTell, a novel eavesdropping sys-
tem, to leverage subtle facial reflections in online video
streams to infer the secondary activities of video conferencing
participants. More specifically, a malicious online meeting
participant may launch such attacks by sending the video
streams of other users to FaceTell, which will then extract fa-
cial images to support screen content prediction. In designing
this system, we tackle the following challenges.

1) How to obtain high-quality face images from dynamic
online video streams? Due to limitations in camera capability
and variable network bandwidth, the video resolution of on-
line meetings is variable, which typically ranges from 360p to
720p, significantly lower than that of high-end telescopic lens
photos. Moreover, human faces occupy only a small portion
of the camera’s field of view (FoV) (analyzed in § 4.2), mak-
ing it challenging to characterize the subtle facial reflection
of screen content. To handle this challenge, FaceTell extracts
video frames from video conferencing streams and crops raw
face images (i.e., eliminates background items) by employ-
ing Mask-R-CNN [14] and Haar feature classifier [28]. Then,
using the CAMixerSR network [29], FaceTell implements
super-resolution reconstructions of the cropped face images.
Finally, reconstructed images will be resized and normalized
into higher resolutions with fixed sizes.

2) How to accurately infer screen content from subtle fa-
cial reflections? As mentioned, it is still non-trivial to extract
information from facial reflections as they are a mixture of
specular and diffuse reflections [9]. To address this difficulty,
we formulate screen content inference as a classification task.
This classification task enhances the high-level features re-
lated to facial reflections by a residual convolutional block
(ResBlock) [15] and a convolutional block attention module
(CBAM) [32], and devises an effective two-tier classification
model for inferring on-screen content categories and applica-
tions. The classification results are further improved by a new
heuristic algorithm that conducts label correction based on
the temporal continuity of human-computer interactions.

Experimental Results. We implement FaceTell in a real-
world testbed with three different brands of laptops (i.e.,
ASUS, Lenovo, HP) and four mainstream video conferencing
platforms, including Zoom, Teams, Skype, and WeChat. More
than 12 hours of video data from 24 online meeting partic-
ipants are collected. These 24 participants interact with 28
common computer applications in 13 different environments.
The evaluation results demonstrate that FaceTell achieves an
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Figure 1: An example of screen-based attacks.

accuracy of 99.32% in application prediction. The accuracy
is achieved with a runtime of approximately 124 ms per video
frame. Moreover, the experimental results show that FaceTell
is robust to impact factors, including subject gender, facial
occlusions, distances, angles, and ambient light.

Contributions. Our contributions are summarized below:

• A New Side-Channel Attack. This paper is among the
first to develop theoretical modeling and real-world ex-
perimental analyses to prove the feasibility of a new
side-channel attack. This attack exploits subtle facial
reflections in online video streams to eavesdrop on the
secondary activities of video conference participants.

• The Novel FaceTell System. This paper proposes a
novel eavesdropping system, FaceTell, that provides an
efficient tool to launch this new side-channel attack. The
FaceTell system constitutes a set of novel schemes, in-
cluding a two-tier classification model and a heuristic
label correction algorithm, to accurately reveal victims’
private information regarding their secondary activities.

• Comprehensive Evaluation. FaceTell is evaluated with
28 popular computer applications, four laptops, four
mainstream video conferencing platforms, and 24 vic-
tims in 13 different environments. The experimental
results demonstrate that FaceTell is highly effective and
robust to various potential confounding factors.

2 Threat Model

A typical screen-based attack in video conferencing is illus-
trated in Figure 1. Suppose that all conference participants use
the same video conferencing platform (e.g., Zoom, Teams).
As the mutual trust among video conferencing participants is
not always guaranteed [7], we assume Bob is a screen-based
attacker who wants to eavesdrop on the screen activities of
Alice, i.e., the victim. Hereinafter, Alice’s computer is re-
ferred to as the target device, and Bob’s computer is called
the attack device. Bob’s goal is to identify on-screen activities



by analyzing the light patterns reflected on Alice’s face in
available online video streams from the target device. Bob
can achieve this goal by intercepting the video feeds from the
video conferencing platform or recording these video feeds
using screen recording software on the attack device.

3 Feasibility Study

3.1 Theoretical Modeling
We first introduce the notations that we employ for devel-
oping the theoretical model. Let us denote the location of
a digital screen as E as depicted in Figure 2. An individual
light-emitting point on this screen, such as a liquid crystal
(LC) unit that acts as a light source, is located at a point e ∈ E.
The orientation of the screen at the location e is defined by its
normal vector n⃗e. The surface of Alice’s face is represented by
the coordinate set F. For a single point on the face, we use f
to represent its coordinate, where f ∈ F. Similarly, the normal
vector for any point f on the face is denoted as n⃗ f . The cam-
era is located at the location c. Moreover, we define several
key direction vectors to describe the path of light propagation.
The emitting direction, representing the light ray traveling
from the screen unit at e to the face point at f , is denoted as
e⃗ = e⃗ f

|e⃗ f |
. The viewing direction at the camera location c from

the face point at f is v⃗ = f⃗ c
| f⃗ c|

. The receiving direction, from
the face point at f toward the screen unit at e, is defined as
r⃗ = f⃗ e

| f⃗ e|
. In addition, m⃗ is the mirror direction in which a light

ray from the screen unit at e is perfectly reflected off f .
Based on the above notations, we first deduce the light

intensity from the screen unit to the face point. The light
intensity emitted by the screen unit along n⃗e is denoted as Ie,
which is determined by the screen content. Due to the spatial
directivity of each LC unit, the light intensity emitted to each
angle is different [25, 26]. Concretely, the light intensity from
the screen unit to the face point can be calculated as [1]

I f =
Ie ·W (θe)

(de f )2 , (1)

where θe is the angle between the emitting direction e⃗ and
the normal vector n⃗e, and de f is the distance between e and f .
In addition, W (·) represents the angular distribution of light
intensity from the screen unit at e.

Then, we proceed to compute the optical reflection intensity
of the face point at f from the entire screen. To do this, we
must sum up all the LC units’ light emanations. According to
the Phong reflection model [21], the reflected light intensity
pointing to the viewing direction v⃗ can be expressed as

I⃗V = ∑
e∈E

I f · kd · cosθr + ∑
e∈E

I f · ks · cosns θm + ka · Ia, (2)

where kd , ks, and ka are the diffuse, specular, and ambient
reflection coefficients, respectively. As illustrated in Figure 2,

Screen
Camera

Alice

Figure 2: An example to demonstrate the theoretical model
of facial reflections in video conferencing.

θr is the angle between the receiving direction r⃗ and the
normal vector n⃗ f , and θm is the angle between the mirror
direction m⃗ and the viewing direction v⃗. The parameter ns is
the shininess exponent, which controls the size and intensity
of the specular highlight; a higher ns value results in a smaller
highlight, simulating a glossier surface. The term cosns θm
thus models how the specular reflection intensity falls off
as the viewing direction diverges from the perfect mirror
direction. Additionally, Ia stands for the intensity of ambient
light sources. Therefore, in Eq. (2), the first part ∑e∈E I f · kd ·
cosθr corresponds to the diffuse reflection, and the second
part ∑e∈E I f · ks · cosns θm is for the specular reflection.

Next, we integrate Eq. (1) into Eq. (2). Let us assume that
the screen is flat and each LC unit has the same normal vector.
Given any screen unit at e, its distance to a face point at f
can be expressed as de f =

d0
sin(π/2−θe)

= d0
cosθe

, where d0 is the
perpendicular line between f and E. In this way, we obtain a
new form of the reflected light intensity I⃗V as

I⃗V =
1
d2

0
∑
e∈E

Ie · (kd ·Gd(θe,θr)+ ks ·Gs(θe,θm))+ ka · Ia.

(3)

Therein, Gd(·, ·) is the importance weight of the screen unit
for diffuse reflections, which is given by

Gd(θe,θr) =W (θe) · cos2
θe · cosθr. (4)

Moreover, Gs(·, ·) is the importance weight of the screen unit
for specular reflections, which is expressed as

Gs(θe,θm) =W (θe) · cos2
θe · cosns θm. (5)

The above equations tell us: 1) The intensity of the screen
light reflected at each face point is a weighted sum of the
light from all screen units. 2) The importance weight of each
screen unit on the illuminance of each face point is different
and mainly depends on the angular variables in the reflection
of light.



Figure 3: Simulation setup and results.
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Figure 4: Experimental setup and results.

3.2 Simulation Validation
With the above theoretical model, a Python based simulation
is conducted to analyze Gd(·, ·) and Gs(·, ·) in Eq. (4) and
Eq. (5). Specifically, as depicted in Figure 3 (a), the simula-
tion sets up a 2-dimensional plane and places a screen and a
camera on the x-axis. Then, three face points with different
positions and normal vectors are configured. In Gd(·, ·) and
Gs(·, ·), the simulation adopts W (θe) = cosg θe with g = 30
[1] and sets the shininess exponent ns to be 2 [2]. As shown
in Figure 3 (b), each curve has a peak value in the diffuse
reflection, and the peak value is always located around the
screen region directly opposite the face point because the
angles θe and θr are relatively small in this condition. For
example, the first face point has relatively high weights on
the screen units in the middle area, while the right side of the
screen mainly influences the reflection of the third point. In
addition, compared with the first point, the second one has
a sharper curve, because it is closer to the screen. Similar
observations can be found in specular reflections.

The above results indicate that: 1) The light reflection off
any given face point is not uniformly influenced by the entire
screen. Instead, it is highly sensitive to a localized "zone" on
the screen. 2) The shape and intensity of this sensitivity zone
are unique to the spatial location of one face point and the
type of reflection.

3.3 Experimental Validation
As depicted in Figure 4, one subject sits in front of one laptop
and views a black image and a colorful image on the laptop’s
screen. The black image is used to simulate the situation
where no light is emitted from the screen. The left half of the
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Figure 5: Investigation of minimally differentiable content.

colorful image (1440ps*2560ps) is red, and the right half is
blue. In each case, we leverage the laptop’s built-in camera
to take a photo of the subject. After that, we crop the human
face out and obtain a clear face image. As Figure 4 shows,
when the subject is faced with the colorful image, his face
seems more vivid. To prove this, we extract the red-channel
and blue-channel images and observe that they have higher
intensity values and become brighter when their faces are in
front of the colorful image.

To investigate the impact of different parts of the screen
on facial reflections, we show the change in the color com-
position of each pixel in face images. For this purpose, we
compute a blue-to-red ratio for each pixel by dividing the
blue intensity by the red intensity. Then, we check whether
the blue-to-red ratio is bigger than a certain threshold. If true,
the pixel is marked with white; otherwise, it is marked with
black. Three thresholds, i.e., 45%, 55%, and 65%, are selected
in each case. As Figure 4 depicts, when the subjects view the
black image, blue and red colors are more symmetrically dis-
tributed on the entire face. The reason is that human faces are
mainly illuminated by ambient light in this setting, and the
right and left sides of the faces have the same illumination
condition. However, when viewing the colorful image, there
is blue light distributed on the right-hand side of the subjects’
faces and more red light shown on the left-hand side. This
is because the right-hand side of their faces is closer to the
right half of the screen, thus reflecting more blue light emitted
from that half.

We further investigate the minimally differentiable content
(MDC) on the screen (as shown in Figure 5), by conducting
the Kolmogorov-Smirnov test with a shrunk version of the
colorful image. We observe whether the left and right halves
of a blue-to-red image follow the same distribution. In each
shrunk version, we vary the blue-to-red ratio between 1% and
99% and select a blue-to-red image with the lowest p-value.
When the shrunk image accounts for 1/16 of the entire screen
(360px*640px), the p-value is 0.0416, smaller than a common
significance level of 0.05. When the image-to-screen ratio is
1/25, the p-value is 0.069, larger than 0.05. Thus, the MDC of
facial reflections is a rectangle occupying 1/16 of the screen
area under the experimental settings.

The above experimental results verify that: 1) Different
facial regions are sensitive to different screen areas. 2) Facial
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Figure 6: An overview of our FaceTell system.

reflections captured by the webcam can be used to charac-
terize the light patterns of different on-screen contents. Thus,
facial reflections of an online meeting participant hold the
potential to launch screen attacks during video conferencing.

4 Design of FaceTell

4.1 System Overview

In this section, we propose FaceTell, a novel screen attack
system via pervasive yet unremarkable facial reflections dur-
ing video conferencing. At a malicious participant, FaceTell
can eavesdrop on the victim’s multitasking activities without
requiring specular objects in the surrounding environment.
This is achieved by two phases: a training phase and an at-
tacking phase. In the training phase, FaceTell collects a set of
labeled video frames and then trains a dedicated application
classifier for screen content inference. In the attacking phase,
FaceTell takes the victim’s video frames as input and infers
the secondary applications accessed by the victim. As shown
in Figure 6, these two phases are implemented by two core
components of the FaceTell system: the face segmentation
and reconstruction, and the screen content inference. We will
elaborate on the two components in the following subsections.

4.2 Face Segmentation and Reconstruction

With the victim’s video feed, FaceTell first segments human
face images from raw video frames and enhances their quality
using super-resolution reconstruction, as shown in Figure 7.

Human Face Segmentation. In video conferencing, the
background within the camera’s FoV always changes as meet-
ing environments vary. More importantly, the virtual back-
ground feature is usually enabled when people engage in a
video call. The above reasons render background objects less
useful for screen attacks in video conferencing. In contrast,
human faces are generally the foreground objects within the
camera’s FoV, making them reliable reflectors of light from
displays. Thus, given a video frame, the first step of FaceTell
is to isolate a human face.

Face Image Reconstruction
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Figure 7: Workflow of face segmentation and reconstruction.

To do this, FaceTell samples a video frame from the re-
ceived video stream every δ seconds using the OpenCV li-
brary. The reason behind this is that adjacent video frames
are very similar due to the temporal continuity of screen con-
tent, and sampling video frames can reduce computational
complexity without significantly impacting screen content
inference. In our experiment, δ is set to 0.5 s. Let us denote
V ∈ [0,255]3×W×H as one extracted RGB frame, where W
and H are the width and height. FaceTell utilizes the mask
branch of Mask R-CNN [14], denoted as Fmask(·), to segment
all instances of objects shown in V and generate a set of
masks. Therein, M ∈ {0,1}W×H is denoted as a mask ma-
trix for each instance, where M(w,h) = 1 indicates that the
pixel (w,h) is part of the instance, and M(w,h) = 0 indicates
the background. Because surrounding items, such as desks,
closets, and appliances, are also recognized by Mask R-CNN,
FaceTell proceeds to pick a human face out of all instances.
It achieves this by exploiting the efficient Haar feature clas-
sifier [28], which uses a cascade function to identify human
faces in images. Specifically, the Hadamard product is per-
formed between M and V to obtain a clear image with an
instance only. Then, the grayscale version of the product re-
sult is fed into the Haar feature classifier Fhaar(·) for face
detection. The above process can be expressed as

M = Fmask(V),

b = Fhaar(Gray(V⊙M)), (6)

where Gray(·) is the grayscale function and ⊙ stands for
the Hadamard product. b is a Boolean value. If b is true, an
instance is detected as a human face. After that, a clear human
face image G ∈ [0,255]3×M×N , having a width of M and a
height of N, without background objects can be extracted as

G = Crop(b,V⊙M), (7)

where Crop(·, ·) is the cropping operation that generates the
bounding box and crops a face image out when b is true.

Face Image Reconstruction. Due to limitations in camera
capability and variable network bandwidth, the video resolu-
tion during an online meeting is low and variable. To verify
this, we collect an online video stream lasting 25 minutes
from Zoom, extract one frame per second, and record the
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Figure 8: Characteristics of online video streams on Zoom.

frame resolution. As depicted in Figure 8 (a), the video res-
olution of online meetings is dynamic, ranging from 360p
to 720p, and more than 40% of the extracted frames have a
resolution of 360p, which is very low compared to high-end
telescopic lens photos [3, 4]. What makes things worse is that
a human face is only a small part of a video frame. We crop
1,000 face images using the above face segmentation method
and compute their area ratios in the raw video frames. As
reported in Figure 8 (b), human faces occupy about 16% of
pixels in a video frame on average. The above two reasons
render it challenging to extract effective information directly
using the cropped face images.

To alleviate this problem, FaceTell transforms the low-
quality face images into high-resolution versions using the
CAMixerSR network [29], an image super-resolution tech-
nique that is based on a content-aware mixer that assigns
convolution for simple contexts and additional deformable
window attention for sparse textures. Taking the face image G
as input, the CAMixerSR network Fsr(·) generates a higher-
quality image Q ∈ [0,255]3×2M×2N by upscaling the height
and the width of G at two times as Q = Fsr(G). Because the
size of the upscaled image Q is changing among different
frames, FaceTell resizes Q into a square image with a fixed
size of L×L. In addition, the resized image is further normal-
ized using a z-score normalization within each channel for
effective hidden feature extraction. The final face image I ∈
[0,255]3×L×L can be obtained by I = Norm(Resize(L,Q)),
where Resize(·) and Norm(·) represent the resize and normal-
ization operations, respectively.

4.3 Screen Content Inference

As depicted in Figure 9, the second step of FaceTell is to
perform screen content inference based on face images.

Facial Feature Enhancement. In this component, FaceTell
takes a face image I as input and generates a high-level feature
map. It first leverages a residual convolutional block, which
includes a main path and a shortcut connection path, to extract
content-related features for effective image feature abstraction.
Three convolutional kernels with a size of 3×3 are used in the
main path. Their stride and padding size are both set to 1. A
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Figure 9: The framework of FaceTell’s screen content infer-
ence component.

2-dimensional batch normalization (BN) layer and a rectified
linear unit (ReLU) are followed for feature representation
and non-linearity introduction. In this way, an intermediate
feature map C ∈ R3×L×L is obtained.

Next, FaceTell exploits a convolutional block attention
module [32] (CBAM) to further enhance its feature represen-
tation capability. The CBAM comprises a channel attention
submodule and a spatial attention submodule, which are used
to capture significant features in the channel and spatial dimen-
sions, respectively. Therein, the channel attention submodule
has a max-pooling (MaxPool) branch and an average-pooling
(AvgPool) branch. Two branches are followed by a shared
multi-layer perceptron (MLP). Their intermediate features
are aggregated and fed into a sigmoid function, consequently
yielding a channel attention map. When it comes to the spa-
tial attention submodule, it applies average-pooling and max-
pooling operations along the channel axis and concatenates
their outputs, which are further processed by a convolution
layer (Conv) with a kernel size of 7×7 and a sigmoid func-
tion to generate a spatial attention map. In the CBAM, the
intermediate feature map C is first fed into the channel at-
tention submodule and multiplied with the channel attention
map using the Hadamard product. Then, the product result
C′ ∈ R3×L×L is processed by the spatial attention submodule
in the same way to obtain the enhanced feature map. Mathe-
matically, the final feature map S ∈ R3×L×L after the CBAM
can be expressed as

C′ = φ(MLP(MaxPool(C))+MLP(AvgPool(C)))⊙C,

S = φ(Conv(MaxPool(C′)⊕AvgPool(C′)))⊙C′,
(8)

where φ(·) denotes the sigmoid function and ⊕ is the concate-
nation operation.

Two-Tier Classification. Despite the enhanced feature
map, it is still challenging to accurately recognize fine-grained
screen content due to the large number of online applications
and software. FaceTell addresses this challenge by devising



Algorithm 1 Heuristic Label Correction

Input: Predicted label sequence Y and its length T
Output: Corrected label sequence Z

1: t ⇐ 1
2: if t ≤ T and Start(t) = True then // a step starts
3: zt ⇐ yt // known content
4: t ⇐ t +1
5: if End(t) = False then // a step continues
6: zt ⇐ zt−1

7: goto line 4
8: else //a step ends
9: goto line 2

10: end if
11: else
12: zt ⇐ (0, · · · ,0) // unknown content
13: t ⇐ t +1
14: goto line 2
15: end if

a two-tier classification model to first classify screen con-
tent into several main categories, i.e., web applications, pro-
gramming software, office software, etc., and then predict the
finer-grained applications in this category. For example, the
web application category includes reading news, online shop-
ping, and checking emails. The two-tier classification model
achieves this by employing a category discriminator and a set
of application predictors.

Specifically, the category discriminator transforms each
feature map S into a category label g ∈ {0,1}J , which is the
one-hot encoding vector that indicates the category of applica-
tions shown on the screen. Therein, J is the category number.
The category discriminator consists of three fully connected
(FC) layers with 512, 256, and J neurons, respectively, fol-
lowed by a softmax function to yield a probability vector
p ∈ [0,1]J . Then, FaceTell encodes the probability vector p
into the one-hot vector g corresponding to the j-th category.

After determining the category of screen content, the appli-
cation predictor belonging to the j-th category is selected and
facilitates fine-grained application classification. The selected
predictor transforms each feature map S into a probability
vector q ∈ [0,1]K j . K j is the number of computer applications
in the j-th category. For simplicity, each application predictor
has the same network architecture as the category discrimi-
nator. Similarly, the probability vector q is converted into an
application label r ∈ {0,1}K j , which is the one-hot encoding
vector that indicates which application the victim is using.

For each face image, we combine its category-application
label pair of g and r into a unified label y ∈ {0,1}K , where
∑

J
j=1 K j = K, to represent a specific application. Given a con-

ferencing video stream, FaceTell can generate a content label
sequence as Y =

{
y1, · · · ,yt , · · · ,yT

}
, where yt is the esti-

mated label at time t and T is the sequence length.
Heuristic Label Correction. In this component, FaceTell

takes a further step to correct face images that are mistakenly
classified. Misclassifications could stem from either inade-
quate features extracted from a single face image or screen
content unseen in the training phase. To deal with this issue,
FaceTell proposes a novel heuristic label correction (HLC)
algorithm. The correction algorithm is based on the observa-
tion that it generally takes a while for users to interact with a
computer application, and users are not likely to switch them
too frequently. For example, in [5], it reports that web ses-
sions typically last 2 to 3 minutes on average. Thus, we have
prior knowledge that, in most cases, the current prediction
label estimated by our predictor is likely to be the same as the
previous one. Additionally, face images whose labels appear
frequently within a period are likely to be correctly classified.

Based on the above observation, a corrected content label
sequence can be considered as a step function, which is a
piecewise constant function having finite steps. Let us denote
the corrected label sequence as Z =

{
z1, · · · ,zt , · · · ,zT ,

}
,

where z ∈ {0,1}K could be one of K one-hot vectors for
predicted applications or an all-zero vector for other unknown
content. Using the above notations, we define two functions
regarding the two label sequences Y and Z as follows.

Definition 1 (Start of A Step): At time t, let us denote Wt ={
yt ,yt+1, · · · ,yt+Ts−1

}
as a segment of the label sequence Y

with a length of Ts. We can determine that a step of Z starts
at the time t or not as

Start(t) =

{
True , if Count(yt ,Wt )

Ts
≥ σs;

False , else.
(9)

Therein, 0.5 ≤ σs < 1 is a determining threshold and
Count(yt ,Wt) represents the count number of the label yt

present in the segment Wt . This definition means that when
the current label yt accounts for the majority of the next Ts
labels in the sequence Y , the start of a step in Z begins.

Definition 2 (End of A Step): At time t, we denote Vt(τ) =
{yt , · · · ,yt+τ}, where τ ≥ 0. It represents a segment of the
label sequence Y with a varying length of τ+1. An end of a
step of Z is detected or not as

End(t) =

{
False , if ∃0 ≤ τ ≤ Te,s. t., Count(zt−1,Vt (τ))

τ+1 ≥ σe;
True , else,

(10)

where Te stands for the maximum window size of
Vt(τ) and 0 < σe ≤ 0.5 is another determining threshold.
Count(zt−1,Vt(τ)) represents the count number of the pre-
vious step label zt−1 present in the segment Vt(τ). This defini-
tion indicates that when the previous label zt−1 never has a
high proportion in any segment of the next Te labels in Y , the
end of a step in Z is recognized.

Based on the defined functions Start(·) and End(·), a heuris-
tic label correction algorithm is proposed in Algorithm 1. Its
core idea is to alternately use Start(·) and End(·) on the raw
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Figure 10: Illustration of heuristic label correction. A, B, C,
and D stand for four application labels, and E is for unknown
ones. T and F denote True and False, respectively. In this set-
ting, σs = 0.6, Ts = 8, σe = 0.4, and Te = 6. A green rectangle
means the occurrence of a label correction.

Table 1: Screen content of interest.

Category Application

Web Applications
Searching, News, Shopping,

Email, Social, Sports

Office Software
Word, Excel, Visio, OneNote,
PowerPoint, Adobe Reader,

Programming Software
MATLAB, Visual Studio, Eclipse,

PyCharm, Vim, Notepad

Multimedia Software
Tik Tok, Disney, Dts Sound, Pandora,

Hulu, Netflix, iHeartRadio, Crunchyroll
OS Applications Files Searching, OS Setting

Video Conferencing \

label sequence Y to estimate the time interval of a label step
and convert all involving labels in Z into the same. An il-
lustration of our algorithm is depicted in Figure 10. At the
beginning, the function Start(·) is used to detect the start of
a step. If a step starts, we continuously leverage the function
End(·) to identify the end of a step. If the end is identified,
the function Start(·) is called again to find the start of the
next step. Moreover, if a predicted label does not belong to
any step, we set it to an all-zero vector, indicating unknown
content. As demonstrated in Figure 10, the 5th, 8th, 12th, 13th,
16th, and 23rd predicted labels are corrected by our algorithm.
In our experiments, we empirically set σs = 0.90, Ts = 10,
σe = 0.10, and Te = 10. Towards this end, our heuristic label
correction algorithm Fcorrection(·) outputs a corrected label
sequence as Z = Fcorrection(Y ).

5 Implementation and Setup

Target and Attack Devices. We use four consumer-grade lap-
tops as target and attack devices in our experiments. Specif-
ically, three of them serve as target devices, responsible for
capturing videos of victims. The specifications of the three
target devices are as follows: the ASUS TUF A16 is equipped
with a USB 2.0 HD UVC WebCam; the Lenovo Y7000P has
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Figure 11: Device setups during data collection.

a 720p HD camera; the HP ProBook 440 is equipped with
a 720p HD camera. In addition, a Lenovo Y9000P with a
720p HD camera is used as an attack device to record video
streams from the other devices. Note that all devices have
an auto-brightness-adjustment feature, which is activated by
Windows automatically.

Video Conferencing Platforms. We select four main-
stream applications that enable video calls: Skype, Zoom,
Teams, and WeChat, and install them on the target and attack
devices. These applications have a diverse range of underlying
video encoding/decoding protocols and network transmission
optimization strategies.

Screen Content of Interest. As shown in Table 1, we select
28 representative computer applications when people multi-
task in online meetings. They are divided into five categories,
including web applications, office software, programming
software, multimedia software, and OS applications. More-
over, we add another category of video conferencing, which
indicates that an online meeting participant does not conduct
secondary activities.

Data Collection. We recruit 24 subjects, including 14
males and 10 females, to collect online video streams in 13
different environments, containing 3 bedrooms, 7 offices, and
3 dormitories. All subjects are college students, aged from 21
to 25 years old. Some of them wear eyeglasses or face masks.
With the 24 subjects, we collect video streams in 24 rounds,
resulting in more than 12 hours of video data. In each round,
the attack device and one target device are placed in two dif-
ferent rooms and set to join the same online meeting with their
cameras activated. One subject is invited to sit within the FoV
of the target device to act as a victim. Initially, the subject
does not engage in any secondary activity for two minutes.
The subject then minimizes the video conference window
and sequentially uses each application listed in Table 1 for
one minute. We record the usage time of each application for
sample annotation. At the same time, the attack device runs
Bandicam to capture video streams from the target device,
as illustrated in Figure 11. In this way, a 30-minute video is
collected in each round.

Datasets. We convert each collected video into a group of
image frames with a sampling rate of 2 Hz. Using the pro-
posed face segmentation and reconstruction approach in § 4.2,
a clear face image is obtained with a size of 800× 800 for
each frame. We sort images within each group based on time
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Figure 12: Overall performance of FaceTell.
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Figure 13: Confusion matrices for office software and pro-
gramming software.

stamps and annotate them with corresponding category and
application labels. In this way, we obtain two disjoint datasets,
i.e., a training dataset and a testing dataset. Specifically, the
training dataset contains 49,407 face images, and the testing
dataset has 12,372 face images.

Training Details. We implement FaceTell on an OMNISK
AIX7550-G3 workstation running on Ubuntu 20.04.6TLS
with 32GB RAM and 4 NVIDIA GeForce RTX3090 graphics
cards. The category discriminator and application predictors
are built using PyTorch and optimized using the cross-entropy
loss on the training dataset. The Adam optimizer with a learn-
ing rate of 1× 10−4 and a batch size of 16 is adopted. The
model is optimized over five epochs.

Evaluation Metric. We adopt accuracy as the main evalu-
ation metric. It is defined as the ratio of correctly classified
samples to the total number of samples as

Accuracy =
Number of Correct Predictions

Total Number of Samples
.

6 Evaluation Results

6.1 Overall Performance
We first present the overall performance of FaceTell. To do
this, we evaluate our system on the testing dataset and report
system performance for coarse-grained content category pre-
diction and fine-grained application prediction in Figure 12.

As the figure shows, FaceTell achieves an average accuracy
of 99.85% for category prediction. In particular, it obtains
a prediction accuracy of 100% in multimedia software, OS
applications, and web applications. This is because multi-
media software and web applications generally have a more
colorful layout, which is significantly different from other
applications. As for OS applications, the screen would dis-
play a large amount of blank area in the file searching, and
mostly shows the system’s default theme color in the OS
setting, making them more distinguishable. When it comes
to fine-grained application prediction, FaceTell still presents
high performance in each category with an average accuracy
of 99.32%. It has a relatively low accuracy of 98.56% in of-
fice software and an accuracy of 98.94% in programming
software. To understand the underlying reasons, we plot their
confusion matrices in Figure 13. We find that there are some
misclassifications among Word, Excel, Visio, and OneNote in
the office software. This is because these applications belong
to the Microsoft Office Suite and share many similarities in UI
layouts, such as the ribbon interface and quick access toolbar,
to provide users with a consistent experience. As for program-
ming software, FaceTell yields some wrong predictions on
MATLAB, Visual Studio, Eclipse, PyCharm, and Vim. The
reason may be that these applications generally follow a con-
ventional integrated development environment (IDE) layout
with a menu bar at the top, a main editor window, and side-
bar panels. Despite that, FaceTell still achieves a prediction
accuracy of more than 98% in the two categories.

6.2 Ablation Study

We proceed to conduct an ablation study to validate the ef-
fectiveness of each core component within FaceTell. For this
purpose, we create five variants by systematically ablating
specific components. The variants are described below. 1)
The first variant removes the CAMixerSR network and the
HLC algorithm. 2) The second variant ablates the channel
attention submodule in the CBAM block, and the HLC algo-
rithm is also omitted. 3) The third variant discards the spatial
attention submodule in the CBAM block and also omits the
HLC algorithm. 4) The fourth variant exploits an application



Table 2: Ablation study on FaceTell.

Variants Category Multimedia
Software

Office
Software

OS
Applications

Programming
Software

Web
Applications

#1: w/o CAMixerSR and HLC 89.88% 82.40% 82.81% 90.06% 83.56% 82.72%
#2: w/o Channel Attention and HLC 90.78% 81.49% 82.65% 89.24% 82.37% 81.23%
#3: w/o Spatial Attention and HLC 91.38% 81.99% 83.49% 90.76% 82.91% 82.43%
#4: w/o Two-Tier Classification and HLC \ 74.14% 73.09% 72.66% 72.87% 77.38%
#5: w/o HLC 92.56% 84.44% 84.98% 91.70% 85.09% 84.22%

FaceTell (Complete Model) 99.85% 99.49% 98.56% 100% 98.94% 99.60%

Figure 14: Feature visualization of the category discriminator
and application predictors using t-SNE.

classifier to directly recognize the 28 applications without
two-tier classification and the HLC algorithm. 5) The fifth
variant removes only the HLC algorithm. As Table 2 shows,
the accuracy of each variant is at least 7% lower than that of
FaceTell in each task, suggesting the effectiveness of each
component proposed in FaceTell. Specifically, the first three
variants perform lower than the fifth, which indicates that
the lack of face image reconstruction or facial feature en-
hancement will lead to insufficient feature representation of
facial reflections and a decrease in accuracy. Moreover, the
proposed two-tier classification model is also important to
FaceTell. Without it, the fourth variant suffers an accuracy
decrease of at least 6.84% when compared to the fifth variant.
We can also observe that the label correction algorithm plays
an important role in FaceTell and leads to an accuracy in-
crease from 7.29% to 27.34%. The above observation proves
that the temporal continuity of human-computer interactions
is useful in correcting mistakenly predicted labels.

6.3 Feature Visualization
We exploit the t-distributed stochastic neighbor embedding
(t-SNE) technique to visualize the output of the second FC
layer of the category discriminator and five application predic-

tors, respectively. In this way, six scatter plots are present in
Figure 14, where each point corresponds to a labeled sample.
As Figure 14 (a) shows, the category discriminator presents a
good separability of different kinds of samples. Six groups of
points can be clearly observed. In each group, feature points
are highly compact. Moreover, each group is distinct from
the others, except for a few outliers. In addition, the points
in the video conferencing group are the farthest from those
of the others, which tells us that the light variations of video
conferencing are quite different from those of the secondary
activities. The results indicate that each category has a unique
pattern of facial reflections. As for the application predictors,
the feature points within different groups are relatively scat-
tered. Some points belonging to different groups are even
intermixed, but the overall boundaries can still be roughly
observed. This is because the applications within the same
category probably have similar UI layouts and generate indis-
tinguishable facial reflections in some cases.

6.4 Time Consumption and Scalability
We report FaceTell’s runtime on the OMNISK AIX7550-G3
workstation. We extract 1,000 video frames from the col-
lected video, feed them into FaceTell, and record the average
runtime of the five core components, i.e., human face segmen-
tation, face image reconstruction, facial feature enhancement,
two-tier classification, and heuristic label correction, per sam-
ple. Compared to the first three components, the two-tier
classification and heuristic label correction have a negligi-
ble runtime of less than 6 µs due to their low computational
complexity. Moreover, the face image reconstruction has a
runtime of 102.50 ms, because the super-resolution opera-
tion is relatively time-consuming. Nevertheless, FaceTell has
an average runtime of approximately 124 ms per frame. To
further demonstrate its scalability with multiple victims, we
build a real-time version of FaceTell on a computer with a
62.4 GB memory CPU and a 24 GB memory GPU. With
only Zoom activated, the CPU (GPU) usage is 10.4% (0%).
If eavesdropping on one Zoom user, FaceTell increases the
CPU (GPU) usage to 20.9% (62%). When eavesdropping on
two victims simultaneously, the CPU (GPU) usage is 26.8%
(98%). With these hardware configurations, FaceTell can at-



Figure 15: Performance on different subjects.

Table 3: Performance under different occlusion conditions.

Occlusion Accuracy w/o HLC Accuracy w/ HLC

No Occlusion 93.31% 99.43%
Eyeglasses 92.62% 99.93%
Face Masks 90.95% 99.64%

tack two victims simultaneously.

6.5 Impact Factors

In this subsection, we investigate FaceTell’s performance un-
der different impact factors, including subject gender, facial
occlusions, distances, angles, and ambient light.

Impact of Subject Gender. There are 24 subjects, includ-
ing 10 women and 14 men, involved in our experiments. The
subject’s gender may have an impact on FaceTell, as women
and men exhibit different facial features in terms of skin tex-
ture, hair characteristics, etc. To understand this impact, we
report the average accuracy of the application prediction for
all subjects in Figure 15. FaceTell achieves an accuracy of at
least 96.18% in the female group and an accuracy of more
than 95.84% in the male group. When it comes to overall per-
formance, the average accuracy for female subjects is 98.70%,
and that for male subjects is 98.18%, indicating a minimal
performance difference between women and men. The above
results indicate that the subject’s gender has a negligible im-
pact on FaceTell.

Impact of Facial Occlusions. In practice, facial occlusions
may appear during video conferencing and change the facial
reflections of participants. To explore this impact, we com-
pute the average accuracy under various facial appearance
conditions, including no occlusion, wearing eyeglasses, and
wearing face masks, with and without the heuristic label cor-
rection. The results are reported in Table 3. Before the label
correction, FaceTell achieves the best performance with an
accuracy of 93.31% when no occlusion is present, and has the
lowest accuracy of 90.95% in the scenario of wearing face
masks. To understand the underlying reasons, we showcase
face images under the three types of facial occlusions in Fig-
ure 16. When no occlusion is shown on the subjects’ faces,

No 
Occlusion

Eyeglasses

Face 
Masks

Figure 16: Face images under different occlusion conditions.
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Figure 17: Setups of different distances and angles.

there are many highlighted areas, such as foreheads, cheeks,
and noses, that can generate obvious facial reflections. How-
ever, when subjects wear eyeglasses, the lenses do not always
show recognizable screen content. Since specular reflections
have strict requirements on the angles between the screen, the
camera, and the lenses, the images on subjects’ eyeglasses
sometimes come from the items outside of the screen and
weaken the light illumination from the screen, resulting in
lower performance. As for face masks, they cover most of the
area around the mouth and reduce the area of facial reflec-
tions. As a result, the performance of FaceTell is the worst
in this case. Despite that, the prediction accuracy of FaceTell
exceeds 99% in each scenario after the label correction. We
can conclude that FaceTell is robust to different types of facial
occlusions in real-world video conferencing scenarios.

Impact of Distance and Angle. As indicated in Eq. (3),
the distance and angle between a face point and the screen
determine the intensity of the screen light and would impact
FaceTell’s performance. Because it is non-trivial to investigate
the impact of distance and angle on a face point basis in
practice, we choose to study the impact of overall distance
and angle between a subject’s face and the screen. To do
this, we collect online video streams under different distance
and angle settings. As illustrated in Figure 17, one subject is
recruited to sit at a fixed location and gaze at the center of
the screen, the middle of the right half of the screen, and the
right edge of the screen to simulate three angles, i.e., Angle 1,
Angle 2, and Angle 3, between the whole face and the screen.



Table 4: Performance under different distances and angles.

Distance Angle 1 Angle 2 Angle 3

(cm) w/o HLC w/ HLC w/o HLC w/ HLC w/o HLC w/ HLC

50 91.49 99.76 91.33 99.76 90.31 97.39
60 92.74 98.70 91.40 99.63 90.86 97.79
70 92.75 99.42 92.41 98.64 91.18 98.43
80 91.87 97.24 90.92 97.79 89.08 99.35
90 89.54 98.99 88.89 97.08 86.97 97.56

100 86.01 96.81 85.15 97.23 83.36 97.76
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Figure 18: Testbed for investigation of ambient light.

In addition, we vary the distance between the screen and the
subject location from 50 cm to 100 cm. The setting ranges
of angles and distances conform to people’s daily computer
usage habits in practice. In each setting, a 30-minute video is
collected and fed into FaceTell for screen content inference.
The application prediction performance with and without the
HLC algorithm is illustrated in Table 4. In each angle setting,
the accuracy stays stable at first and then gradually declines
after 70 cm without the label correction. This is because
the increase in distance will weaken the intensity of facial
reflections and reduce the proportion of a face in the camera’s
FoV, rendering FaceTell harder to capture light emanations
from the screen. Moreover, in each distance setting, as the
angle increases, the accuracy of FaceTell declines. This is
because the increase in angle will reduce the face area that
can reflect screen light. Despite these, the label correction can
significantly improve the accuracy to more than 96.81% in all
cases. The above results show the robustness of FaceTell to
practical variations in the face-screen distances and angles.

Impact of Ambient Light. As depicted in Figure 18, we
build a testbed with a SMART SENSOR AS803 illuminance
meter and an adjustable Mi Desk Lamp Pro to collect video
data under different intensities of ambient light. First, we
use the illuminance meter to measure light illuminance in
5 rooms, including a meeting room, a corridor, a laboratory,
a dormitory, and a classroom, under normal lighting condi-
tions. In each room, the illuminance meter is held vertically
to simulate the light reception of human faces and record
20 measurements in lux. Then, we plot the histogram of the
collected illuminance measurements in Figure 19 and find
that facial illuminance ranges from 36 to 131 lux in indoor
environments. Then, a subject is asked to sit in front of the

Figure 19: Performance under different intensities of ambient
light.

ASUS laptop in an office with closed curtains and turned-off
lights. The adjustable lamp is placed 1 meter away from the
laptop to serve as the source of ambient light, and the illu-
minance meter is vertically mounted near the subject’s face
and towards the screen. Using this testbed, we simulate fa-
cial illuminance of 5, 50, 100, 131, 150, 200, 250, 300, 350,
and 400 lux from ambient light. In each illuminance setting,
the laptop’s screen is first turned off, and the desk lamp is
adjusted to generate a specified illuminance. Figure 19 shows
that, as the illuminance of ambient light increases, FaceTell’s
performance degrades. This is because facial reflections are a
composition of ambient light and screen light as indicated in
Eq. (3). Thus, the increase in ambient light will reduce the pro-
portion of screen light in facial reflections, making FaceTell
more difficult to extract light variations on the subject’s face.
However, in the indoor facial illuminance range, FaceTell still
achieves a high accuracy from 96% to 99%. The above results
demonstrate that FaceTell has resilience to ambient light in
indoor environments.

6.6 Practicality Analysis

According to the experimental results in § 6.5, the perfor-
mance of FaceTell is significantly influenced by face-screen
distance and ambient light intensity. More specifically, as
shown in Table 4 and Figure 19, the results indicate that
FaceTell can achieve ≥ 96% accuracy when a victim is 50
cm to 100 cm away from the screen and exposed to an am-
bient facial illuminance < 130 lux. We believe that these
settings conform to practical computer usage and indoor illu-
mination. First, the concluded face-screen distance range is
in line with the user-screen distance (i.e., 25 inches/63.5 cm)
recommended by the American Academy of Ophthalmology
to minimize eye strain and prevent visual fatigue [22]. Sec-
ond, considering that the vertical-to-horizontal illuminance
ratio in typical office environments ranges from 0.3 to 0.5
[8], the ambient facial illuminance of 130 lux corresponds to
approximately 260 to 430 lux on indoor work planes. This
illuminance range includes the recommended light levels of
many typical indoor environments, such as homes, coffee
break rooms, and classrooms [27].



6.7 Failure Cases

Although FaceTell can obtain high performance in most cases,
we report the conditions where our system is limited.

Excessive Face-Screen Distances. We increase the face-
screen distances to 120 cm and 150 cm and test the accuracy
of FaceTell. The accuracy drops to 75% and 25.65%, respec-
tively. In practice, such excessive face-screen distances may
not be realistic as they cause visual discomfort (e.g., eye strain,
blurry vision).

High Ambient Light Intensities. As shown in Figure 18,
when the facial illuminance from ambient light exceeds 300
lux, FaceTell’s accuracy drops to below 30%. This is because
the high ambient light overwhelms the facial optical variations
caused by the screen. However, such high-intensity frontal
lighting is practically undesirable, as excessive vertical illumi-
nance causes discomfort glare and visual fatigue [34], leading
users to naturally avoid these conditions.

New Applications. For the new applications that are not
listed in Table 1, FaceTell may experience poor performance.
However, if a new application belongs to a defined category
in Table 1, FaceTell can recognize its category, and hence
guarantee the basic prediction performance for monitoring
user activities. To verify this, samples from a new application,
YouTube, are collected for testing. The discriminator classi-
fies these samples as multimedia software with an accuracy of
82.88%. For those applications that do not belong to any cate-
gories in Table 1, the adaptation only requires fine-tuning the
discriminator and predictors, without necessitating a complete
retraining of the entire model from scratch.

Dark Mode Settings. Dark mode is a user interface dis-
play setting that employs a color scheme with light-colored
text and icons on a dark background. By design, this mode
significantly reduces the overall light intensity emitted from
the screen, thus hampering FaceTell’s performance. To verify
this, we collect new data from OS applications under the dark
mode setting and test the category discriminator on them. The
accuracy of category prediction decreases to 64.13%, which,
however, is still much higher than the random guess baseline
of 16.67% (1/6). One possible solution to combat this issue
is to retrain FaceTell using video data from different color
settings of applications.

7 Related Work

Screen Attacks. The foundational work in this domain is es-
tablished by Backes et al. [4]. By exploiting optical reflections
off objects such as teapots, eyeglasses, and even eyeballs, they
recover content from an LC screen from a distance of over 30
meters using a telescope. In their subsequent work [3], they
improve the quality of images recovered from eyeball reflec-
tions to infer on-screen information. Using consumer-grade
cameras, Raguram et al. [23] achieve automatic reconstruc-
tion of typed input by capturing the key pop-out effect of

virtual keyboards of smartphones in reflections off sunglasses.
The work [33] tracks the motion trajectories of a user’s fingers
from eyeball reflections to predict human-device interactions.

With the proliferation of video conferencing, the attack vec-
tor has shifted from close-proximity observations to online
video feeds. Zachary et al. [31] exploit the background area of
a webcam’s FoV to detect uniform-color images on the screen.
However, the background area can be easily blurred by the
virtual background feature. Moreover, this approach is sus-
ceptible to human movements. Instead, we choose to exploit
indispensable human faces, the foreground area of the FoV.
However, the foreground part is dynamic and much smaller
than the background part. To address this challenge, FaceTell
employs Mask R-CNN and a Haar feature classifier for human
face detection and segmentation. Then, the super-resolution
CAMixerSR network is applied to enhance the quality of a
segmented face image. Both the prior works [18, 30] leverage
the foreground eyeglasses as attack surfaces. Private Eye [18]
investigates the physical limits of reconstructing textual in-
formation from eyeglass reflections in video conferencing.
Hassan et al. [30] leverage the power of image processing
and computer vision techniques to predict the kind of content
displayed on the victim’s screen. However, eyeglasses cannot
serve as a reliable source of compromising reflections, be-
cause not everyone wears eyeglasses, and eyeglass reflections
do not always come from screens. To transcend this limitation,
FaceTell exploits non-glossy human faces as attack surfaces.
Using human faces is generally more challenging because
facial reflections are a mixture of specular and diffuse reflec-
tions, making it harder to recognize the screen contents. To
tackle this challenge, we devise a dedicated neural network,
comprising a CBAM block and an effective two-tier classi-
fication model, for content label estimation and propose an
HLC algorithm to boost our prediction performance.

Other Side-Channel Attacks. Synesthesia [11] exploits
acoustic noise emitted by an LC screen to eavesdrop on screen
content in a voice call remotely. Similarly, Cecconello et
al. [7] recover device input by analyzing keyboard acous-
tic emanations transmitted during a Skype call. Homma et
al. [13] leverage electromagnetic (EM) leakage from a tablet
and reconstruct the screen image from 2 meters away. Ni et
al. [20] recover fingerprint images from in-display fingerprint
sensors in smart devices via EM signals. WaveSpy [17] probes
the state of LC molecules on a screen using the mmWave
radar, allowing the eavesdropping of screen content through
the wall. AppListener [19] infers mobile app activities by
analyzing RF energy harvested from Wi-Fi signals. Fang et
al. [10] exploit disturbances in Wi-Fi signals to infer keyboard
input. This paper exploits a new side channel, i.e., facial reflec-
tions, to eavesdrop on the screen activities of online meeting
participants.



Table 5: FaceTell’s performance under challenging scenarios.

Challenging Scenario Accuracy

Additional Screens 15.09%
Outdoor Environments 13.99%
Skin Smoothing Filters 17.91%

8 Limitations

We conduct further experiments to evaluate FaceTell in three
challenging scenarios: 1) using additional screens, 2) oper-
ating in outdoor sunny environments, and 3) applying skin
smoothing filtering. The results are reported in Table 5.

Using Additional Screens. The attack model of FaceTell
has an implicit assumption: the primary dynamic illumination
on the victim’s face originates from a single screen. However,
a video conferencing participant may have multiple screens,
e.g., a programmer may have a multi-monitor setup to improve
work efficiency. To investigate FaceTell performance under
such interference, we test it using data collected from the
victim who faces two screens. The accuracy of the FaceTell
attack is 15.09%. The reason is that the additional light source
produces overlapping illumination on the victim’s face. Con-
sequently, changes in facial reflections cannot be accurately
attributed to a specific screen’s activity, resulting in some mis-
classifications or unknown categories. We intend to explore
this direction in our future work.

Operating in Outdoor Sunny Environments. We extend
our evaluation to outdoor environments. We collect facial
videos outdoors, where a subject sits in a shady spot on a
sunny day (4:20 pm to 5:00 pm). The environmental illumi-
nance is approximately 1300 lux. In this condition, an accu-
racy of 13.99% is achieved, suggesting that meeting outdoors
can effectively withstand “FaceTell” attacks.

Applying Skin Smoothing Filters. During a video confer-
ence, a participant may use skin smoothing filters. These
filters apply a smoothing effect to the facial regions in
video frames. This results in difficulty for FaceTell to obtain
application-related optical features. To verify this, FaceTell is
tested when the skin smoothing filter is enabled on Zoom. It
has a low accuracy of 17.91%.

We hope that by presenting the above limitations of
FaceTell, we can help other researchers understand future re-
search directions on screen attacks. Meanwhile, to maximize
this possibility, we have open-sourced the code to facilitate
subsequent researchers to reproduce our system.

9 Countermeasures

Introducing Additional Dynamic Light Sources. As dis-
cussed in § 8, additional dynamic light sources will degrade

FaceTell’s performance. This strategy constitutes a form of
active interference at the physical level. A user can place a sec-
ondary dynamic light source, e.g., another turned-on display,
in front of his face but outside the camera’s FoV. This source
generates a task-irrelevant facial illumination and prevents
the accurate activity inference of FaceTell.

Enabling Skin Smoothing Filters. As suggested in § 8,
enabling skin smoothing filters can significantly worsen
FaceTell’s performance and thus is an effective countermea-
sure to human face-based screen attacks. However, these fil-
ters will make a participant’s face look less realistic, causing
some participants to be reluctant to enable them to preserve
an authentic communication experience.

Adding Adversarial Perturbations. To generate effective
and imperceptible software-level filters, adversarial perturba-
tions are a promising solution. They bring minimal changes to
input images and can steer a classifier away from true predic-
tions [12]. Thus, dedicated adversarial perturbations can be
generated based on our discriminator and predictors and added
to facial regions before sending video feeds to other online
meeting participants. In this way, the perturbed video frames
are received by FaceTell and would cause wrong predictions
regarding the secondary activities of other participants.

10 Conclusion

In this paper, we present a new side channel to launch screen
attacks using facial reflections in video conferencing. To vali-
date the feasibility, we propose FaceTell, the first automated
system that exploits pervasive yet subtle facial reflections to
eavesdrop on the secondary activities of online meeting par-
ticipants. Experimental results show that FaceTell has a high
application prediction accuracy of 99.32% for 28 computer
applications. Also, FaceTell has an average runtime of about
124 ms for each inference. We also evaluate the resilience
of FaceTell to different practical impact factors, including
subject gender, facial occlusions, distances, angles, and ambi-
ent light. Potential countermeasures are discussed to mitigate
the FaceTell attack. We expect that our research results can
increase public awareness and stimulate deeper research on
this side-channel attack, as well as new defense strategies.
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Ethical Considerations

Our research explores a novel side-channel attack vector in
video conferencing. We acknowledge the dual-use nature of
this work and the ethical sensitivities inherent in any study
involving human subjects and potential vulnerabilities. From
its inception, this project was designed with a proactive ethical
framework to ensure our methods were sound, our participants
were protected, and our findings would contribute positively
to the security community. All procedures were conducted in
strict accordance with the ethical principles of the Belmont
Report and our institution’s policies.

.1 Study Justification and Societal Benefit
The primary motivation for this research is to proactively
identify and understand a previously unknown privacy risk
in ubiquitous video conferencing systems. By demonstrating
the feasibility of the “FaceTell” attack, our goal is to alert
developers, platform providers, and the public to this threat.
The principal societal benefit of this work is to enable the
timely development of countermeasures, thereby protecting
millions of users from potential eavesdropping attacks. We
argue that the benefit of raising awareness and fostering defen-
sive innovation significantly outweighs the risks associated
with the disclosure of this attack method.

.2 Institutional Review Board (IRB) Approval
We have prioritized ethical considerations at every stage of
our research. The complete research protocol—encompassing
participant recruitment, the informed consent process, data
management, and our privacy protection plan—was formally
reviewed and approved by our institution’s Institutional Re-
view Board (IRB).

.3 Data Minimization and Protection
Our data handling practices were guided by the principles of
data minimization and robust security.

• Minimization: We collected only the data essential for
validating our attack model—specifically, facial video
feeds during scripted application use. No audio was
recorded, and no personal or personally identifiable in-
formation beyond the facial data itself was collected.

• Anonymity and Protection: To safeguard participant
privacy, all collected video data was immediately de-
identified by assigning a non-identifiable participant ID.
The raw and processed data were stored on encrypted,
access-controlled servers, with access strictly limited
to the core research team. Furthermore, to rigorously
protect the privacy of our volunteer participants, all fa-
cial images illustrated in this publication are from the
authors.

.4 Risk/Benefit Analysis and Responsible Dis-
closure

We detail the risks and benefits associated with this study by
answering the following questions:

1) Who may benefit from the FaceTell attack and how
they will be harmed by the disclosure of the proposed
countermeasures?

Malicious actors, such as hackers, would have benefited
from the undefended state of the FaceTell attack. Hackers
could use this attack to gain unauthorized access to sensitive
information, such as financial data, personal identities, and
business secrets.

With the disclosure of the countermeasures proposed in § 9,
these malicious actors will find it much more difficult to ex-
ecute such attacks. They will have to invest significant time
and resources to find new ways to bypass these defenses.

2) Who may be harmed by the FaceTell attack and what
are their benefits from the countermeasures?

Millions of individual users who participate in video con-
ferences are at risk of having their private information eaves-
dropped on. This includes personal interests, health informa-
tion, and political inclination.

The development of countermeasures (described in § 9)
will protect their privacy and prevent potential identity theft
and financial fraud. They can participate in video conferences
with greater peace of mind, knowing that their multitasking
behaviors are unknown to others.

3) What may need to change for the countermeasures
to be implemented and how will that affect people?

Three countermeasures are proposed in § 9. We analyze
each countermeasure separately.

• Introducing Additional Dynamic Light Sources.
Users need to place an extra dynamic light source, e.g.,
a second screen, outside the camera’s FoV. This setup
should be easy and low-cost. However, more screens
may accelerate visual fatigue during online meetings.

• Enabling Skin Smoothing Filters. Users just have to
turn on filtering features during video conferencing.
While these features are easy to use, some video confer-
encing participants may be reluctant to use them as the
smoothed faces may cause issues relating to authenticity.

• Adding Adversarial Perturbations. The owners of
video conferencing platforms need to conduct signifi-
cant technical development to develop and integrate this
feature. Once developed, it can be an automatic defense.
But the development takes time and may consume extra
computational resources, impacting device performance
and power consumption.

In conclusion, the publication of our research on the
FaceTell attack will encourage the development of counter-
measures that protect millions of users from potential eaves-



dropping attacks. While there are risks associated with the
disclosure of the attack method, the long-term benefits of
raising awareness and fostering defensive innovation clearly
outweigh these risks.

.5 Informed Consent Documentation
We recruited 24 adult volunteers who provided their written
informed consent. To ensure transparency and full under-
standing of the risks, participants were required to review and
affirm a detailed pre-experimental questionnaire. The specific
items affirmed by participants were as follows:
1. Do you confirm that your participation is entirely voluntary

and that you are an adult providing your own consent?
2. Do you consent to the recording of your facial video stream

while using specific applications on the computer during
video conferencing?

3. Do you confirm that no private audio, keyboard input, or
personally identifiable information (PII) other than your
visual presence was recorded?

4. Do you understand that all raw video data will be imme-
diately de-identified (assigned a non-identifiable ID) and
stored on an encrypted, access-controlled server?

5. Do you understand that the full, sensitive video dataset
collected from the subjects will not be made public?

6. Do you authorize the use of cropped, processed, and low-
resolution images of your face in the publication figures
for scientific illustration?

7. Do you understand that the primary purpose of using these
images is to demonstrate the visual patterns of light reflec-
tion and not to reveal your personal identity?

8. Do you understand that consenting to the use of your im-
ages will contribute to the validation of a crucial defensive
security finding (in accordance with the Beneficence prin-
ciple)?

9. Do you understand that we cannot use your images for
other purposes without your consent?

10. Do you understand that it is our responsibility to maintain
your data integrity and protect it from security threats?

11. Do you understand that we will inform you in a timely
manner if any security issues affect your data?

12. Do you understand that you have the right to withdraw
from the study at any time, for any reason, without suffer-
ing penalty or loss of benefits?



Open Science

We are committed to the principles of open and reproducible
research. To support the verification of FaceTell and allow
other researchers to build upon our work, we provide a com-
prehensive artifact package that includes our source code,
pre-trained models, and a sample dataset.

.1 Artifact Availability

Our artifacts are available for review via a Zenodo link. This
package allows for the replication of FaceTell as described in
the paper. The link is: https://zenodo.org/records/16925324.

.2 Artifact Description

The provided artifact package is organized into the follow-
ing components, with detailed instructions available in the
README.md file:

• Source Code: We provide all Python scripts for the two
main components of our pipeline:

1. Face Segmentation and Reconstruction: It includes
scripts for video processing, face detection, and
super-resolution.

2. Screen Content Inference: It includes the complete
code for training our two-tier classification model,
for testing new data using the provided pre-trained
models, and for the heuristic label correction algo-
rithm.

• Pre-trained Models: To facilitate immediate testing and
verification of FaceTell, we provide the full set of pre-
trained models described in the paper. This includes the
Tier-1 category discriminator and all specialized Tier-2
application predictors.

• Dataset: The full dataset, collected from 24 human sub-
jects, contains sensitive facial video information. In ac-
cordance with our IRB-approved protocol and our eth-
ical commitment to protect participant privacy, the full
dataset cannot be made publicly available. To address
this limitation while still supporting reproducibility, we
provide a sample dataset. This dataset contains data from
a single participant who fully understands the study’s
implications and has explicitly consented to their data
being used for this specific purpose. This sample data is
structured identically to our full dataset and is sufficient
to run the entire code pipeline, from data processing
to final classification, allowing reviewers to verify the
functionality and methodology of FaceTell.

.3 Reproducibility Statement
We believe that the combination of our detailed paper, the
complete source code, the pre-trained models, and the sample
dataset provides sufficient materials for the research commu-
nity to verify our core claims and reproduce our methodology.

https://zenodo.org/records/16925324
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A Details of Implementation

A.1 Screenshots of Selected Applications

Multimedia: 1 to 8, Web Application: 9 to 14.

 OS Application: 1 to 2, Programming Software: 3 to 8, Office Software: 9 to 14.
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Multimedia: 1 to 8, Web Application: 9 to 14.

 OS Application: 1 to 2, Programming Software: 3 to 8, Office Software: 9 to 14.
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Figure 20: Screenshots of 28 selected applications. Each im-
age is rotated by 90 degrees and concatenated horizontally.

A.2 Subject Information

Table 6: Subject information.

Subject Gender Facial Occlusion Platform Computer Location

1 Female None WeChat ASUS Bedroom 1
2 Female None WeChat Lenovo Bedroom 2
3 Female None Skype HP Office 1
4 Female Eyeglasses Zoom ASUS Office 2
5 Female Eyeglasses Zoom ASUS Office 3
6 Female Eyeglasses Skype Lenovo Bedroom 3
7 Female Eyeglasses Skype Lenovo Office 4
8 Female Eyeglasses Teams HP Office 5
9 Female Mask Teams HP Dormitory 1

10 Female Mask WeChat ASUS Office 2
11 Male None Teams Lenovo Office 2
12 Male None Zoom ASUS Office 1
13 Male Eyeglasses WeChat HP Office 1
14 Male Eyeglasses WeChat Lenovo Office 1
15 Male Eyeglasses WeChat HP Office 6
16 Male Eyeglasses Skype Lenovo Dormitory 2
17 Male Eyeglasses Skype HP Office 6
18 Male Eyeglasses Zoom Lenovo Office 6
19 Male Eyeglasses Zoom ASUS Office 1
20 Male Eyeglasses Teams ASUS Dormitory 3
21 Male Eyeglasses Teams HP Office 2
22 Male Eyeglasses Teams ASUS Office 7
23 Male Mask Skype Lenovo Office 2
24 Male Mask Zoom HP Office 1

B Details of Evaluations

B.1 Parameter Determination
We justify the choice of the four parameters in the proposed
heuristic label correction (HLC) algorithm. There are four
key hyperparameters, i.e., σs, Ts, σe, and Te. Ts and σs are
the window length and decision threshold of Start(·), and
Te and σe are those of End(·). We evaluate our multimedia

predictor, which has the most prediction labels, on the testing
dataset. As depicted in Figure 21, the HLC algorithm can
significantly improve the predictor’s performance in each
setting. Moreover, the larger σs and Ts are, the better the
performance is generally achieved. While a small σe and a
large Te can also boost classification performance in most
cases. After dozens of rounds of tests, we find that the highest
accuracy of 99.11% is obtained in our experiments, when
σs = 0.90, Ts = 10, σe = 0.10, and Te = 10.

Figure 21: The multimedia predictor’s performance under
different HLC parameter settings.

B.2 Impact of Video Conferencing Platform
and Computer Hardware

We investigate the impact of two key external factors: varia-
tions in video conferencing platforms and computer hardware.
In our experiments, four mainstream video conferencing plat-
forms, i.e., Skype, Zoom, Teams, and WeChat, run on three
laptops with different brands, including ASUS, Lenovo, and
HP. As shown in Figure 22 (a), FaceTell does not show signif-
icant performance differences on Zoom, Skype, Teams, and
WeChat, and the accuracy on each platform reaches over 99%.
The same observation can also be found in Figure 22 (b),
where the prediction accuracy on different computer hard-
ware is around 99%. The above results indicate that FaceTell
has good stability and generalization capability on different
software and hardware platforms.

Figure 22: Performance under different video conferencing
platforms and computer hardware.
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Abstract. Current physical side-channel attacks are based on direct power or electro-
magnetic measurements, or indirect quantities such as precise measurements of clock
jitter. On the other hand, timing side-channel attacks exfiltrate secrets by observing
secret-dependent variations in runtime caused by branches or micro-architectural
effects, e.g. due to caching. However, little attention has been paid to the fact that
power leakage might also manifest architecturally, for example through variations in
cycle counts of clock domain crossings, due to the supply-voltage-dependence of the
Voltage-Controlled Oscillators within the on-chip Phase-Locked Loop blocks. In this
paper, we show that memory and peripherals that operate in a different clock domain
to a target processor can be used to indirectly measure power consumption. This
allows power side-channel attacks to be performed from software, without privileged
access to direct power measurements and using only a cycle counter.
We first demonstrate that in a (noisy) x86 environment, it is possible to differentiate
between instructions (and instruction operands) based on the variation of cycle
counts relative to wall-clock time. For an embedded environment (using an NXP
i.MX RT1160-family System-on-Chip (SoC)), we similarly show surprisingly large
variations in cycle count correlated with the Hamming weight of data. Based on
these observations, we hypothesise a leakage mechanism and present evidence from
simulation and a Field Programmable Gate Array-based experiment. We then
construct a timing-independent covert channel based on this direct proxy for power
consumption on the SoC. Going further, we show that it is possible to recover the
private exponent from an RSA modular exponentiation as well as an AES key across
a Real-time Operating System thread boundary.
Keywords: side-channel analysis · clocks · timing leakage · software-based side
channels

1 Introduction
Side-channel analysis based on physical measurements of e.g. power consumption and
electro-magnetic (EM) emanation has been widely explored in the literature [GMO01;
Goo+11; VMC19; MOP10; Lon+15; Kim+19; SM22; Udv+21]. Building on this, in recent
years, software-based methods to capture power side-channel leakage have emerged. For
example, Lipp et al. demonstrated that low-resolution on-chip power measurements can
be exploited to leak secrets across the Intel Software Guard Extensions (SGX) security
barrier [Lip+21]. Gnad, Krautter, and Tahoori and O’Flynn and Dewar showed that
on-chip peripherals such as analogue-to-digital converters leak significant information
about power consumption, which can be exploited across security boundaries such as
Trustzone [GKT19; OD19]. Other peripherals that provide indirect measurement of power
consumption include delay-lines [Gra+21].
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Further, Schoos et al., O’Flynn and Ayoub et al. demonstrated that precise measurement
of clock variation (visible as phase-modulation or ‘jitter’) can also be used to infer power
consumption [Sch+23; OFl24; Ayo+24]. These works use additional peripherals or lab
equipment, connected to the target device, in order to make precise measurements of
jitter. Considering workload-dependent clocking, or Dynamic Voltage and Frequency
Scaling (DVFS), Wang et al. developed an attack that leaks data over longer timescales
due to the heating effect on the processor [Wan+22].

While variations in execution time—e.g. due to branches, memory access patterns and
cache activity—has been extensively studied as a source of leakage [Ber05; BB03], according
attacks can be mitigated through “constant-time” software development patterns.

More precisely, we focus on the effect of power consumption on execution time in
the absence of any dynamic clocking (i.e. DVFS) and assuming a target implementation
free of (cache)timing leakage. We show that it is possible to measure leakage-in-time
related to short-term power consumption, allowing us to apply simple clock-cycle timing
measurements through the entire literature of power-based side-channels. To our knowledge,
we are the first to explore and demonstrate this effect on short time scales.

1.1 Voltage-Dependent Clock Variations

In modern processors and system-on-chips, a Phase-Locked Loop (PLL) is often used to
provide the core frequency (at a non-integer multiple of the source rate). PLLs consist
of a control-loop, based on a Phase-Frequency Detector (PFD) (and a frequency divider,
if a multiplication of the reference frequency is required). The voltage output of these
circuits is filtered and fed to the control input of a Voltage-Controlled Oscillator (VCO)
(see Figure 1). As the supply voltage Vsupply varies, each block that is connected to it
will undergo changes in electrical response [Abr02]. The VCO is the most sensitive item,
resulting in direct, small changes in the output frequency. Every PLL has a parameter
known as ‘supply voltage pushing’ which describes the transfer function from changes in
supply voltage to changes in VCO frequency [Ban17].

Phase
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Loop
Filter

Voltage
Controlled
Oscillator

Source
Oscillator

Frequency divider
1/N

Output

Chip
supply

voltage

Supply Voltage
with noise superimposed

Noise
from

device
operation

Figure 1: The basic structure of a phase-locked-loop, showing how the supply voltage can
influence behaviour
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1.2 Related Work

The minute changes in timing between different operations, based on the information
provided to a system by an attacker, have been exploited many times. Private keys can
be extracted from an undefended asymmetric cryptosystem based solely on the time it
takes to perform an operation [Koc96]. Symmetric cryptosystems, particularly AES, are
equally vulnerable to differences in timing for different attacker-provided inputs [Kel+98;
Per05; Ber05; BM06]. This is due to software implementations of AES depending on
one or more look-up tables (either the SBox or T-table) which are stored in memory
which the processor accesses via its cache. More recent work goes beyond caches into
deeper micro-architectural features [Lip+18; Koc+19], exploiting the fact that modern
processor architectures speculatively execute instructions, which leaks information allowing
an attacker to infer secrets.

Power analysis attacks use variations of the power consumption over time while a
target device performs operations involving a secret. Current flow can be measured
directly (by measuring the voltage drop across a series resistor [Ohm27]) or indirectly
(by measuring the changes in electro-magnetic field [Max73]). Modern processors pro-
vide the ability to measure the short-term power consumption on-chip and make this
measurement available to software [Lip+21]. Other mechanisms which can be used to
infer power consumption include measurements of jitter on Serialiser/Deserialiser (SerDes)
blocks [Sch+23], phase-modulation of the electro-magnetic emissions of a device [Ayo+24]
or on the debugger pins [OFl24]. Logic in Field Programmable Gate Arrays (FPGAs) can
provide measurements of delay (through frequency variations) that are proportional to
power consumption [Udu+21; FBL24].

Once measurements of power are available, Simple Power Analysis (SPA) [KJJ99]
directly interprets the power trace of the device under attack to deduce information about
the secrets being used. Differential Power Analysis (DPA) [KJJ99] separates the power
traces according to some prediction of the expected power consumption of the device using a
single bit of the postulated secret conditions, and compares the average power consumptions
of the two sets. When the guess of the secret is correct, there will be clear differences
between the two sets. Absolute Sum Differential Power Analysis (AS-DPA) [Dog+11]
develops the DPA concept further by combining the results of DPA on each bit through
the sum of the absolute differences of the means. This combines the information available
in a form which is robust to inaccurate modelling (as there is no explicit model invoked).
Correlation Power Analysis (CPA) [BCO04] makes predictions of hypothetical power
consumption, usually according to a Hamming Weight (HW) or Hamming-distance (HD)
model, based on the attacker’s guesses as to the secret information. A statistical correlation
is performed between these predictions and the measured power traces. Those with the
highest correlation correspond to the most likely guesses of the secret. Linear Regression
Analysis (LRA) [SLP05] does not assume a specific leakage model for the power, but builds
a model during a training phase, and uses this model as a distinguisher during the attack
phase. The use of Mutual Information Analysis (MIA) to combine leakage across multiple
bits has been evaluated [Gie+08]. This technique does not require a training phase, nor
make any assumptions about the leakage-model to be used or the distribution of the noise,
and has been shown to be effective, especially in the case of targets designed to resist
side-channel analysis through physical implementation countermeasures (in this case the
use of dual-rail precharge logic).
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1.3 Contributions
Continuing in the line of work that measures power leakage through indirect and software-
exposed side channels, in this paper we demonstrate that:

• variations in power consumption produce measurable variations in short-term clock
frequency of a processor, and that these variations differ between clock domains;

• these small variations can be measured through processor cycle counters, and ampli-
fied in the presence of an asynchronously-clocked Random-Access Memory (RAM)
block or other asynchronously-clocked peripherals;

• it is possible to exploit these timing changes to construct a covert channel across
process boundaries;

• indirect cycle-counter measurements can be used to extract AES and RSA keys
using standard power analysis techniques from software, even in the absence of data
caching.

Responsible Disclosure We disclosed our findings regarding the leakage of the i.MX RT1166
to the vendor NXP on 11 November 2024. NXP acknowledged and reproduced the leakage,
and our findings were discussed in several follow-up calls. We further provided NXP
with a copy of the submitted paper. NXP have provided the following comment: “To
ensure authenticated code execution and protect sensitive data, NXP recommends enabling
Secure Boot on the i.MX RT1160. Secure Boot establishes a hardware root of trust that
validates firmware signatures at startup, preventing unauthorized or tampered code from
executing. Additionally, leverage the Cryptographic Acceleration and Assurance Module
(CAAM) for supported cryptographic operations, including AES, to keep key material
inside secure hardware, reducing exposure and improving resistance to side-channel attacks.
Together, Secure Boot and CAAM deliver a robust security foundation by guaranteeing
trusted code and safeguarding cryptographic processes throughout the system lifecycle. ” For
x86 systems, we did not find directly exploitable leakage that would warrant responsible
disclosure at this point.

Data Availability The code and data underlying this paper is available at: https:
//doi.org/10.5281/zenodo.18146389

Outline The remainder of this paper is structured as follows: we begin in Section 2
with our initial investigations into this topic (using an x86 Linux environment and an
NXP i.MX RT11661 Arm-based embedded System-on-Chip (SoC)), and the results which
motivated our further activity. In Section 3 we explain the conjectured mechanism behind
the leakage supported by evidence from a VHSIC (Very High Speed Integrated Circuit)
Hardware Description Language (VHDL)-based simulation environment. Following this,
in Section 4, we show an FPGA-based target to confirm the simulation results in real
hardware while retaining strong control over the structure of the experimental platform.
Returning to the i.MX RT1166 SoC, in Section 5 we demonstrate the use of a DMA
channel (reading a timer) to provide information on the variation of power over time,
akin to traditional power traces. From all these results, in Section 6 we demonstrate
proof-of-concept attacks in real-world representative circumstances using the i.MX RT1166
SoC. We conclude in Section 7 with a discussion of our results and the implications for
system design, including potential countermeasures.

1https://www.nxp.com/products/i.MX-RT1160

https://doi.org/10.5281/zenodo.18146389
https://doi.org/10.5281/zenodo.18146389
https://www.nxp.com/products/i.MX-RT1160
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2 Initial Exploration
We sought to establish evidence in support of the hypothesis that the clocks available in a
processing system will vary differently with power consumption. To this end, we captured
clock measurements and the known power measurements available on Intel x86 processors
using the Running Average Power Limit (RAPL) interface under various conditions of
varying power. We performed these measurements on a PC-based platform (Section 2.1),
and later moved to an embedded i.MX RT1166 SoC (Section 2.2).

2.1 Comparison of Clock Variations to Software Measurements on x86
Our first experiments used simple Python code to randomly execute one of two workloads:
a high power-consumption workload, sha, performed continual SHA-256 operations, and a
low power-consumption workload, spin, merely waited while performing no additional work.
We executed each workload for approximately the same amount of time, as determined
by the system clock. We performed this first investigation on an Intel Core i7-7820HQ
CPU running at 2.90 GHz running Linux. We disabled dynamic power/frequency scaling
to avoid this affecting our results. We captured power readings from the RAPL interface
for comparison purposes. For timing measurements, we captured the number of processor
ticks from the performance counter (using the RDTSC instruction) and the time difference
using the CLOCK_MONOTONIC timers. The CLOCK_MONOTONIC counter is calibrated by the
operating system, using the network Time Protocol (NTP), and therefore provides a
reference timebase against which any variation in the processor tick count can be compared.
Using the null-hypothesis that “the mean value of a measurement relating to the power
consuming task is no different to that of a random selection of measures”, we perform
t-tests on each measure [Goo+11] and for each task (cf. Table 1).
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Figure 2: Comparison of activity for RAPL

We see that (unsurprisingly), the RAPL power readings show a very marked difference
between the two tasks (cf. Figure 2). The leakage of the individual clocks is, as expected,
insignificant, but taking the ratio of the two clocks produces t > 6, a strong indicator that
we should reject the null hypothesis and there is indeed evidence of a correlated leakage
(with p ≲ 3 × 10−8). Plotting a kernel density estimate with a relatively narrow bandwidth
(0.1) clearly shows the differences in distribution of the RAPL measurement (Figure 2)
and the ratio between RDTSC and CLOCK_MONOTONIC (Figure 3). The distributions of the
single timing measurements are both similar to each other and between the two processing
tasks (Figure 18 in Appendix A), confirming that other power-related timing issues (e.g.
due to DVFS, cf. [Wan+22]) are not present.

Following this, we wrote a program that executes different instructions in a tight loop,
each executed for a fixed number of times. We again recorded the CLOCK_MONOTONIC clocks
and the RDTSC performance counter and executed the test with successive runs of NOP, ADD
and IMUL instructions. We then carried out a t-test between each pair of instructions to
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Figure 3: Comparison of activity for RDTSC/CLOCK_MONOTONIC

Table 1: Comparison of spin and sha

Measure t-value
RDTSC/CLOCK_MONOTONIC -6.44
RAPL power -163.51
RDTSC -0.19
CLOCK_MONOTONIC -0.15

determine if there was a statistically-significant difference between the means (Table 2).
The result demonstrates that individual instructions are distinguishable using the ratio of
RDTSC and the wall-clock time.

Table 2: Comparison of pairwise t-values for different instructions
Measure IMUL vs. ADD NOP vs. ADD NOP vs. IMUL
CLOCK_MONOTONIC/RDTSC 17.87 -22.80 -40.09

Next, we performed an experiment to establish if operands could be distinguished. In
this experiment, we executed a fixed length loop of continuous multiplication instructions,
with the second operand of the multiplier constant for each run, but selectable for each
set of iterations. The initial value of the cumulative multiplication was 3. We gathered
data from two runs, with the multiplier constant set to either 0x00000000 or 0xFFFFFFFF
(Table 3). We captured this data using relatively short timescales (each data point was
captured over ∼0.1 sec, approximately 290 × 106 processor ticks).

Although the ratio of the clocks provided the most significant t-values , it was surprising
to note that the actual execution time of a series of constant multiplies depends on the
operand, which should not be the case according to Intel’s documentation2. We leave
further investigation of this (possible) effect for future work, as it does not directly seem
to relate to leakage between clock domains.

From this initial investigation, we concluded that the ratio between different clocks
indeed is a source of (minute) power leakage on x86 processors. We attempted to exploit
this effect for a CPA but were unsuccessful, although this was not surprising, given the large
amount of background noise which is inherent in a system of this sort. However, despite
being small, the leakage was statistically very unlikely to have been by chance (|t| > 18),
and therefore, we opted to investigate the effect on a simpler, embedded processor.

2https://www.intel.com/content/www/us/en/developer/articles/technical/software-securit
y-guidance/best-practices/data-operand-independent-timing-isa-guidance.html

https://www.intel.com/content/www/us/en/developer/articles/technical/software-security-guidance/best-practices/data-operand-independent-timing-isa-guidance.html
https://www.intel.com/content/www/us/en/developer/articles/technical/software-security-guidance/best-practices/data-operand-independent-timing-isa-guidance.html
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Table 3: Comparison of multiplication by all-0 vs. all-1
Measure t-value
CLOCK_MONOTONIC/RDTSC -18.69
RDTSC 11.29
CLOCK_MONOTONIC -4.28

2.2 Exploration on i.MX RT1166
An embedded platform provides a more controlled environment for further experiments, in
particular, reducing the amount of parallel/background activity in the processor. As we de-
sired a number of different clocking options, we selected a device from the NXP i.MX RT1160
family (specifically, a IMXRT1166DVM5A on an IMXRT1160-EVK evaluation board).
This family of devices allows up to six independent timers to be setup, each running from
different clock sources. The clock sources range from a high-quality crystal to on-chip PLL
and resistor-capacitor (RC) oscillators—in order of quality, from least-to-most-variable.
This specific device contains two processor cores, one Cortex-M7 and one Cortex-M4. In
all experiments and demonstrations, the Cortex-M7 was used to execute code, and the
Cortex-M4 was idle.

Through various experiments on this target, we found a particularly interesting result.
We timed a simple table lookup over 1 000 000 loop iterations. Each loop performed a
lookup into a customised SBox using random plaintexts, and an implicit key addition of
an all zeros key, cf. Listing 1. The customised SBox was designed for an even distribution
of HWs (cf. Listing 2 in Appendix B) in order to reduce the data capture times whilst
allowing the effect to be seen clearly.

1 for ( uint32_t n = 0; n < iterations ; n++) {
2 for(int i = 0; i < 4; i++) {
3 ct[i] = sbox_even [pt[i]];
4 }
5 }

Listing 1: Toy cipher with SBox lookup and (implicit) XOR of all-zero key
We measured the total loop time with a timer clocked directly from a high-quality

external crystal oscillator. Such crystals have a maximum deviation over all conditions
and lifetime on the order of 50 ppm. We also captured the processor-synchronous systick
clock. The cycle count of the loop lookup—as measured by systick—was expected to be
constant, while the variation of the processor PLL clock in relation to the crystal oscillator
was expected to vary slightly.

What we actually found was a variation in both of the timing measures of approximately
70 ppm, which is linear in relation to the HW of the value looked up, cf. Figure 5a. Only
around 4000 samples are required to produce a correlation value more than 3× that of the
incorrect values. To remove the possibility that the memory location was the source of
leakage, we randomised the SBox content. The leakage remained at a similar level, being
clearly visible in a regression analysis (the probability of the line actually having zero slope
is pzero< 1 × 10−27 with only 230 samples).

This indicates a potential mechanism for detecting this leakage (which could be employed
by either attacker or defender). Timing a loop of a large (but constant) number of ADD
operations, with the increment being either 0 or non-zero, and the accumulator variable in
the asynchronous memory area, should generate an observable difference depending on the
increment value.

Experiments with the state of the processor instruction and data caches showed that the
data cache being disabled was significant—the data memory was operating asynchronously
to the main processor, and therefore reducing the number of hits to the asynchronous bus
clearly impacted on the results.
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Figure 4: Leakage behaviour on i.MX RT1166 Cortex-M7 processor

Through a further series of experiments, we identified a single instruction which could
be changed (from an unnecessary sign-extension to a NOP) to reduce the amount of leakage
dramatically. We established that disabling the Branch Target Address Cache (BTAC) in
the processor reduced the leakage almost completely. We also observed that the silicon
temperature had a small effect on the amount of leakage, with the maximum being at
normal lab temperatures. Brief experimentation with the core supply voltage (which can
be varied under application-software control) indicated that lowering the core voltage
reduced the leakage slightly. Raising the core voltage was not attempted to avoid potential
damage.

A further intriguing observation is that the “noise floor” of the CPA progression
does not follow the theoretical pattern (of 4/

√
nsamples—shown by the black line in

Figure 5b [Osw13]), indicating some non-ideal effects in the leakage. Unfortunately, even
tiny changes to the code or location of the code in memory reduced the leakage (as
measured by a single timer) by several orders of magnitude, or indeed to zero. Further
investigation of these interesting (and potentially significant) effects is left to future work.

Given our demonstration of a correlation between power consumption and measurements
of timing, in support of our basic hypothesis that variations in timing can be used to infer
power consumption, in the following we describe a number of demonstrative experiments
to establish a source of the timing changes. We then revisit the observed leakage on
the i.MX RT1166 in that light, and construct software-based leakage primitives and
corresponding proof-of-concept attacks (cf. Section 5 and Section 6).

3 Simulation-based Experiments

Because the timing variations observed were visible even when measured using the clock
synchronous to the processor, we hypothesised that the variation was due to accesses
performed to another clock-domain.

We constructed a VHDL simulation to investigate the potential parameters around
this leakage (Figure 6). The simulation is a very simple model of two parallel processes
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Figure 6: Block diagram of VHDL simulation of leakage due to asynchronous clocks—the
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(‘attacker’ and ‘victim’) that communicate using a Advanced eXtensible Interface (AXI)3-
like pair of “ready/valid” signals. Both these processes are synchronous, driven from the
main clock. The simulation was executed with a femtosecond-precision timebase. The
attacker process also communicates with an asynchronously-clocked RAM model, using it
to read/write an incrementing counter. No clock-domain crossing logic is required, as the
simulation model has perfect flip-flops (without any metastable behaviour). This provides
an idealised representation of a real-world system. The model allows the asynchronous
clock speed of the RAM communication to be manipulated on a cycle-by-cycle basis.
This is made dependent on the data being ‘processed’ in the victim process, provided by
the attacker. The victim process runs for a configurable number of clock cycles, before
indicating it has ‘finished’ to the attacker. The attacker measures the ‘main’ and ‘async’
clock count differences across this time.

Results In this experiment, we used the clock parameters that were active in the original
experiments with the i.MX RT1166. Therefore, the main clock frequency is 600 MHz and
the asynchronous clock frequency 198 MHz. The attacker process provides single bits of 0
or 1 to the victim. The victim executes its “processing loop” 3 M times, representing about
5 ms of activity. Based on the data communicated to the victim, the simulation introduces
a very small change to the period of the asynchronous clock (of 10 fs). This small change
(∼ 2 ppm) results in small changes to the clock count that the victim is measured as being
active for. Performing a t-test on the data for 0 and 1 results in a very significant t-value
of >200 with only 30 samples. The simulated time of this experiment was just 0.16 sec.
In this (noise-free) environment, we are able to use the simple cycle-count to confidently
distinguish between very small changes in clock frequency with relatively limited data.

3https://developer.arm.com/documentation/102202/0300/Channel-transfers-and-transactions

https://developer.arm.com/documentation/102202/0300/Channel-transfers-and-transactions
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Figure 7: Block diagram of FPGA to explore leakage due to asynchronous clocks

4 Experiments on FPGA
To obtain real-world insights, we next evaluated a target built around a Xilinx Artix-7
FPGA (hosted on a Digilent Arty-7 board). This allows the construction of a controlled lab
environment within which we can adjust experimental variables. Again, we only modeled
the key parts of the system we are exploring.

In Figure 7, we show the entire system: the main clock is sourced from an external
100 MHz crystal CLKraw. This clock is conditioned and divided-down for the majority of the
elements using a clock PLL/reset subsystem CLKmain—this main clock runs at 80 MHz. A
second PLL and reset provide a second clock domain CLKasync. The frequency of this clock
is under control of the main microprocessor µP . The microprocessor is tightly coupled
(with single-cycle access) to Local Memory Bus (LMB) RAM LMB, which is synchronous
to the processor clock. The rest of the system is accessed through a synchronous AXI-
interconnect AXImain, which provides the dividing line between the synchronous peripherals
(which form the ‘laboratory’) and those operating in the asynchronous domain (which are
providing the ‘experimental’ aspects). Two timer peripherals are included in the main
microprocessor clock domain tmr0 and tmr1. A General Purpose I/O (GPIO) GPIO is
provided, which allows the microprocessor to reset the asynchronous clock domain after a
change of frequency. In order to make a useful experimental platform, a debug interface
Debug and Universal Asynchronous Receiver Transmitter (UART) UART are present to
provide the ability to download/execute code and retrieve results. An interrupt system is
also present IRQ. These peripherals are connected via an AXI interconnect AXIper.

To interface between the main and experimental asynchronous domain, clock-domain
crossing (CDC) logic is provided CDC. In the asynchronous clock domain, an AXI intercon-
nect AXIasync connects a further timer tmra, and another RAM block, termed the AXI-RAM.
To monitor the AXI interconnect signals on either side of the CDC, two ILA are present:
ILAmain and ILAasync.

We perform an experiment—designed to be similar to the code described in Section 2—
such that the core loop (performing the SBox lookups) and the SBox being accessed are
both stored in the non-processor-synchronous AXI-RAM. The remainder of the code and
data are stored in the fast, processor-synchronous, LMB RAM, allowing the experiment to
generate data as quickly as possible.
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The frequencies which are available from the on-chip PLL are determined by the driver
software, as not all ratios are available. Therefore random frequencies are requested, but
the actual frequency of operation is read back from the PLL and recorded. By varying the
frequency of the asynchronous RAM, we confirm that the level of leakage is very dependent
on the AXI-RAM clock speed (cf. Figure 9b).

This dependence happens because—when signals are resampled into the main clock
domain from the asynchronous domain—there is a small window around the main clock
edge (the so-called ‘metastable window’) where the capture is unpredictable. During this
time, any coincident changes in the signal being sampled will result in stochastic delays at
the captured output. This metastable window is dependent on many aspects, including the
voltage at the instant of the clock cycle. Therefore a stochastic delay only occurs on the
cycles where the two clocks are closely aligned, and is more likely to occur under certain
(voltage-related) conditions than others, providing an estimate of power consumption.

If the quotient of the nominal frequencies of the two clocks is rational ( n
m ), the clocks

will either align precisely, or be very out of alignment. In either case, the timing of the
signals captured from the asynchronous domain is always the same. We expect there to be
little dependence on the frequency variation (as the variation is expected to be smaller
than the window of sensitivity). There may be a large spread of results if the number of
opportunities for this “collision” to occur is large, but the deviations will all be randomly
distributed. When the two clocks have no rational relationship, they will move “in and out
of phase” with each other and there will be times where the two clocks are very closely,
but not exactly, aligned. It is in these instants that unpredictable behaviour related to the
power consumption will be captured—Figure 8 shows this behaviour for the non-rational
clocks CLK ref and CLK async.

CLK async

CLK ref

Windows of sensitivity
in CLK ref

CLK 3:2

Close to edge of window:
more sensitive 

to frequency variation

Aligned to centre of window:
least sensitive 

to frequency variation

Close to centre of window:
less sensitive 

to frequency variation

Figure 8: Rational and non-rational divided clocks with respect to a reference clock

We investigated the effect of the clock-frequency of the asynchronous part on the leakage
of a series of memory reads. For this experiment, the memory content read was always
either 0x00000000 or 0xffffffff. We measured the time taken to read 100 000 times
from RAM using the tick counters tmr0 and tmra and compared t-values for two groups
based on the memory read value.

Results Figure 9a shows the variability of the experimental tick count with varying
frequency: there is a large distribution of values for the range displayed during the
operation, from single cycles, through hundreds, thousands and tens of thousands. We
observe that multiples of 10 MHz produce very large (or very small) variations. This fits
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our hypothesis, as, depending on the relative phase of the two clocks, these exact multiples
of the reference clock would be expected to remain with the same phase relationship, either
resulting in “close timing” (causing variation in the tick count) or in “far timing” (causing
no clock collisions and hence much smaller variations).

There are numerous frequencies at which there is no variation at all in our (relatively
small) experiment, from which we infer that the two clocks do not closely align often
enough for there to be a different cycle count. Graphically inspecting the distributions
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Figure 9: Experiments on FPGA over different memory clock frequencies

of the sample differences from the mean is interesting: for integer multiples of the main
clock frequency, we see a bimodal distribution. The magnitude of the difference across the
x-axis is very large at different frequencies. At 100 MHz there is only 1 tick (Figure 10a),
whereas at 120 MHz (Figure 10b), the difference is almost 100 000 ticks (or 1 tick per
loop iteration). While the total range of values is large, in these two cases, the actual
measurement is strongly quantised to the extreme values. The difference in distributions
between the large and small HW is still visible on the graphs. In comparison, looking at
an asynchronous clock frequency 103.125 MHz, the distribution is less regular (Figure 10c),
but the difference between the two distributions for different HWs is visually obvious.
Considering the magnitude of the t-values in Figure 9b, we find that for most frequencies,
the t-value is below 3.4, indicating no evidence of leakage.

Table 4 shows the three frequencies where the magnitude of t-value for the difference
between the two datasets is > 3.4 (p ≪ 0.001). From this table, we also note that the
absolute range of the values is not correlated with the amount of leakage.

Table 4: Comparison of different frequencies on FPGA with significant leakage
Frequency (Hz) Range (ticks) t-value (ones vs. zeros)

87500000 3 -3.61
103125000 2247 -3.69
120833336 1664 -3.41

Extending this experiment to perform a toy-cipher SBox lookup (cf. Listing 1) and
running the asynchronous clock as fast as we are able to, produces results that show a
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frequencies, highlighting substantial difference at asynchronous clock
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Figure 11: CPA convergence traces for toy-cipher on FPGA platform

leakage related to HW. The linear regression pzero is very low (p < 4 × 10−8), although
the r2 value is also low (∼2 × 10−4) due to the level of noise in the system. The slope
from the synchronous timer is ∼4. This means the variation due to change in HW is 4
ticks per HW bin (out of a total range of ∼4700). Still, a CPA correlation is above the
theoretical noise value at 1.38 for the correct key candidate, as evident in Figure 11.

5 Clock Variation Measurement over Time
Having investigated the mechanism of the observed leakage due to asynchronous clocks in
simulation and on FPGA, we now revisit the i.MX RT1166 behaviour. So far, we have
demonstrated a mechanism by which a single sample can be used to measure cumulative
energy over some time and infer secrets. In this section, we show how an attacker can gain
a trace over time of the i.MX RT1166 power consumption by taking regular samples of a
timer during the execution of some process operating on secret data.

More precisely, we perform this capture on the attacker-side of the clock domain
boundary by using the Direct Memory Access (DMA) engine within the i.MX SoC. The
DMA engine is configured to continually capture the timer value into a RAM buffer. The
DMA controller operates in the same clock domain as the RAM block, but in a different
clock domain to the timer (and incidentally the processor). Therefore, it is expected to
collect the same behaviour, of occasional differences in tick count.

The exact details of the capture are as follows: The DMA engine captures the timer
approximately every 26 ticks of the 240 MHz clock (around 108 ns). There is sufficient
RAM in the SoC to capture 16 000 samples, over a time period of ∼1.73 ms in total.

We initially demonstrate this with a victim process executing two loops of either NOP
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Figure 12: Timer delta capture through DMA over time for NOP and ADD

or ADD instructions. Each loop was tuned to execute in the same amount of time in order
to remove an obvious timing side channel. This code executes from the instruction cache
and uses the tightly-coupled memory for local variables, meaning it is very well-controlled
in time, and operates from a single clock-domain. We take the difference between adjacent
time-samples as our data point. A single trace is not useful, as the values are very strongly
quantised. Therefore, we capture 1000 such traces and take the pointwise average, with no
correction for sample timing. Figure 12 shows a clear transition from the low-power (NOP)
to the higher-power condition (ADD) at (approximately) sample 800.

In order to target a victim process that lasts longer than the available data capture
time, we set up the DMA capture to provide a random delay between the start of the
victim processing and starting the DMA. This is achieved by starting the DMA from an
interrupt, triggered by the same timer as is being used for the sampling. This results in a
set of partial traces, each covering a section of the target process execution. The samples
read back from the timer directly indicate the (random) DMA delay. Hence, they can
be used to reconstruct the full trace based on several sub-traces (recorded at different,
random offsets). From the measurements of time, we generate a proxy for power from the
difference in consecutive time measurements—corresponding to how long each (notionally
constant time) DMA activity took. In our specific example, each DMA took either 26 or
27 cycles.

Due to the random DMA delay, none of these partial time-series are aligned or
synchronised; therefore we resample them to a regular grid using a zero-order hold (to
extend each sample as a constant until the next sample time). These resampled traces are
then averaged to produce a raw power trace. This generates a noisy trace, which benefits
from filtering along the time axis. We experimentally evaluated a number of digital filter
structures and parameters, which led to the use of a 31-tap digital Bessel-filter4, with a
cutoff frequency (relative to fs/2) of 0.02 and 40 dB of attenuation.

6 Proof-of-Concept Attacks
From this HW-dependent leakage through time measurements, we now build proof-of-
concept attacks in a realistic execution environment. Unless otherwise mentioned, for our
demonstrations, we extended the i.MX RT1166 software platform to execute the Eclipse
ThreadX5 real-time operating system (on the Cortex-M7 processor as with all previous
experiments), showcasing the ability of an attacker thread to exfiltrate secret information
from a separate victim thread. We maintain the disabling of the data cache in order to

4https://docs.scipy.org/doc/scipy/reference/generated/scipy.signal.bessel.html
5https://threadx.io/

https://docs.scipy.org/doc/scipy/reference/generated/scipy.signal.bessel.html
https://threadx.io/
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Figure 13: Average of 10 000 interpolated traces after filtering, showing the ability to
transmit individual bits through a covert channel.

exclude cache-timing as a leakage path and constrain the variability to only RAM-access
timing. Again, no DVFS was active.

6.1 Timing-independent Covert Channel
First, we show how unprivileged access to timer counts can be used to create a (timing-
independent) covert channel. The sender process performs an activity which consumes
more power to send a 1 bit and idles for the same amount of time (as measured by the
processor tick count) to send a 0. Again, in this example, a series of ADD instructions
are used for the higher and NOP for the lower power conditions, respectively. Using the
mechanism described in Section 5, the receiver can capture the data over multiple traces
and form a time-series, allowing data to be exfiltrated. In this experiment, an entire
example byte (0b10110000) can be captured without using any offset at the start of the
DMA. The attacker can exfiltrate one byte per set of traces captured. We found that
10 000 traces are necessary for straightforward visual inspection.

This allows one byte every 17.3 s or approximately 58 mBps. Many options likely exist
to increase this (low) data rate, but we leave the investigation of the true Signal to Noise
Ratio (SNR) and bandwidth of this channel (which would enable calculation of the channel
capacity according to [Sha49]) to future work.

6.2 RSA Decryption/Signature
In order to demonstrate the ability to use our side channel to attack longer cryptographic
functions, we constructed a simple modular exponentiation following [Knu69, Section 4.6.3].
This uses the mbedTLS v3.6.46 bignum functions to perform the multiplications. The
victim processes a constant, attacker-provided ‘ciphertext’—modelling an RSA decryp-
tion/signature operation using the private key as the exponent. This attack was not
performed in the context of a ThreadX environment, as the setup only has a single
thread of execution at any one time (the attacker starts the DMA and blocks while the
victim executes). We do not expect additional noise to be introduced by the Operating
System (OS).

For evaluation, we used two 512-bit private keys: Key 0 was randomly generated
(1ebc1cffcb0a683 . . . 39e0fa7a6f3ea8b), while key 1 (fc3f0fc3f0 . . . fc3f0fc3f0) was
selected to be easy to identify in binary form, consisting of a repeating pattern of six 1s
and four 0s.

6https://github.com/Mbed-TLS/mbedtls/releases/tag/v3.6.4

https://github.com/Mbed-TLS/mbedtls/releases/tag/v3.6.4
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The attacker makes multiple requests to the victim to this operation using one of
two keys (unknown to the attacker). To interleave measurements, each time, a key is
selected at random by the attacker. Each iteration is also captured with a different random
attacker-selected DMA start delay, allowing coverage of the entire execution. The attacker
then performs the interpolation and lowpass-filtering described in Section 5.

In this experiment, we set the maximum DMA delay to cover half of the activity,
in order to reduce the data-capture time for demonstration. In this case, we captured
∼10 000 traces over approximately 15 h. The entire activity could therefore be captured
in 30 h and a realistic 2048 bit key in 5 d (we note that we did not particularly optimise
our measurement primitive, and speed-ups could likely be achieved). The measurement
primitive induces zero overhead on the victim as the DMA, timer and sample RAM are all
operating in a separate clock domain, and on a separate set of bus infrastructure, to the
processor on which the victim executes.

The results of this attack are presented in Figure 14. A Savitzky-Golay filter [SG64],
with a window size of 500 samples and using a second-order fit, has been additionally
applied in order to make the plots more visually accessible. We present the first fifth of
the data (corresponding to 56 and 58 bits of the keys, key 0 is the top row and key 1 is the
lower row) in the left column. Note that the first 6 bits are obscured by the transient at
the start. This transient is caused by the uniform distribution of the DMA delay sampling
- this results in this area of the activity being sampled less frequently, resulting in increased
noise. Similarly, on the right column, the final fifth of the data (covering 54 bits of each
key) are plotted—in this case, the final 8 bits are obscured by a similar transient. It would
be straightforward to arrange the DMA delay distribution to provide even coverage of
these areas in future work, by starting the DMA some time before the victim activity, and
allowing it to continue for some time afterwards, which would result in a small increase in
size of the data captured (approximately 2.5 %).
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Figure 14: Attack on sections of 512-bit key. The correct key bits are annotated at the
bottom of each plot. Top: key 0 (random). Bottom: key 1 (structured). Left: first 55-bits.
Right: later 55 bits.

Both the structured and random key bits can be seen to align with the power traces,
as would be expected in a traditional SPA-attack, allowing extraction of all but the
transiently-obscured 14 bits of the key, leading to a successful attack.

6.3 CPA on TinyAES
In this demonstration, the victim executes TinyAES7 encryption operations with attacker-
controlled plaintext, returning the ciphertext. The attacker loops, incrementing a counter
stored in asynchronous RAM, waiting for the victim to finish. In this experiment, the
attacker-controlled plaintext, ciphertext, and the background loop counter, as well as
the victim’s SBox and AES context (which includes the key schedule) are located in
asynchronous memory. All other data is located in tightly-coupled RAM, which is clocked
by the processor clock. Again, the program code and constants (including the secret key)

7https://github.com/kokke/tiny-AES-c

https://github.com/kokke/tiny-AES-c
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are stored in cached external flash (Figure 15). The two threads are scheduled by the
ThreadX operating-system. The measurement does not impact on the victim execution, as
it consists only of a timer read before execution and another timer read afterwards.
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Figure 15: Memory arrangement of TinyAES proof-of-concept on i.MX RT1166

Targeting the first SubBytes operation using a HW model, key byte 12 exhibits a
clear correlation (exceeding the expected noise level of 4/

√
N by a factor of ∼2.0). We

observe that the other key bytes do not leak under this model (Figure 16): we leave the
investigation of this single-byte leakage phenomenon for future work.
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Figure 16: CPA convergence on first SubBytes over 545 000 traces on i.MX RT1166
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7 Summary
We demonstrated that even carefully-designed constant-time operations can exhibit mea-
surable low-level timing variations, which are dependent on the power being consumed. In
addition, continuous fine-grained low-level measurements of time across clock-domains can
be used as a proxy for power measurements, revealing details of activity over time which
allow the exfiltration of secret information. The details of operation times of non-constant
time activities can also be inferred from time-measurements made outside of the privileged
domain. Although the effect is very small, it is sufficient to be used to perform traditional
power-based side-channel attacks such as CPA and SPA.

7.1 Discussion
The fundamental issue enabling these attacks is the measurement of time from two different
sources. These do not have to be formal timers: as we have demonstrated, even the access
time of an asynchronous peripheral or RAM block will have timing variability relative
to a constant execution time in terms of processor cycles. This timing variability is
very small—orders of magnitude smaller than a single clock cycle—but can be effectively
measured by exploiting the fact that it will occasionally result in a time measurement
which is a whole clock cycle larger. Platforms which are entirely synchronous in nature will
not expose such issues. However, these are rare, as interfacing with external devices often
requires specific clock frequencies, necessitating the generation of asynchronous clocks.

Based on our understanding of the phenomenon, and the early results presented in
Section 2, we believe that this effect is also weakly present on complex x86 processors due
to the provision of a real-time clock, which is calibrated with respect to real time, allowing
the observation of variations in the processor cycle time. In addition, the external RAM
interfaces of such systems are asynchronous. Forcing memory access to external DRAM
while secrets are being processed (even from cache) may create a similar side channel.

7.2 Countermeasures
A key mitigation is to locate critical data structures in memory which is synchronous
to the processor accessing it. Critical data structures include not just key material, but
also lookup tables such as SBoxes and T-tables. Organising these structures in this way
removes the power-dependent variability that comes from the asynchronous accesses. We
performed such an experiment and demonstrated that no leakage was then detectable from
the single timer measurement. However, as demonstrated by the RSA attack, even the
behaviour of entirely synchronous code and data can be inferred from the variations in
timing of a separate peripheral which is sampled numerous times.

A further approach would be to disable access to all timers. This would be an
intolerable imposition on performance-oriented software developers (which is very common
in embedded systems work), but perhaps can be considered in deployed products outside
of the development process. Quantising the reported time measured by timer peripherals
would extend the period over which attacks would have to take place (as the attacker
would have to run commensurately more executions of each data point), but does not fix
the fundamental problem. In systems which use an external time source to calibrate their
idea of time, unprivileged processes could be granted access to the corrected time-base
only. Even without access to timers, in a multi-tasking context, an attacker thread which
counts loop iterations while the victim is executing can serve as a time base [Lip+16].

All usual mitigations against power side-channels remain applicable, e.g. masking
for symmetric cryptography [RP10] and blinding [Koc96] in the case of asymmetric
cryptography. Interestingly, mitigations which introduce jitter are unlikely to be successful,
as our sampling is very slow in relation to the process being attacked and therefore the jitter
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would have to be greater than the time between samples. In the case of the DMA-based
attacks, this is on the order of 100 ns. When a single data point is used to perform the
attack (as in our AES demonstration), any jitter will still result in a leakage captured
within that single sample time.
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B Appendix - “sbox_even”

1 # define SBOX_EVEN_LENGTH (252u)
2 const uint8_t sbox_even [ SBOX_EVEN_LENGTH ] =
3 {0xff , 0x44 , 0x37 , 0x0 , 0xf0 , 0x2 , 0x6f , 0x0 , 0xa0 , 0x10 , 0xfc , 0x8d , 0xff , 0x9f , 0x0 ,
4 0xda , 0xff , 0x8e , 0xba , 0x0 , 0x41 , 0x0 , 0xef , 0x8 , 0xd2 , 0xff , 0x0 , 0xd1 , 0xbf , 0x8 ,
5 0xcf , 0x8f , 0x4f , 0xac , 0x94 , 0xfd , 0xff , 0x0 , 0x0 , 0xdb , 0x0 , 0x1 , 0xff , 0xfa , 0xd ,
6 0x12 , 0xff , 0x8f , 0x2d , 0x0 , 0x0 , 0xff , 0xef , 0x80 , 0x0 , 0x64 , 0xdf , 0x41 , 0x90 , 0x4 ,
7 0xaf , 0xf3 , 0x60 , 0x80 , 0xed , 0x40 , 0x57 , 0x52 , 0x3b , 0xc3 , 0xd8 , 0x39 , 0x2 , 0x22 ,
8 0xfb , 0x0 , 0x0 , 0x54 , 0xbb , 0x40 , 0xd9 , 0x5f , 0xc3 , 0x0 , 0x60 , 0xfb , 0x40 , 0x6e ,
9 0x6b , 0x20 ,0x99 , 0x0 , 0xff , 0xf8 , 0x6c , 0xb0 , 0x80 , 0x12 , 0x9f , 0xbf , 0xff , 0xef , 0x7 ,

10 0x0 , 0xff , 0xf1 , 0x2 , 0x39 , 0x9f , 0xff , 0x1 , 0x0 , 0x60 , 0x88 , 0x43 , 0x4e , 0x0 , 0x4c ,
11 0x4b , 0x6b ,0xf0 , 0x7f , 0x8 , 0x0 , 0xeb , 0xb4 , 0xde , 0xff , 0xff , 0x26 , 0xdb , 0x8a , 0x83 ,
12 0x0 , 0xde , 0x13 , 0x10 , 0x1 , 0xff , 0x64 , 0xfb , 0xd5 , 0x45 , 0x0 , 0x6a , 0x80 , 0xfe , 0x90 ,
13 0xbf , 0x20 ,0x33 , 0xff , 0xff , 0x0 , 0xff , 0x9e , 0x7f , 0xf7 , 0x2 , 0xba , 0x7f , 0x5e , 0xb ,
14 0x90 , 0xcf , 0x9f , 0x34 , 0x98 , 0x38 , 0xff , 0xff , 0xfe , 0xee , 0xa9 , 0xd4 , 0x92 , 0xef ,
15 0x4 , 0x0 , 0x44 , 0x79 , 0x0 , 0x9 , 0xaf , 0x63 , 0xcf , 0x5b , 0x0 , 0xa , 0xd3 , 0x3f , 0xd5 ,
16 0xef , 0x18 , 0xff , 0x6f , 0x48 , 0xce , 0xff , 0xc , 0xfe , 0xb8 , 0xfe , 0x32 , 0x12 , 0x20 ,
17 0xff , 0x77 , 0x21 , 0xf7 , 0x8 , 0x2 , 0x48 , 0x0 , 0xff , 0xff , 0xef , 0x0 , 0x5 , 0xa4 , 0x79 ,
18 0x30 , 0xff , 0xfe , 0xb0 , 0x73 , 0x33 , 0x24 , 0x20 , 0xf3 , 0x2b , 0x31 , 0x13 , 0xdc , 0x89 ,
19 0xff , 0x99 , 0x29 , 0x77 , 0xb2 , 0xc , 0xb7 , 0x98 , 0x3b , 0xdf , 0xff , 0xfd , 0x81 , 0xbf ,
20 0xf7 , 0x6e , 0x2 };

Listing 2: Custom SBox with even distribution of HW
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Abstract. Among the NIST-standardized algorithms, FALCON is a lattice-based digi-
tal signature scheme that offers strong security and compactness. However, FALCON’s
reliance on floating-point arithmetic makes it vulnerable to side-channel attacks. In
particular, certain operations in FALCON, such as floating-point conversion and
floating-point addition within the FFT transform, may result in data-dependent
power consumption patterns. These patterns can be exploited by Simple Power
Analysis to extract secret key information, even from a single trace.
We present a Simple Power Analysis against the FALCON digital signature scheme,
focusing on the Conditional calculator involved in floating-point conversion and
floating-point addition. We also analyze the effectiveness of two countermeasures for
the Conditional calculator. We propose a post-processing procedure that computes
all possible candidates and applies a pruning strategy to eliminate impossible ones.
The secret key can be recovered within 0.12 seconds for secret keys generated from a
discrete Gaussian distribution and 21.02 seconds for those generated from a uniform
distribution. We further propose an advanced post-processing procedure that ranks
candidate keys based on their consistency with observed side-channel information,
enabling full secret key recovery even when partial information is incorrect. The
proposed attack is evaluated with up to 5,000 intentionally corrupted side-channel
information entries (≈ 9.3% of the leakage bits); within this range, the correct key
was consistently recovered with a 100% success rate. Additionally, we successfully
recovered the correct secret key across 1,000 distinct FALCON secret keys.
Keywords: FALCON · Simple Power Analysis · Key Recovery · Conditional
calculator

1 Introduction
NIST started the standardization of Post-Quantum Cryptography (PQC) in 2017 and
selected four schemes as standards in 2022: Kyber [SAB+22] for Public Key Encryption,
and Dilithium [LDK+22], FALCON [PFH+22], and SPHINCS+ [HBD+22] for Digital
Signatures. Later, a code-based scheme called HQC [AAB+22] was also added to the
standards. FALCON is a lattice-based digital signature scheme characterized by its small
signature and public key sizes, which improve efficiency in storage and transmission. FAL-
CON performs polynomial operations in the Fast Fourier Transform (FFT) domain, a
method that enables efficient convolution and multiplication. Operations in FFT domain
use floating-point arithmetic, which improves computational efficiency but increases im-
plementation complexity. Floating-point numbers are typically represented according to
the IEEE 754 standard [DBL85], consisting of three components: sign, exponent, and
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mantissa. Each of these components is handled differently during arithmetic operations.
When floating-point addition is implemented in software, the process becomes particularly
complex, involving multiple stages such as normalization, alignment, and rounding. These
characteristics improve numerical efficiency but also increase implementation complexity.
In fact, FALCON includes software implementations of floating-point operations to sup-
port environments that lack floating-point units, such as embedded systems. Although
FALCON is designed with strong cryptanalytic security based on short integer solution
problem [GPV08, BDF+11], it may still be vulnerable to side-channel analysis in practical
implementations.

Side-channel analysis targets unintended physical leakages that occur during com-
putation, such as power consumption, electromagnetic emissions, and execution time.
Simple Power Analysis [KJJ99] is a type of side-channel attack that uses a single power
trace to extract secret information by analyzing power consumption during cryptographic
operations. This makes Simple Power Analysis a particularly practical and low-effort
threat, emphasizing the need for effective countermeasures at the implementation level.

Related Works. Lattice-based signature schemes have been widely investigated from a
side-channel perspective. In particular, FALCON has attracted considerable attention due
to its use of floating-point operations and discrete Gaussian sampling, both of which can
lead to exploitable leakage. Several studies have demonstrated key recovery by analyzing
timing, power, or electromagnetic variations in the discrete Gaussian sampler.

BEARZ Attack [MHS+19] is a fault attack technique targeting the FFT algorithm,
which proposes a method of recovering the secret key by changing the internal values of
the FFT algorithm through aborting, zeroing, and skipping.

Timing leakage during Gaussian sampling has been shown to reveal Gram–Schmidt
orthogonalized basis vector norms, and in the case of DLP, it has been experimentally
demonstrated that this enables full secret key recovery [FKT+20]. In contrast, for FALCON,
key recovery remains an open problem due to its structural complexity.

An attack was proposed that uses differential EM attack to recover the sign, mantissa,
and exponent values from electromagnetic leakages during FFT-domain multiplications
[KA21]. This approach improved upon earlier attack by reducing the number of required
traces [GMRR22].

Another attack leveraged Simple Power Analysis on the Gaussian sampler to recover par-
tial information, which was then used to filter signatures and apply a Hidden Parallelepiped
Problem (HPP) solver to reconstruct the direction of the Gram–Schmidt orthogonalized
basis [GMRR22].

Subsequently, a more efficient method was introduced that further improved these
attacks by incorporating spectral decomposition of the covariance matrix and exploiting
sign leakage, significantly reducing the number of traces and computational cost [ZLYW23].

In addition, a single-trace attack [QA25] was proposed that targets the key generation
of FALCON. The attack targets Gaussian sampler and uses Hamming weight differences
to directly recover the secret key from a single power trace.

In addition to leakage from FALCON, recent studies have also highlighted the impact
of conditional leakage—information leakage that arises from control-dependent operations
such as conditional negation.

The first work to investigate conditional leakage in post-quantum cryptography [KAA21]
demonstrated that secret-dependent conditional operations can be successfully recovered
by targeting operations where two different values are selected depending on its value,
specifically the sort operation in NTRU and the polynomial-generation operation in
Dilithium.

Along the same line, side-channel attacks on CRYSTALS-Kyber demonstrate that
bitmasking-based message encoding still leaks due to large Hamming weight swings of the
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mask, enabling practical message recovery even under first-order masking [WCCL22].
The study on the HAWK signature scheme [GR24] analyzed leakage from conditional

operations in its sampler, recovering secret-dependent predicates (e.g., sign, parity, and
norm information) from power traces and using them to reconstruct each coefficient of the
secret key polynomial.

Our Contributions. In this paper, we propose an attack method that targets the floating-
point conversion and addition operations in FALCON, performs a Simple Power Analysis
to recover secret information, and reconstructs the full secret key through a post-processing
procedure. Our contributions are as follows:

• We propose a Simple Power Analysis similar in spirit to prior studies on conditional
leakage, but specifically applied to the Conditional calculator used in FALCON’s
floating-point conversion operations and addition operations in the FFT transforma-
tion. The recovered side-channel information includes the sign, exponent, and zero
status of secret key coefficients during floating-point conversion, and the comparison
result of the absolute values of the operands, sign matching, and exponent increment
about floating-point addition’s operands. We verify experimentally on the ChipWhis-
perer Husky that the control bit can be recovered with a 99.89% success rate. Also,
from the power traces collected over 1,000 independent experiments with different
secret keys, the control bits for fprscale and fpradd were recovered with 100% and
99.48% success rates in FFT transformation operations, respectively, yielding an
overall recovery rate of 99.52% across both operations.

• We present two countermeasures against Simple Power Analysis that prevent infor-
mation leakage from the Conditional calculator. We evaluate each countermeasure
on the same platform, achieving recovery rates of 56.86% and 57.41%, respectively.

• We propose a post-processing procedure that computes all possible candidates and
applies a pruning strategy to eliminate impossible ones. The secret key can be
recovered within 0.12 seconds for secret keys generated from a discrete Gaussian
distribution and 21.02 seconds for those generated from a uniform distribution.

• We propose an advanced post-processing procedure that allows for secret key re-
construction even when incorrect side-channel information is included, by ranking
candidates according to their consistency with the available information, so that the
correct key is recovered even under noisy conditions. We further tested the advanced
post-processing procedure in scenarios where up to 5,000 incorrect leakage bits,
demonstrating that it could still recover the correct key with a 100% success rate.
We also propose a likelihood-based variant that converts measured power samples
into soft information and applies it to the key-ranking procedure. We further confirm
a sharp phase transition: in our toy FFT experiment (n = 32) under the chosen
computational budget, once more than 28.2% of the leakage bits are corrupted, the
advanced post-processing fails in all trials, indicating that the proposed countermea-
sures (≈ 43% error rate) raise the error level beyond what our attack can tolerate.
In addition, we show that the secret key was successfully recovered in all 1,000 tests,
each performed on a different FALCON secret key.

The attacks presented in this paper target the PQClean [KSSW22] implementation of
FALCON and are also applicable to FALCON reference implementations. It should be
emphasized that neither the reference implementation nor PQClean is designed to resist
side-channel attacks such as Simple Power Analysis. Nevertheless, showing that even these
baseline and widely used implementations exhibit exploitable leakages underlines the need
for dedicated countermeasures in future optimized or standardized versions.
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Code. The source code of post-processing procedure is accessible through this git reposi-
tory1. This code allows you to check the estimated side-channel information for the secret
key and recover the secret key from some incorrect side-channel information.

Organization. In this paper, Section 2 provides the preliminaries for reading the paper,
including background on FALCON, FFT, floating-point arithmetic, and Simple Power
Analysis. Section 3 describes the Simple Power Analysis on the Conditional calculator, the
proposed two countermeasures to mitigate this leakage, and the experimental validation of
both the attack and two countermeasures. Section 4 presents the post-processing procedure
and the advanced post-processing procedure, along with the experimental evaluation of
both approaches. Section 5 discusses additional considerations, including applicability of
pqm4 and HAWK. Section 6 concludes the paper.

2 Preliminaries
2.1 FALCON
FALCON Signature Generation. FALCON is based on the GPV hash-and-sign framework
and operates over the NTRU lattice structure. As a digital signature scheme, FALCON
consists of three stages: key pair generation, signature generation, and signature verification.

The degree n of the NTRU lattice is chosen as a power of two, with n = 512 and
n = 1024 adopted in the NIST standard. The modulus q used for modular arithmetic
must satisfy q ≡ 1 mod n to enable Number Theoretic Transform (NTT) operations,
which is required due to n being a power of two. In FALCON, q is set to 12289 to meet
this requirement. Polynomial arithmetic over the NTRU lattice is performed modulo
ϕ(x) = xn + 1.

Algorithm 1 NTRUGen(ϕ, q) [PFH+22]
Require: A monic polynomial ϕ ∈ Z[x] of degree n, a modulus q
Ensure: Secret key f, g, F, G

1: σf,g ← 1.17
√

q/2n
2: for i← 0 to n− 1 do
3: fi ← DZ,σf,g,0
4: gi ← DZ,σf,g,0
5: end for
6: f ←

∑
i fix

i

7: g ←
∑

i gix
i

8: if NTT (f) contains 0 as a coefficient then
9: restart

10: end if
11: γ ← max{∥(g,−f)∥, ( qf∗

ff∗+gg∗ , qg∗

ff∗+gg∗ )}
12: (F, G)← NTRUSolven,q(f, g)
13: if (F, G) =⊥ then
14: restart
15: end if
16: return f, g, F, G

The secret key in FALCON consists of four polynomials f, g, F, G, which are short integer
polynomials that satisfy the NTRU equation fG − gF = q mod ϕ. These polynomials
are generated using the procedure described in Algorithm 1. In particular, f and g are

1https://github.com/ks950909/FALCON_CC_SPA

https://github.com/ks950909/FALCON_CC_SPA
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Algorithm 2 FALCON Sign [PFH+22]
Require: A message m,a secret key sk, a bound ⌊β2⌋
Ensure: A signature sig of m

1: r ← {0, 1}320 uniformly
2: c← HashToPoint(r ∥ m, q, n)
3: t← (− 1

q FFT (c)⊙ FFT (F ), 1
q FFT (c)⊙ FFT (f))

4: repeat
5: repeat
6: z ← ffSamplingn(t, T )
7: s = (t− z)B̂
8: until

∥∥s
∥∥2

> ⌊β2⌋
9: (s1, s2)← invFFT (s)

10: s← Compress(s2, 8 · sbytelen− 328)
11: until (s =⊥)
12: return sig = (r, s)

sampled from a discrete Gaussian distribution, as shown in lines 3 and 4 of the algorithm.
Due to encoding constraints, their coefficients must lie within the range −31 ≤ fi, gi ≤ 31.
In addition, line 11 imposes a constraint on the sum of the norms of f and g, which must
not exceed 1.17×√q =

√
16822.4121. Hence,

∑
i f2

i +
∑

i g2
i ≤ 16822.4121 must hold. To

compute the orthogonalized vector norm in line 11, the calculation is carried out in the
FFT domain. The public key h in FALCON is derived from f and g, satisfying h = gf−1

mod (ϕ, q). Therefore, recovering either f or g is sufficient to reconstruct the entire secret
key tuple f, g, F, G.

The signing process in FALCON begins by lifting the hashed message onto the lattice
and performing ffSampling to sample a point from the lattice that follows a discrete
Gaussian distribution. The difference between the sampled point and the hashed message
is then compressed and used as the signature.

As shown in Algorithm 2, lines 3, 6 and 7 involve the FFT transformation of the secret
key, indicating the use of the FFT domain during signature generation.

FFT. FALCON involves computations in the FFT domain, which necessitate FFT
transformations. The operation FFT (f) consists of evaluating the polynomial f at every
root ζ of ϕ(x). Since these roots ζ are complex numbers, each f(ζ) is also a complex
value, requiring an appropriate method to handle complex arithmetic in implementation.
Although FFT domain operations and FFT transform involve complex arithmetic, FALCON
avoids direct complex-number computation by storing the real and imaginary parts
separately and performing all calculations using floating-point arithmetic. Since each root
ζ of ϕ satisfies ζ−1 = ζ, its complex conjugate ζ is also a root of ϕ. Moreover, when all
coefficients of f are real, it holds that f(ζ) = f(ζ), allowing storage of only n real values
instead of 2n.

A non-recursive FFT implementation requires the use of a bit-reversal strategy. To
minimize data movement, FALCON performs degree-1 FFT computations between index
pairs spaced n/2 apart before beginning the main butterfly operations. These degree-1
FFTs involve real coefficients fj and fj+n/2, and since they reduce to the form fj +i·fj+n/2,
they can be computed without any actual floating-point arithmetic.

Numerous optimized FFT implementations have been studied, with the most widely
used being the Cooley–Tukey FFT algorithm [Coo66]. This algorithm applies a divide-
and-conquer strategy by recursively decomposing the FFT into smaller subproblems.
The recombination of these subproblems is performed using butterfly operations, making
the overall FFT computation effectively a sequence of such structures. As illustrated
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Figure 1: Butterfly operation in FALCON’s reference FFT. FALCON uses a radix-2 Cooley-
Tukey FFT in bit-reversed order with a half-complex polynomial representation. This
figure is a schematic derived from the reference implementation: one butterfly consists of a
complex twiddle multiplication (four floating-point multiplications and one floating-point
additions/subtractions) followed by two complex addition and two complex subtraction for
recombination. Since subtractions are implemented as additions with negated operands,
the butterfly can be viewed as involving six floating-point additions (three additions and
three subtractions) and four floating-point multiplications.

in Figure 1, each butterfly operation involves three floating-point additions and three
floating-point subtractions. However, since subtractions are implemented as additions with
negated operands, the butterfly can be viewed as comprising six floating-point addition
operations and four floating-point multiplication.

The most common representation of floating-point numbers is the IEEE 754 double
precision format. Each real number is represented by 64 bits: 1 bit for the sign s, 11 bits
for the exponent e, and 52 bits for the mantissa m. Typically, a number is expressed in
the form (−1)s · 2e−1023 · (1 + m · 2−52).

In FALCON, for environments without floating-point unit(FPU) support, floating-point
arithmetic is implemented in the software. This includes defining explicit functions for
floating-point operation without relying on hardware FPU capabilities.

2.2 Simple Power Analysis
The Hamming-weight Leakage model is widely used to explain the power consumption of
software implementation. This model assumes that power consumption is proportional to
the Hamming weight of the intermediate value. This is expressed as a formula as follows:

W = a ·Hw(x) + b +N (0, σ2) (1)

where W is the power consumption, Hw(x) is the Hamming weight of the intermediate
value x, a is the scalar gain between the Hw(x), b is the offset, N (0, σ2) is Gaussian random
noise. Therefore, a larger difference in the Hamming weight of intermediate value leads to
more distinguishable power consumption. An analysis that exploits such differences to infer
intermediate values from a single power trace is known as Simple Power Analysis(SPA).
To perform a Simple Power Analysis, it is necessary to correctly identify the point at
which the intermediate value is calculated within the power trace. For this purpose, the
Signal-to-Noise Ratio(SNR) analysis technique is widely used. SNR is typically defined as
SNR = V ar(Signal)

V ar(Noise) . A high SNR value at a point indicates that the power consumption
varies depending on the intermediate value, suggesting the corresponding operation is
being performed at that point. Such analysis is effective in identifying the timing of
data-dependent leakages during the preprocessing phase of Simple Power Analysis.
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Statistical Modeling of Leakage and Likelihood Computation. Based on the Hamming-
weight Leakage model in Equation 1, the leakage distribution for each intermediate
value can be approximated as Gaussian. We therefore model the leakage l under each
class as l | (x = k) ∼ N (µk, σ2

k), where µk and σk denote the mean and standard
deviation of the measured power for class k. The class-conditional likelihood is defined
as fk(l) = 1√

2πσk
exp

(
− (l−µk)2

2σ2
k

)
. Assuming two classes with equal priors, the normalized

posterior probabilities are given by

p(x = 1 | l) = f1(l)
f0(l) + f1(l) , p(x = 0 | l) = f0(l)

f0(l) + f1(l) . (2)

These posterior probabilities represent the confidence of each hypothesis.

Leakage target. In several constant-time routines of FALCON’s floating-point FFT, a
branchless selection chooses between two values b and c depending on a bit a ∈ {0, 1},
which we refer to as a Conditional calculator. We call a the control bit. In practice,
this selection is often implemented via a control mask m = −a ∈ {0,−1} (all-zero vs
all-one), and the large Hamming weight gap of m can be a strong leakage source. In our
attack pipeline, Simple Power Analysis aims to recover these control bits (equivalently, the
corresponding masks), which are then used as side-channel information for the subsequent
post-processing stage.

3 Single-trace attack on FFT
In this section, we introduce a Simple Power Analysis method targeting the Conditional
calculator, a component commonly used in both floating-point conversion and FFT trans-
formation. We identify the locations in FALCON where the Conditional calculator is
employed. Furthermore, countermeasures against Simple Power Analysis are presented,
along with experimental results evaluating their effectiveness.

3.1 Simple Power Analysis on Conditional calculator
Conditional branches are essential for implementing data-dependent behavior, but they
can be vulnerable to timing attacks. Therefore, cryptographic implementations avoid
secret-dependent branches and instead use branchless constructs that select between two
values depending on a binary condition. We call this construct a Conditional calculator.

For example, consider a control bit a ∈ {0, 1} that selects between two values: the
output equals x if a = 0 and y if a = 1. A common branchless implementation uses a
control mask m = −a ∈ {0,−1} and computes the selection as x⊕ ((x⊕ y)∧m), where m
becomes either all-zero or all-one.

Since m takes two extreme Hamming weights (all zeros vs all ones), the Hamming weight
difference between the two cases is maximized. Under the Hamming-weight Leakage model,
this maximizes the difference in the leakage variable W (see Equation 1). Consequently,
operations involving the control mask (or values combined with it) can produce highly
distinguishable power consumption patterns, making these Conditional calculator instances
particularly vulnerable to Simple Power Analysis.

3.2 Conditional calculator in FALCON
The FFT domain operation of the secret key is used for key generation and signature
generation of FALCON, so the floating-point conversion and FFT transformation of the
secret key are used for key generation and signature generation of FALCON. During
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Algorithm 3 Floating-point conversion from [KSSW22].

1 fpr fpr_scaled ( int64_t i, int sc) {
2 int s, e;
3 uint32_t t;
4 uint64_t m;
5 s = (int)(( uint64_t )i >> 63);
6 i ^= -( int64_t )s;
7 i += s;
8 m = ( uint64_t )i;
9 e = 9 + sc;

10 FPR_NORM64 (m, e);
11 m |= (( uint32_t )m & 0x1FF) + 0x1FF;
12 m >>= 9;
13 t = ( uint32_t )(( uint64_t )(i | -i) >> 63);
14 m &= -( uint64_t )t;
15 e &= -(int)t;
16 return FPR(s, e, m);
17 }

the key generation, immediately after generating the secret key, the polynomials f and
g are transformed into the FFT domain to compute the orthogonalized vector norm.
In the signature generation process, f and g are similarly transformed into the FFT
domain to compute the Gram matrix. To convert the integer-coefficient polynomials f
and g into the FFT domain, each coefficient must first be converted into a floating-point
representation, followed by an FFT transformation. Therefore, floating-point conversion
and FFT transformation are performed during both the key generation and signature
generation processes.

Floating-point conversion. The conversion from integer to floating-point is performed
using Algorithm 3 with the scaling parameter sc = 0. In this algorithm, lines 5–7 use s as
a control bit, and line 6 derives the corresponding control mask −s ∈ {0,−1}. Line 10
calls Algorithm 5. Similarly, in lines 13–15, t is used as a control bit, and lines 14 and 15
derive the corresponding control masks, whose values are restricted to 0 or −1.

Floating-point addition. The FFT transformation process includes calls to both floating-
point addition and multiplication. Among these, the floating-point addition operation
is defined in Algorithm 4. In this function, lines 7–11 use cs as a control bit, and line 9
derives the control mask −cs ∈ {0,−1}. Line 13 uses sx ⊕ sy as a control bit, and the
computed value −(uint64_t)(sx⊕ sy) is the corresponding control mask, again limited to
0 or −1. Line 14 calls Algorithm 5.

FPRNORM. Both Algorithm 3 and Algorithm 4 call Algorithm 5. Within Algorithm 5,
the variable nt serves as a control bit in lines 6, 10, 14, 18, 22, and 25. In each case, the
computation derives the corresponding control mask ((uint64_t)nt− 1), whose value is
restricted to either 0 or −1.

Hence, floating-point conversion and floating-point addition use eight Conditional
calculators.

Location of the Conditional calculator in FALCON. The signature generation of FAL-
CON follows the process shown in Algorithm 6. As can be seen, both the floating-point
conversion and the FFT transformation are performed not only for the four secret-key
components (f, g, F, G) but also for the hashed message. This indicates that identical
operations are executed across both secret and public data paths, implying that the
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Algorithm 4 Floating-point addition from [KSSW22].

1 fpr fpr_add (fpr x, fpr y) {
2 uint64_t m, xu , yu , za;
3 uint32_t cs;
4 int ex , ey , sx , sy , cc;
5 m = (( uint64_t )1 << 63) - 1;
6 za = (x & m) - (y & m);
7 cs = ( uint32_t )(za >> 63)
8 | ((1U - ( uint32_t )(-za >> 63)) & ( uint32_t )(x >> 63));
9 m = (x ^ y) & -( uint64_t )cs;

10 x ^= m;
11 y ^= m;
12 ...
13 xu += yu - (( yu << 1) & -( uint64_t )(sx ^ sy));
14 FPR_NORM64 (xu , ex);
15 ...
16 }

same Conditional calculator function is repeatedly invoked during this process. Therefore,
the leakage observed in our measurements originates from these common floating-point
conversion and FFT transformation.

3.3 Countermeasure
The Simple Power Analysis introduced in Subsection 3.1 exploits the fact that the control
mask stores values with significantly different Hamming weights, leading to observable
power variations. Therefore, the attack can be mitigated by reducing the Hamming weight
difference between the possible values of the control mask.

In scenarios where a variable takes the value x when a = 0 and y when a = 1, we
propose two countermeasures that minimize the Hamming weight difference of the control
mask derived from a. We propose the first countermeasure described as follows:

2x− y + ((y − x)≪ a). (3)

Equation 3 is Conditional calculator because it satisfies the following: 2x− y + ((y− x)≪
0) = 2x− y + (y − x) = x when a = 0, 2x− y + ((y − x) ≪ 1) = 2x− y + 2(y − x) = y
when a = 1. In Equation 3, the intermediate value that changes depending on the value
of a is computed as a and (y − x)≪ a. When a = 0, the resulting value is 0 and y − x.
When a = 1, the resulting value is 1 and 2(y − x). Since the Hamming weight difference
between these two cases is at most 1, this countermeasure makes it difficult to recover the
control bit using Simple Power Analysis.

Before introducing the second countermeasure, we define the variables b and c, such
that b is randomly generated for each execution. These variables satisfy b⊕ c = −1, b∧ c =
0, Hw(b) = Hw(c), b < c. We propose a second countermeasure described as follows:

(x⊕ ((x⊕ y) ∧ b))⊕ ((x⊕ y) ∧ (2b− c + ((c− b)≪ a))). (4)

The expression 2b− c + (c− b)≪ a takes b when a = 0, and c when a = 1. Equation 4 is
Conditional calculator because it satisfies the following: x⊕ (x⊕ y)∧ b)⊕ (((x⊕ y)∧ b) = x
when a = 0, x⊕ ((x⊕ y)∧ b)⊕ ((x⊕ y)∧ c) = x⊕ ((x⊕ y)∧ (b⊕ c)) = x⊕ (x⊕ y) = y. In
Equation 4, the intermediate value that changes depending on the value of a is computed
as a, (c− b)≪ a, 2b− c + ((c− b)≪ a), (x⊕ y) ∧ (2b− c + (c− b)≪ a). When a = 0, the
resulting value is 0, c− b, b and (x⊕ y)∧ b. When a = 1, the resulting value is 0, 2(c− b), c
and (x⊕ y) ∧ c. The Hamming weight difference between the two cases is at most 1 for
the first three cases. Moreover, since b and c are randomly chosen and Hamming weight
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Algorithm 5 FPRNORM64 from [KSSW22].

1 # define FPR_NORM64 (m, e) do { \
2 uint32_t nt; \
3 (e) -= 63; \
4 nt = ( uint32_t )((m) >> 32); \
5 nt = (nt | -nt) >> 31; \
6 (m) ^= ((m) ^ ((m) << 32)) & (( uint64_t )nt - 1); \
7 (e) += (int)(nt << 5); \
8 nt = ( uint32_t )((m) >> 48); \
9 nt = (nt | -nt) >> 31; \

10 (m) ^= ((m) ^ ((m) << 16)) & (( uint64_t )nt - 1); \
11 (e) += (int)(nt << 4); \
12 nt = ( uint32_t )((m) >> 56); \
13 nt = (nt | -nt) >> 31; \
14 (m) ^= ((m) ^ ((m) << 8)) & (( uint64_t )nt - 1); \
15 (e) += (int)(nt << 3); \
16 nt = ( uint32_t )((m) >> 60); \
17 nt = (nt | -nt) >> 31; \
18 (m) ^= ((m) ^ ((m) << 4)) & (( uint64_t )nt - 1); \
19 (e) += (int)(nt << 2); \
20 nt = ( uint32_t )((m) >> 62); \
21 nt = (nt | -nt) >> 31; \
22 (m) ^= ((m) ^ ((m) << 2)) & (( uint64_t )nt - 1); \
23 (e) += (int)(nt << 1); \
24 nt = ( uint32_t )((m) >> 63); \
25 (m) ^= ((m) ^ ((m) << 1)) & (( uint64_t )nt - 1); \
26 (e) += (int)(nt); \
27 } while (0)

of final value is determined by b and c, final value does not correlate with the value of a.
Hence, this countermeasure makes it difficult to recover the control bit using Simple Power
Analysis.

The second countermeasure is designed to ensure that no intermediate variable directly
propagates the values of x or y to the output a. All data-dependent operations involving
x and y are represented only as x ⊕ y or through randomized pairs (b, c) satisfying
b ⊕ c = −1 and b ∧ c = 0, which decorrelates the instantaneous power consumption
from the individual operands. This design prevents an attacker from aggregating leakage
across multiple Conditional calculators in the signing routine, where several instances are
executed in sequence. When x and y are independent of any secret material, the first
countermeasure provides sufficient protection with lower overhead. However, if x or y
depend on the secret, the second countermeasure is preferable because it eliminates direct
leakage paths related to secret-dependent intermediate values.

Performance Overhead. To evaluate the performance impact of the proposed counter-
measures, we measured the number of clock cycles on an ARM Cortex-M4 microcontroller.
The baseline Conditional calculator requires 13 cycles, while Countermeasure 1 and Coun-
termeasure 2 take 17 and 35 cycles, respectively. When measured over the full FALCON
signing process, these translate to overall overheads of approximately 2.15% and 11.83%.
Although Countermeasure 2 incurs a higher local overhead due to additional bitwise
operations, its overall impact on the full signing runtime remains modest. These results
are summarized in Table 1.

3.4 Experiment
Experimental Setting. We acquire the power traces using the ChipWhisperer [OC14]
platform. The device under test is equipped with an STM32F405RGT6 microcontroller
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Algorithm 6 Sign Generation from [KSSW22]

1 ...
2 smallints_to_fpr (b01 , f, logn); // Floating - point conversion of Secret

Key f
3 smallints_to_fpr (b00 , g, logn); // Floating - point conversion of Secret

Key g
4 smallints_to_fpr (b11 , F, logn); // Floating - point conversion of Secret

Key F
5 smallints_to_fpr (b10 , G, logn); // Floating - point conversion of Secret

Key G
6 PQCLEAN_FALCON512_CLEAN_FFT (b01 , logn); // FFT of Secret Key f
7 PQCLEAN_FALCON512_CLEAN_FFT (b00 , logn); // FFT of Secret Key g
8 PQCLEAN_FALCON512_CLEAN_FFT (b11 , logn); // FFT of Secret Key F
9 PQCLEAN_FALCON512_CLEAN_FFT (b10 , logn); // FFT of Secret Key G

10 PQCLEAN_FALCON512_CLEAN_poly_neg (b01 , logn);
11 PQCLEAN_FALCON512_CLEAN_poly_neg (b11 , logn);
12 ...
13 for (u = 0; u < n; u ++) {
14 t0[u] = fpr_of (hm[u]); // Floating - point conversion of Hashed

Message (same as smallints_to_fpr )
15 }
16 PQCLEAN_FALCON512_CLEAN_FFT (t0 , logn); // FFT of Hashed Message
17 ...

Table 1: Cycle count and overall overhead of countermeasures.

Method Cycles Overhead (local) Overhead (full)
No Countermeasure 13 – –
Countermeasure 1 17 +30.8% +2.15%
Countermeasure 2 35 +169.2% +11.83%

unit with a 32-bit ARM Cortex-M4 processor and operating at clock frequency of 7.37MHz.
Power traces were captured using the Chipwhisperer-Husky with a sampling rate of 29.48
MHz. To filter high-frequency noise, we applied a hardware low-pass filter with a cutoff
frequency of 20MHz. The target device was programmed with a binary compiled using
arm-none-eabi-gcc 9.2.1 with the -O0 optimization flag.

Experiment Method. Points of Interest (POI) were determined automatically by scanning
for the highest SNR peaks in the traces, and manually verified to ensure consistent alignment
across measurements. Each POI corresponds to the sampling point where the conditional
operation exhibits the largest variation between classes.

For the Bit recovery evaluation, we compared the observed trace values at each POI
with the pre-characterized mean traces for the two conditional bit values. A bit was
regarded as correctly recovered if its observed value was closer to the correct class mean
than to the opposite one. The same evaluation procedure was applied uniformly to all
implementations discussed in the sections.

Conditional calculator. We perform a Simple Power Analysis on three versions of a
Conditional calculator : one without any countermeasures, and two others with different
countermeasures applied. For each implementation, we collected 1,000,000 power traces.

Figure 2a shows the mean traces for control mask values of 0 and −1, and Figure 2b
presents the corresponding SNR distribution. The POI used for bit classification was
selected as the time sample with the highest SNR. At this POI, the distributions of the
two classes are visualized in Figure 2c.
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(a) Mean traces (b) SNR (c) Scatter plot

Figure 2: Experimental results of the Conditional calculator. Rows correspond to im-
plementations with (top) no countermeasure, (middle) Countermeasure 1, and (bottom)
Countermeasure 2. Columns correspond to (a) mean traces for a = 0 (red) and a = −1
(blue), (b) SNR distribution, and (c) scatter plot at the Point of Interest.

The success rates of bit recovery for each implementation were as follows in Table 2:
99.89% for the Conditional calculator without countermeasures, 56.86% for the Conditional
calculator with the first countermeasure, and 57.41% for the Conditional calculator with
the second countermeasure. The unprotected version exhibits a clear separation between
the mean traces of the two classes, while both countermeasure implementations show
strong overlap, indicating that the proposed countermeasures effectively suppress the
data-dependent leakage.

In FALCON. Based on the observation that fprscale and fpradd utilize the Conditional
calculator in Subsection 3.2, we conducted a Simple Power Analysis on these components.
Power traces for fprscale and fpradd were collected over 1,000 FFT transformation stages.
The SNR analysis successfully identified the Points of Interests (POIs) corresponding to
the Conditional calculator invocations in both fprscale and fpradd, as illustrated in
Figure 3a. For fpradd, 49,152,000 input values were analyzed across 8 instances, out of
which 48,897,240 were successfully classified. For fprscale, 4,096,000 input values were
analyzed across 8 instances, and all were successfully classified. This is a 99.52% recovery
rate, as 52,993,240 out of 53,248,000 were recovered. In the scatter plot of Figure 3b, only
the first two instances of fpradd failed to recover the control bits perfectly. Notably, indices
2, 3, and 4 of control masks are always fixed to −1, making classification unnecessary.
This occurred because the corresponding secret key coefficients fi had absolute values less
than or equal to 31, resulting in non-negative intermediate values.

Likelihood-based leakage. In the SPA experiments, each measured power sample at the
Point of Interest was converted into a likelihood value representing the probability of the
control mask taking the value 0 or −1. The likelihood-based leakage was computed as
defined in Equation 2. These likelihood values were then used as inputs to the subsequent
key-ranking process described in Subsection 4.2.

Compiler Flags. To evaluate the robustness of the proposed attack with respect to
compiler optimizations, we recompiled the target implementations with various optimization
levels: -O0, -O1, -O2, -O3, and -Os. As shown in Table 2, recovery is reliable for
binaries compiled with -O0, -O1, and -Os, but it degrades under -O2 and -O3 and is not
sufficient for reliable key recovery. At higher optimization levels, the compiler removes or
replaces the LDR instructions that previously caused data-dependent leakage. Consequently,
the conditional operations are transformed into register-based computations, and the
corresponding intermediate values no longer produce observable side-channel variations.
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Figure 3: Experimental results of the FALCON. The upper two rows correspond to the
fprscale operation, and the lower two rows correspond to the fpradd operation. Columns
correspond to (a) SNR distributions and (b) scatter plots at the Point of Interest.

Table 2: Bit recovery results of the Conditional calculator and under different compiler
optimization levels.

Method Bit recovery (Total 1,000,000)
No Countermeasure 998,899
Countermeasure 1 568,624
Countermeasure 2 574,088

Optimization Level Bit recovery (Total 1,000,000)
-O0 998,899
-O1 1,000,000
-O2 599,523
-O3 601,479
-Os 983,811

4 Post-Processing procedure
In Section 3, we demonstrated that control bits can be recovered using Simple Power
Analysis. In this section, we propose a procedure to find secret key based on the recovered
side-channel information.

4.1 Post-Processing procedure
Each coefficient of the secret key polynomials f and g satisfies −31 ≤ fi, gi ≤ 31 for
n = 512, and we aim to find the full secret key such that the result is the same as the
side-channel information obtained in the previous stage.

Check information. In Algorithm 5, the variable nt extracted from lines 6, 10, 14, 18,
22, and 25 indicates the increment in the exponent e through lines 7, 11, 15, 19, 23, and
26. This increment can be interpreted as the exponent growth during normalization of
mantissa.

In Algorithm 3, the sign bit s is recovered from lines 5–7 to determine the sign of the
integer. The exponent increment is recovered via line 10, which calls FPRNORM. Since the
input to FPRNORM is fixed to 9 in this case due to sc = 0, recovering the exponent increment
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directly reveals the exponent value. Whether a coefficient is zero or not is determined
through recovery of t from lines 13–15. In Algorithm 4, the comparison result of the
absolute values |x| and |y| is recovered from lines 7–9 (encoded in the variable cs), and
the sign matching information (represented as sx ⊕ sy) is recovered from line 13. The
exponent increment for the addition result is obtained from the call to FPRNORM at line 14.
The secret key contains n coefficients, and from each invocation of fprscale, a total of 8
pieces of side-channel information can be extracted, amounting to 8n points of leakage.
The FFT process consists of (log n−1) ·n/4 butterfly operations. Each butterfly involves 6
floating-point additions, and each addition contributes 8 pieces of side-channel information.
Therefore, the FFT contributes 8 · 6 · (log n− 1) · n/4 = 12n · (log n− 1) additional pieces
of leakage. Summing both sources, we obtain a total of 8n + 12n · (log n− 1) side-channel
information. For n = 512, fprscale contributes 4,096 information, and fpradd contributes
49,152, yielding a total of 53,248 information.

Post-processing procedure. Since the control bits in fprscale and fpradd are uniquely
determined by their operands, they are deterministic functions of the inputs. Therefore,
we can define fprscaleleak and fpraddleak as augmented functions that return both the
computation result and the corresponding expectation leakage.

fprscaleleak(x) = (x′, leaks) (5)
where leaks is an 8-bit value representing the expected leakage from Algorithm 3.

fpraddleak(x, y) = (x′, leaka) (6)
where leaka is an 8-bit value representing the expected leakage from Algorithm 4.

Since one butterfly operation consists of six calls to fpradd, the expected leakage from
a butterfly can be expressed as a 48-bit value:

butterflyleak(xr, xi, yr, yi, sr, si) = (x′
r, x′

i, y′
r, y′

i, leakb) (7)

where leakb is a 48-bit concatenation of the six leaka from six fpraddleak invocations.
To efficiently handle the 53,248 pieces of side-channel information, we organize the data

layer by layer. We denote the side-channel information obtained from fprscale at index
j as info0,j, and the side-channel information from the j-th butterfly in layer i as infoi,j.

The post-processing procedure proceeds as follows:

1. For each coefficient fj , simulate fprscaleleak with all integers in the range [−31, 31],
and retain only those candidates for which the resulting expected leakage matches
info0,j.

2. For each j, the remaining candidates connected to the j-th butterfly operation
in Layer 1 simulate butterflyleak, and retain only those whose expected leakage
matches info1,j.

3. For each j, candidates connected to the j-th butterfly operation in Layer 2 simulate
butterflyleak and are retained only if their expected leakage matches info2,j.

4. Repeat this procedure layer by layer up to Layer 8, where candidates involved in
each butterfly operation are simulated and pruned based on whether their expected
leakage matches the corresponding infoi,j. The remaining candidates in Layer 8
represent possible values of FFT (f).

After the first step, only candidates consistent with the sign and exponent inferred from
floating-point conversion leakage remain. Let A0,i denote the set of remaining candidates
at index i:

A0,i = {x′ | fprscaleleak(x) = (x′, leaks),−31 ≤ x ≤ 31, x ∈ Z, leaks = info0,i}
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Figure 4: Post-processing procedure for recovering FFT output states. A value ai,j ∈ Ai,j

is reconstructed using fprscale and Butterfly operations if all information up to layer
i are consistent with the recovered information. Red annotations indicate candidates
eliminated due to inconsistencies, while blue arrows represent transitions to the next state
when all conditions match.

The total number of remaining full-key candidates is then
∏512

i=1 |A0,i|.
After the second step, only candidates consistent with the floating-point addition

leakage remain. Let A1,i denote the candidate set for index i after Layer 1:

A1,i =

(x′
1, x′

2, x′
3, x′

4)

∣∣∣∣∣∣∣
butterflyleak(x1, x2, x3, x4, sr1, si1) = (x′

1, x′
2, x′

3, x′
4, leakb),

leakb = info1,i,

x1 ∈ A0,i, x2 ∈ A0,i+256, x3 ∈ A0,i+128, x4 ∈ A0,i+384


The total number of remaining full-key candidates is then

∏128
i=1 |A1,i|.

After the third step, candidate sets are refined using Layer 2 leakage. Let A2,i denote
the updated candidate set:

A2,i =

(x′
1, . . . , x′

8)

∣∣∣∣∣∣∣∣∣
butterflyleak(x1, x2, x5, x6, sr2, si2) = (x′

1, x′
2, x′

5, x′
6, leakb1),

butterflyleak(x3, x4, x7, x8, sr3, si3) = (x′
3, x′

4, x′
7, x′

8, leakb2),
leakb1 = info2,i, leakb2 = info2,i+64,

(x1, x2, x3, x4) ∈ A1,i, (x5, x6, x7, x8) ∈ A1,i+64}


The total number of remaining full-key candidates is then

∏64
i=1 |A2,i|.

This iterative filtering continues up to Layer 8. At the final step, index 1 holds the
set A8,1, which contains all candidate solutions in the FFT domain. These can be inverse
FFT transformed and exhaustively searched to recover the secret key.

Candidate Space Estimation. To execute the post-processing procedure efficiently, the
candidate set must be reduced to a computationally manageable size. The initial number
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Figure 5: Floating-point addition over the range −2.5 ≤ x ≤ 2.5, −2.5 ≤ y ≤ 2.5. Different
colors represent different leakage of fpradd.

of candidates is 63512, but the post-processing procedure significantly reduces this space
by eliminating candidates inconsistent with the side-channel information at each layer.
Although the exact size of the pruned set after fprscale is input-dependent and thus
difficult to compute precisely, the number of remaining candidates is bounded by

∏512
i=1 |A0,i|.

Since both the sign and exponent are fixed, we can conservatively estimate |A0,i| ≤ 16,
leading to an upper bound of the number of remaining candidates is 16512.

In contrast, fpradd reveals only the exponent increment, making it harder to identify
exact values of x and y. Therefore, to estimate the reduction in candidate space, we must
examine how the leakage varies with the inputs of fpradd. fpradd distinguishes between
different cases based on the magnitude comparison |x| ≥ |y| and sign equality sx ⊕ sy.
For example, when x ≥ y > 0, the conditions |x| ≥ |y| and sx ⊕ sy = 0 holds, and the
exponent increment depends on whether x + y lying in the range [x, 2x], which means that
the exponent increment is either 0 or 1. For a given exponent k of x, if x + y < 2k+1,
the exponent increment is 0; if x + y ≥ 2k+1, the exponent increment is 1. In another
case, for x ≥ −y with x > 0 and y < 0, we have |x| > |y| and sx ⊕ sy = 1. The sum
x + y lies in [0, x], and the exponent increment is less than or equal to 0. Specifically, if
x + y ≥ 2k, the exponent increment is 0; if x + y ∈ [2k−1, 2k), the exponent increment is
-1, with smaller sums resulting in even more negative increments. Note that fpradd(x, y)
produces the same leakage as fpradd(−x,−y), since they satisfy the same sign difference
sx ⊕ sy, the same absolute input values |x| and |y|, and the same absolute sum |x + y|.
These properties ensure that the exponent increment is identical, resulting in equivalent
expectation leakage. fpradd(x, y) and fpradd(y, x) produce identical results in terms of
the exponent increment and sign leakage, since |x + y| and max(|x|, |y|) remain the same,
and the sign difference sx⊕sy is also unchanged. However, the comparison between |x| and
|y| is reversed, so the magnitude comparison information differs. Figure 5 visualizes the
variation of expectation leakage with x, y in the range [−2.5, 2.5]. We observe boundary
discontinuities along x + y = ±2k, max(x, y) = 2k, y = x, x = 0, and y = 0. These lines
correspond to transitions in the leakage behavior.

Importantly, fpradd leakage is invariant under scaling: if (x, y) and (2x, 2y) are inputs,
they yield identical leakage since comparisons on magnitude, sign, and exponent increment
remain unchanged. Thus, exploring input ranges where 2k−1 < max(x, y) < 2k suffices to
infer the behavior of fpradd on other inputs.
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The total area of the region where 2k−1 < max(x, y) < 2k is 22k+2− 22k. Among these,
the largest region producing identical leakage—that is, the largest same-colored area—has
an area of 22k−1. According to a Monte Carlo estimation, the probability that a randomly
chosen input falls into the same leakage region—i.e., producing identical side-channel
information—is at most 1/6.

Given that fpradd is invoked 6,144 times, the candidate reduction factor is approxi-
mately

( 1
6
)6144. Since 16512 ·

( 1
6
)6144 ≈ 0, the expected number of remaining candidates is

much less than one, strongly suggesting that the post-processed set includes only the true
FFT-transformed secret key.

4.2 Advanced post-processing procedure
If the side-channel information is not correctly recovered, the post-processing procedure
may fail, as the correct secret key could be discarded due to mismatches with the observed
leakage. The simulated leakage generated by the correct key exhibits a clear distinction
from that of incorrect keys, indicating strong separability based on side-channel leakage.
To improve robustness against mismatches, we rank candidates based on their cumulative
agreement with the side-channel leakage and retain only those within a fixed top-rank
threshold. This approach significantly enhances the success rate of key recovery, even
when the side-channel leakage is partially wrong.

Post-Processing procedure with Ranking System. Instead of immediately discarding
mismatched candidates, the proposed method in Subsection 4.1 accumulates the number
of mismatches (errors) and ranks all candidates accordingly. Only those within a predeter-
mined rank are retained at each layer, which necessitates changes to how candidate sets
are defined.

The candidate set A0,i is modified to record the number of differing bits between the
recovered and expected leakage:

A0,i = {(x′, k) | fprscale(x) = (x′, leaks), −31 ≤ x ≤ 31, x ∈ Z, k = Hw(leaks ⊕ info0,i)}

The set A1,i is redefined as:

A1,i =


(
x′

1, x′
2, x′

3, x′
4, k

)∣∣∣∣∣∣∣∣
butterflyleak(x1, x2, x3, x4, sr1, si1) = (x′

1, x′
2, x′

3, x′
4, leakb),

k = k1 + k2 + k3 + k4 + Hw(leakb ⊕ info1,i),
(x1, k1) ∈ A0,i, (x2, k2) ∈ A0,i+256,

(x3, k3) ∈ A0,i+128, (x4, k4) ∈ A0,i+384


Likewise, A2,i becomes:

A2,i =


(
x′

1, . . . , x′
8, k

)∣∣∣∣∣∣∣∣
butterflyleak(x1, x2, x5, x6, sr2, si2) = (x′

1, x′
2, x′

5, x′
6, leakb1 ),

butterflyleak(x3, x4, x7, x8, sr3, si3) = (x′
3, x′

4, x′
7, x′

8, leakb2 ),
k = k1 + k2 + Hw(leakb1 ⊕ info2,i) + Hw(leakb2 ⊕ info2,i+64),
(x1, x2, x3, x4, k1) ∈ A1,i, (x5, x6, x7, x8, k2) ∈ A1,i+64


The modified post-processing procedure with rank is summarized as follows:
1. For each coefficient fj , simulate fprscaleleak with all integers in the range [−31, 31]. Rather

than discarding mismatched candidates, record the number of differing bits compared to
info0,j, which becomes the initial mismatch score for each candidate. If the number of
candidate groups exceeds rank, remove the candidate groups in order of the largest mismatch
score, leaving group size is rank.

2. For each j, simulate butterflyleak for all candidate pairs connected to the j-th butterfly
operation in Layer 1, and update the cumulative mismatch score by counting the number of
differing bits against info1,j. As with step 1, only rank candidates with the highest score
are kept, and the remaining candidates are removed.
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Figure 6: Advanced post-processing procedure for recovering FFT output states. Interme-
diate states ai,j are reconstructed using fprscale and Butterfly operations. Unlike the
standard mode, full consistency with all control bits is not required. Instead, at each layer
i, candidates are ranked based on their agreement with the recovered condition information,
and only the top-k are propagated to the next layer. Red annotations indicate pruned
candidates, while blue arrows represent surviving transitions.

3. For each j, simulate butterflyleak for candidates involved in the j-th butterfly operation
in Layer 2, and similarly update the cumulative mismatch score using info2,j, keeping
candidates with high rank scores.

4. Continue this process layer by layer up to Layer 8. At each layer, for each butterfly operation,
candidates are simulated and scored based on mismatch, and only those within a fixed
top-rank ranking based on the total accumulated mismatch are retained.

If the number of mismatches created by the correct secret key does not exceed rank, the secret
key can be recovered, so the max rank created by the correct secret key becomes the performance
of this procedure. The rank parameter can be tuned based on whether the computation remains
possible in practice. At Layer 1, each index processes 634 candidates, which is computationally
manageable. From Layer 2 onward, the candidate count becomes 638 ≈ 248, necessitating pruning.

Because butterfly operations from Layer 2 onward combine two sets, complexity grows as
rank2. The full computational cost is on the order of rank2 · 128 · 7 · O(butterflyleak), and the
rank should be set such that the total computation remains possible under the available system
resources.

Likelihood-Based Advanced Post-Processing. Since the individual leakages are assumed to
be conditionally independent, the joint posterior probability can be expressed as p(x1, x2, . . . , xn |
l1, l2, . . . , ln) =

∏n

i=1 p(xi | li). Accordingly, instead of counting the number of mismatches as
in the original advanced post-processing method, we accumulate the posterior probabilities of
each leakage. By aggregating the log-likelihoods across all samples, the final score corresponds to
the posterior probability of the correct key hypothesis. This probabilistic formulation provides a
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(b) Likelihood based Advanced Post-processing

Figure 7: Effect of intentionally corrupted candidate information (i.e., recovered side-
channel information entries used as inputs to the advanced post-processing) on the ranking
results. We report the average of the maximum rank observed across trials.

more rigorous mathematical interpretation and improves robustness against noise compared to
the deterministic approach.

4.3 Experimental Result
Key Recovery Rate. It is defined as the proportion of trials in which the correct secret key
is contained in the final candidate set after performing the post-processing procedure using the
already inferred side-channel information.

Post-processing. We experimentally verify the effectiveness of the post-processing procedure
for key recovery.

As summarized in Table 3, the secret key was successfully recovered in all 100,000 Gaussian-
sampled and 1,000 uniformly sampled tests. Uniform sampling, which produces larger key
coefficients, increases the computational cost (21.0 s vs. 0.12 s on average) while maintaining the
same 100% recovery success. All experiments were performed on a 12th Gen Intel® Core™i7-
12700K (3.60 GHz) CPU with 64 GB RAM.

Table 3: Key recovery via post-processing procedure under different sampling distributions.

Sampling Gaussian distribution Uniform distribution
Number of tests 100,000 1,000

Key recovery rate 100% 100%
Key rank 1 1
Time (s) 0.12 21.02

Advanced post-processing procedure. We also investigate how robust our advanced post-
processing procedure remains when some of the recovered information is incorrect. Secret key
coefficients were sampled from a Gaussian distribution, and recovery was tested by varying the
number of side-channel information that was intentionally corrupted. The number of incorrect
entries was increased from 0 to 5,000 in increments of 100. Each corruption level was tested over
100 independent trials. For each level of corruption, we recorded the maximum rank observed in
each trial and report its average across trials. Figure 7a shows that even when 5,000 out of 53,248
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Table 4: Sensitivity of layer-wise post-processing to erroneous leakage bits (toy FFT,
n = 32). The leakage extractor outputs a binary vector of length N = 1792. We flip w
randomly chosen positions (uniformly, without replacement) and run 30 trials per setting.
We use beam width K = 10,000, tie truncation eq_keep = 100, and pair-evaluation budget
max_pairs_eval = 106 per block. A trial is counted as Fail if either (i) at least one block
is skipped (infeasible due to pair explosion) or (ii) the correct path is pruned (its rank
upper bound exceeds K in some layer). Note that Fail is the union of Skip and Pruned.

w/N Error (%) Fail (%) Skip (%) Pruned (%)
0/1792 0.0 0.0 0.0 0.0

179/1792 10.0 0.0 0.0 0.0
358/1792 20.0 53.3 36.7 30.0
448/1792 25.0 83.3 73.3 66.7
505/1792 28.2 100.0 93.3 90.0
538/1792 30.0 100.0 100.0 100.0
717/1792 40.0 100.0 100.0 100.0
896/1792 50.0 100.0 100.0 96.7

side-channel information entries were corrupted, the advanced post-processing procedure remained
effective, with the average maximum rank staying around 2,291. In all test cases, the correct
candidate consistently ranked first, indicating that the correct key was successfully recovered
regardless of the level of corruption. This means that information can be recovered even if the
side-channel information is wrong by 5000

53248 = 9.3%.

To evaluate the proposed likelihood-based post-processing method, we conducted experiments
using simulated traces generated from the leakage model in Equation 1. The parameters were
fixed to a = 1 and b = 0, while the noise level σ was varied. For each setting, we computed
the average rank of the correct candidate and the average of the maximum rank observed. For
comparison with the conventional method, we assumed that the bit information was selected based
on the class whose posterior probability exceeded 50%, and we derived the number of incorrect
candidate information accordingly. This allows the average rank and average maximum rank to
be directly compared on the same scale as those obtained by the binary decision method. The
experiment was conducted 100 times, increasing σ by 1 from 1 to 32. As shown in Figure 7b, the
likelihood-based approach demonstrates improved performance compared with the conventional
method.

To emulate imperfect SPA outcomes (e.g., when countermeasures partially randomize the
leakage of control masks), we inject errors into the leakage-bit vector and measure the impact on
our layer-wise post-processing. For a toy FFT instance with n = 32, the leakage extractor produces
a binary vector of length N = 1792. We flip w uniformly random positions (without replacement)
and run 30 trials for each w. We set the beam width to K = 10,000, use eq_keep = 100 to
limit the number of tie candidates, and impose a per-block budget max_pairs_eval = 106; blocks
exceeding this budget are marked as skipped. A trial is considered failed if at least one block
is skipped (pair explosion) or if the correct path is pruned (its rank upper bound exceeds K
in some layer). As shown in Table 4, the post-processing exhibits a sharp phase transition: it
succeeds in all trials up to 10% errors, but already fails in 53.3% of trials at 20% errors, and
in 83.3% of trials at 25% errors. From 28.2% errors onward, all trials fail, predominantly due
to infeasibility (skipped blocks) and/or pruning of the correct path. These results indicate that
moderate corruption of leakage bits is sufficient to render the post-processing ineffective under
the chosen computational budget.

As shown in Section 3.4, it was observed that the number of incorrect leakage entries was
254,760 over 1,000 tests. Using a rank threshold of 300, the advanced post-processing procedure
achieved a 100% success rate in secret key recovery.
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5 Discussion
The pqm4 implementation [KRSS19] replaces Algorithm 5 with the ARM CLZ instruction to
determine the size of the mantissa. However, since the CLZ instruction computes the number of
leading zeros in a single instruction, it becomes significantly more difficult to recover the exponent
increment via Simple Power Analysis.

Although HAWK shares structural similarities with FALCON, their implementations differ
substantially. In particular, HAWK employs fixed-point rather than floating-point arithmetic,
making direct SPA on the FFT layers impractical. However, we observed that HAWK still
relies on several conditional operations such as tbmask and lzcnt 2, which exhibit the same
control-dependent leakage behavior as the Conditional calculator analyzed in this work. These
routines return bitwise masks depending on the sign or magnitude of their inputs, and thus may
leak information through power or electromagnetic traces.

As future work, we plan to extend our analysis to the pqm4 implementation to investigate
potential SPA leakage caused by the CLZ instruction, and to perform a detailed study of the new
conditional leakages introduced by HAWK’s tbmask and lzcnt functions.

6 Conclusion and Future Work
In this paper, we present Simple Power Analysis on FALCON and recover the secret key through
a post-processing procedure using the side-channel information obtained from it. Simple Power
Analysis can be performed by targeting the Conditional calculator used in FALCON to recover
the control bit. We also present two countermeasures to prevent the recovery of control bits via
Simple Power Analysis. Simple Power Analysis for the three types of Conditional calculators
presented was performed on the STM32F405 target, and the control bits were recovered with
recovery rates of 99.89%, 56.86%, and 57.41%, respectively. In addition, the Conditional calculator
used for the FFT transform of the secret key in FALCON was targeted, and the control bits were
successfully recovered with a recovery rate of 99.52% overall across fprscale and fpradd.

In addition, we present a post-processing procedure to recover the secret key of FALCON using
control bits that exist as side-channel information. To tolerate incorrect recovery of side-channel
information, an advanced post-processing procedure is additionally proposed to recover secret
key more practically. We also performed advanced post-processing procedures according to the
number of incorrect information to verify that the attack works practically, and the correct key
consistently ranked first even when 5,000 pieces of information were incorrect. We also propose
a likelihood-based variant that converts measured power samples into soft information for the
key-ranking procedure. On the other hand, in our toy FFT experiment (n = 32) under the chosen
computational budget, we confirm that when more than 28.2% of the leakage information is
corrupted, the advanced post-processing can no longer recover the correct inputs, indicating that
the proposed countermeasures ultimately increase the error beyond the attack’s tolerance. Finally,
we achieved a 100% success rate in the above experiment over 1,000 FALCON secret-key pairs.

Future work includes identifying use cases of Conditional calculators in other post-quantum
signature schemes, evaluating Simple Power Analysis on the pqm4 implementation, and developing
a formal proof for the uniqueness and input-distinguishability of side-channel leakage in FFT-based
computations.
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